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EXECUTIVE SUMMARY

INTRODUCTION

Background


As with other federal agencies, the Indian Health Service (IHS) is addressing Year 2000 (Y2K) concerns.  IHS provides a comprehensive health services delivery system for American Indians and Alaska Natives with opportunity for maximum tribal involvement in developing and managing programs to meet health needs.  The IHS Ada Regional Supply Service Center (RSSC), located in Ada, Oklahoma, supports the mission of IHS by providing over $30 million annually in drugs, medical supplies and other products to 15 hospitals, 66 health centers, and four administrative office locations in 23 states.

The mission of the Ada RSSC is to provide direct supply to Federal and Tribal Health Care facilities in the Aberdeen, Alaska, Bemidji, Nashville, Oklahoma City and Tucson Areas of the Indian Health Service.  This includes the total responsibility for supply management, including acquisition, utilization, standardization, quality control, requirements determination, inventory management, disposal and accountability.  The Ada RSSC is organized along the lines of its major business processes into six departments under the Director/Supply Management Officer:

· Administrative Services

· Standardization and Quality Assurance

· Inventory Management

· Acquisition Management

· Warehouse Management

· Financial Management


In fulfilling its mission, the Ada RSSC uses a number of systems and infrastructure components to support its business processes.  Like most systems, these are vulnerable to failure due to Y2K problems, thus presenting a significant risk of disruption or failure of the RSSC’s core business processes.
  In response to the Y2K problem, the RSSC has initiated renovation programs for all application systems and infrastructure components essential to conduct the core business processes.  The RSSC also recognizes, however, that despite these efforts, there is still a significant risk that a system on which a business process is dependent may fail to operate properly during the Y2K timeframe.  Thus, the RSSC has implemented rigorous business continuity planning designed to ensure that it is able to maintain an acceptable level of customer service until normal internal and external operations are restored.

Purpose and Scope of the Ada RSSC Business Continuity and Contingency Plan


The objective of the Ada RSSC business continuity planning effort is to ensure the successful operation of its core business processes through the date-sensitive Y2K period by identifying the potential Y2K-related risks to business operations and defining approaches and plans to address them.  This document, the Ada RSSC Year 2000 Business Continuity and Contingency Plan, supports this objective in two ways:

· It documents the process by which the RSSC is conducting its continuity planning.  

· It serves as the repository of developed continuity planning information.  

Organization, Roles, and Responsibilities 


Dr. Church, IHS Chief Information Officer (CIO) initiated a business continuity planning effort as part of the overall Y2K Program and established an IHS Business Continuity and Contingency Plans (BCCP) team.  Area Office Directors are ultimately responsible for Year 2000 contingency planning and preparedness.  Area Office Y2K Coordinators are responsible for overall coordination of the Y2K contingency planning and preparedness.  Service Unit Directors are responsible for functional units, business impact analysis and continuum of patient care.  Health Care Facility Directors are responsible for developing, organizing, and planning of health care facility internal operations in preparation for Year 2000 contingencies.  They will assign lead individuals of each functional unit in the health care facility.  

Methodology 


The IHS has adopted the structured approach to Y2K business continuity planning defined by the General Accounting Office (GAO).
  Figure ES-1 illustrates this approach, including four phases, each of which entails a set of key processes.  IHS activities have been carried out in accordance with the GAO guidance.



Figure ES-1.  Year 2000 Business Continuity Planning Structure

Assumptions


Some key assumptions and constraints in the Ada RSSC’s operating environment when Y2K problems might occur include the following:

1. 1 January 2000 is the primary Y2K event; however, the plans can also be used for other critical times (e.g., 1 October 1999, or 29 February 2000).

2. It will be “business as usual” at the start of the Year 2000.  That is, the Ada RSSC will not scale back either the processes to be carried out or the expected workload.

3. Customers and vendors of the Ada RSSC may choose to overstock certain supplies in anticipation of Y2K-related problems.

4. There may be some, but not widespread, failures of infrastructure and services external to the Ada RSSC resulting in loss of electrical, water, heating and telecommunications, coupled with ineffective or non-sustainable backup units.

5. Delays or interruptions may be experienced in the supply chain as a result of Y2K-related problems with manufacturers, suppliers, distributors and common carriers.

6. If a problem is experienced, most resources and infrastructure components will be restored within 72 hours.  Sporadic problems may occur for 30 days.

Ada RSSC Business Processes


The Ada RSSC carries out a number of business processes in support of its mission.  These processes are shown in Table ES-1. Those processes which, if they could not be performed by the RSSC, would result in an unacceptable impact on the business of the organization are considered core processes and are indicated in the table in boldface type.  For Y2K business continuity planning purposes, a core business process must also be sufficiently time critical that it could not be deferred for up to 72 hours or tolerate intermittent interruptions of less than 72 hours over a 30-day period.

Table ES-1.  Ada RSSC Business Processes
(Core Processes Shown in Bold)

RSSC DIRECTOR AND ADMINISTRATIVE SERVICES 

1.
Safeguard the privacy and security of RSSC personnel files, records and administratively confidential information.
2.
Distribute incoming mail.
3.
Maintain payroll and accrued leave records for each employee at the RSSC.
4.
Prepare travel orders and requisitions for RSSC personnel.

Table ES-1.  Continued
STANDARDIZATION AND QUALITY ASSURANCE 

1.
Review and approve requests for new supply items to be considered for addition to stores stock at the RSSC.
2.
Review, research and recommend action on quality complaints and improvement reports submitted by any IHS or tribal facility serviced by the RSSC.
3.
Review and act upon product recalls by the FDA, manufacturer, a Government depot or GSA.
4.
Assure the handling and accounting for Controlled Drugs in a secure manner acceptable to the Drug Enforcement Administration (DEA).

5.
Maintain procedures for the Carl Albert Indian Hospital EPABX Operators to follow when the RSSC burglar or fire alarm annunciator panels are activated and provide the RSSC staff with information on these procedures.
6.
Process requests for change or deletion of stores stock items.

INVENTORY MANAGEMENT 

1.
Process inventory adjustments for returned, damaged or expired goods to ensure accountability systems, records and files are properly maintained.
2.
Process customer service complaints and item discrepancies.

3.
Process off-schedule requisitions for inventory supplies required due to stock outage, back-orders, low inventory and other requirements not generated through the supply system.
4.
Conduct reconciliation of physical inventory overages and shortages.
5.
Process emergency off-schedule issue requests.
6.
Process requisitions for direct issue Government forms.
7.
Process requisitions for Annual Purchase Items, Group Buying and Special Ordering for RSSC customers.
8.
Process receiving reports for prime vendor contracting.
9.
Verify the mailing of issue books from the facilities to RSSC.
10.
Process Drug Prime Vendor requisitions from RSSC customers for direct issue drugs.

Table ES-1.  Continued
ACQUISITION MANAGEMENT 

1.
File and distribute ARMS purchase and delivery orders and modifications.
2.
Process store stock requisitions in a timely, efficient and economical way, and in accordance with Federal procurement regulations.

3.
Process direct issue requisitions in a timely, efficient and economical way, and in accordance with Federal procurement regulations.

4.
Review and approve modifications to delivery/purchase orders issued by the RSSC for supplies or services.

5.
Ensure that stock items that have been cancelled are re-purchased and received.
6.
Conduct follow-ups for direct issue or store stock purchases.

7.
Assign requisitions to Purchasing Agents.
8.
Ensure current and valid information in purchasing records.
9.
Place orders with the GSA Customer Supply Center.
10.
Process Report of Discrepancies from Warehouse Operations.
11.
Ensure direct issue items that have been cancelled are re-purchased and received.
12.
Issue Government Bill of Lading for common carrier shipments.
13.
Ensure that only therapeutically bioequivalent products are purchased.
14.
Ensure proper documenting of source codes on purchase documents.
15.
Provide documentation to the VA or GSA Contracting Officer when identical items are procured at lower prices than the FSS price.
16.
Maintain standardized list of contractors or vendors.
17.
Process direct issue Prime Vendor requisitions for field stations.
18.
Process drop shipment requisitions for field stations.
19.
Process and release pharmaceutical requisitions placed with Prime Vendor by satellite ordering points.

Table ES-1.  Continued

WAREHOUSE MANAGEMENT 

1.
Provide for the delivery of supplies to customers by RSSC delivery personnel.
2.
Number mail shipment to identify total packages mailed and the package number in the shipment.

3.
Issue stock for delivery from Issue Books and Backorders.
4.
Mail and handle refrigerated items.
5.
Ensure all return authorization items are properly shipped to the vendor.
6.
Receive and ship Prime Vendor and direct issue orders.  Note:  While this is a core business process, it is being eliminated in mid-1999 as a result of the new Prime Vendor contract which provides direct shipment from vendor to customers.  No business continuity plan is required.

7.
Ensure removal and disposal of warehouse stock that is unfit for use.
8.
Ensure accountability and control of all incoming and outgoing controlled substances.
9.
Process annual purchase items and special order items.
10.
Ensure proper packing of supplies for shipment.

Table ES-1.  concluded
FINANCIAL MANAGEMENT 

1.
Ensure that all Advice of Allowances are properly recorded.
2.
Ensure that all obligations of funds are properly recorded.
3.
Reconcile the obligation registers with the reports received from the Area Office.
4.
Prepare and submit the annual Operating Budget and Supply Budget for the RSSC.
5.
Ensure that all requisitions are properly processed.
6.
Administer the billing and line of credit process.
7.
Ensure the proper and accurate handling of requisitions of Government forms from IHS Headquarters.  Note:  The process of supplying Government forms will be transferred from IHS Headquarters to the Ada RSSC in 1999.

8.
Ensure the proper and accurate handling of requisitions of forms for stores stock inventory from Area Office.

9.
Ensure 75-day advance billing of self-governance tribes for RSSC services.
10.
Ensure that RSSC customers have sufficient credit available to meet their supply request, and maintain sufficient funding at the RSSC.
11.
Prepare estimate of funds available within five (5) calendar days after the start of a new fiscal year if IHS will be operating under a Continuing Resolution.
12.
Ensure timely processing of bills for collection.
13.
Ensure that all Tribal Reimbursements funds are accounted for.
14.
Ensure that all express/overnight mailing and GBL costs incurred are charged out to the RSSC customer.
15.
Ensure that all salary costs and associated benefits are accounted for.
16.
Assign the appropriate Memorandum of Record (MOR) numbers to fund balances remaining at the end of the fiscal year.

CONTINUITY PLANS FOR ADA RSSC CORE PROCESSES


The Business Continuity Plans focus on reducing the risk to the business of the Ada RSSC from Y2K-induced failures by identifying potential failure scenarios and defining an alternative approach for conducting business should a failure occur.  The RSSC will strive to provide the same volume and quantity of services as delivered during normal operations.  Key components of the Ada RSSC business continuity plan are summarized below.

Preparation Activities


The actions the Ada RSSC will perform prior to the expected date of failure due to Y2K are summarized below.

June 1999:
· Update standard procedures for all core processes in RSSC Policy Manual
· Complete contingency operating procedures for all core processes
July 1999:
· Review major vendors’ Y2K compliance status
· Review and test RSSC business continuity plans

August 1999:
· Review public infrastructure Y2K compliance status and contingency plans
· Review major vendors’ Y2K contingency plans

October 1999:
· Verify Y2K compliance of all RSSC systems and equipment

· Review and update RSSC BCCP

· Update RSSC emergency contact directory information

December 1999:
· Verify availability of manual forms supply

· Update RSSC emergency contact directory information

· Review RSSC BCCP and validate readiness

Customer and Business Partner Notification


If problems are experienced due to Y2K which disrupt normal RSSC operating procedures, the RSSC Director will coordinate notifying the Oklahoma City Area Office, customers, vendors, employees and the public, as appropriate, by the best available means of communication.
Procedures for Operating in Response Mode


The procedures that the Ada RSSC will follow in the event problems are encountered due to Y2K are summarized in Table ES-2.  Process numbers (e.g., E-6) refer to the detail procedures documented in the Ada RSSC Policy Manual.  The actual procedures to be followed will depend on the exact nature of the problem.  See the individual continuity plans for more detailed scenarios and processes.
Table ES-2.  Summary of Business Continuity Plans
for Core Processes

Organization/Process
Approach for Continuing Business

Administrative Services 

Core Process E-6:  Maintain payroll and accrued leave records
·
Prepare manual T&A cards and send to Area Office or IHS Headquarters

Standardization and Quality Assurance 

Core Process C-3:  Recall of manufacturers’ products
·
Use alternative means of communication

Inventory Management 

Core Process G-1:  Process HHS-365 inventory adjustments
·
Access backup M-System at OKC Area Office, or prepare manual HHS-365 and send to Area Office

·
Prepare manual HHS-393 to re-order

Core Process G-3:  Process off-schedule requisitions for inventory supplies
·
Switch to alternate RSSC server, or access backup server at OKC Area Office

·
Prepare and process manual HHS-393

Core Process G-5:  Process emergency off-schedule issue requests
·
Switch to alternate RSSC server, or access backup server at OKC Area Office

·
Process manual IHS-413 or HHS 393
·
Use alternative means of communication

Core Process G-12:  Process drug prime vendor requisitions for direct issue drugs
·
Use dial-up access to OKC Area Office, or prepare manual HHS-393 to re-order

·
Use alternate vendor or alternate means of communication

Table ES-2.  concluded
Organization/Process
Approach for Continuing Business

Acquisition Management 

Core Process H-2:  Process store stock requisitions
·
Switch to alternate RSSC server, or access backup server at OKC Area Office

·
Prepare and process manual HHS-393 for emergency orders only
·
Use alternative means of communicating with Prime Vendor, else use alternate vendor

Core Process H-13:  Issue Government Bill of Lading
·
Use alternate means of communication and paper files

Core Process H-22:  Process pharmaceutical satellite orders with prime vendor
·
Use local vendor or alternative means of communicating

Warehouse Management 

Core Process I-1:  Provide for delivery of supplies to customers by RSSC delivery personnel
·
Use alternate means of communication

·
Arrange for vendor direct shipment

Core Process I-3:  Issue stock for delivery from issue books and backorders
·
Use printed Issue Books

·
Arrange for vendor direct shipment

Core Process I-6:  Mail and handle refrigerated items
·
Use alternate means of shipment

·
Arrange for vendor direct shipment

Core Process I-10:  Ensure accountability and control of controlled substances
·
Use alternate means of shipment

·
Arrange for vendor direct shipment

Core Process I-13:  Ensure proper packing of supplies for shipment
·
Arrange for vendor direct shipment

Financial Management 

Core Process K-2:  Ensure all obligations of funds are properly recorded
·
Switch to alternate RSSC server, or manually post to commitment/obligation register
Manually process HHS-393; post in Budget Management Application Program

Core Process K-5:  Ensure all requisitions are properly processed
·
Switch to alternate RSSC server, or access backup server at OKC Area Office

·
Prepare and process manual HHS-393

Recovering Lost or Damaged Data


No data are expected to be lost or damaged by the RSSC business continuity procedures.  Backup copies of all critical files will be made in advance in case data restoral is necessary.
CRITICAL DEPENDENCIES AND ASSOCIATED CONTINGENCY PLANS


One result of the business impact analysis for each of the identified core business processes has been the identification of critical dependencies on business-essential systems or other resources which have a potential for experiencing a Y2K-induced failure.  For the Ada RSSC, critical dependencies were found in the areas of software applications (ARMS and PC software packages), communications hardware, building infrastructure, and public infrastructure components.


A Contingency Plan is needed for each of the resources identified across the full set of Business Continuity Plans.  These Contingency Plans focus on the specific resource and the steps to be taken to restore the resource in the event of a Y2K failure.  How these plans are handled depends on whether the resource is the responsibility of the RSSC or is the responsibility of an external organization.


If the RSSC is responsible for the resource, then an organization within the RSSC is responsible for the development and maintenance of the associated Contingency Plan.  The Contingency Plan will include preparation procedures, procedures for restoration of resources as well as procedures for executing the plan.  Additionally, the plan will detail the specific roles and responsibilities for certain staff in carrying out the plan.  The Contingency Plan may also include the identification of backup resources that may be required in order to continue delivering services to primary customers during the resource restoration phase.  If acceptable work-arounds have been identified by the Ada RSSC process owners for the resource, then the Contingency Plan need only address the remedial actions that will be performed to bring the resource back up.

If the system or resource is external to the Ada RSSC, the identified RSSC organization and individual will be responsible for coordinating with the external owner to review the owner’s Contingency Plan.  If the external owner’s Contingency Plan is not satisfactory for the Ada RSSC processes, the Ada RSSC Business Continuity Plan for each process dependent on the resource will be enhanced to cover failure of the resource.  Because of the impact of external resources on both the Business Continuity Plans and the Contingency Plans for which the RSSC is responsible, open and frequent communication among all affected business partners has been, and will continue to be, a critical part of the planning process.
RESOURCES FOR IMPLEMENTING CONTINUITY PLANS


There were no identified resources required for extra staff weeks for detailed staff or temporary contractor support.  No overtime hours have been identified at this time as being required to perform the core business processes while operating in response mode.  The RSSC has not yet identified any extra or back-up equipment, other than that which is already available, as being required for the staff to continue to perform their core business processes as described in this BCCP.  If any additional resource requirements are identified during review or testing of the BCCP, they will be documented and summarized in the BCCP.
TESTING OF THE PLANS


The objective of Business Continuity Plan testing is to reliably estimate the extent to which individual plans are capable of providing the desired levels of service for the core business process.  Contingency Plan testing will verify how well the organization is prepared to restore a system or resource that has failed.  Testing will also indicate whether a given plan can be implemented within the necessary time period, and will provide an opportunity to make adjustments to the plan, particularly with regard to the facilities available and resources required.  The test process allows the staff to become familiar with the procedures and external contacts that may be involved and allows the opportunity for a detailed assessment of the cost of actual implementation of planned measures.


The Ada RSSC has determined to utilize a testing strategy consisting of a plan review, plan rehearsal (desktop exercise), and a plan audit to determine the viability of the Business Continuity Plan.  The training on and testing of plans will be completed by 30 July 1999.  The Oklahoma City Area Office Y2K Committee will be performing the audit of the Ada RSSC Business Continuity Plan.



SECTION 1

INTRODUCTION

1.1  BACKGROUND

1.1.1  The Indian Health Service

The Indian Health Service (IHS) provides a comprehensive health services delivery system for American Indians and Alaska Natives with opportunity for maximum tribal involvement in developing and managing programs to meet health needs.  The IHS currently provides health services to approximately 1.5 million American Indians and Alaska Natives who belong to more than 557 federally recognized tribes in 34 states.


The mission of the Indian Health Service, in partnership with American Indian and Alaska Native people, is to raise their physical, mental, social, and spiritual health to the highest level.  The goal of the IHS is to assure that comprehensive, culturally acceptable personal and public health services are available and accessible to American Indian and Alaska Native people.  


To carry out its mission and to attain its goal, IHS (1) assists Indian tribes in developing their health programs through activities such as health management training, technical assistance, and human resource development; (2) facilitates and assists Indian tribes in coordinating health planning, in obtaining and utilizing health resources available through Federal, State, and local programs, in operating comprehensive health care services, and in health program evaluation; (3) provides comprehensive health care services, including hospital and ambulatory medical care, preventive and rehabilitative, and development of community sanitation facilities; and (4) serves as the principal Federal advocate for Indians in the health field to ensure comprehensive health services for American Indian and Alaska Native people.

1.1.2  The IHS Ada Regional Supply Service Center


The IHS Ada Regional Supply Service Center (RSSC), located in Ada, Oklahoma, supports the mission of IHS by providing over $30 million annually in drugs, medical supplies and other products to 15 hospitals, 66 health centers, and four administrative office locations in 23 states.  The mission of the Ada RSSC is to provide direct supply to Federal and Tribal Health Care facilities in the Aberdeen, Alaska, Bemidji, Nashville, Oklahoma City and Tucson Areas of the Indian Health Service.  This includes the total responsibility for supply management, including acquisition, utilization, standardization, quality control, requirements determination, inventory management, disposal and accountability.


The RSSC is the prime supplier for customer supply needs, stocking and supplying more than 2,500 line items of drugs and pharmaceuticals, medical, surgical, radiology, dental, subsistence, administrative forms and office supplies, housekeeping, linen and other miscellaneous products.  Purchases are made with over 200 vendors nationwide, utilizing on-line computer ordering with major suppliers.  Approximately 3,550 purchase orders are issued annually by the RSSC.  While the RSSC maintains an on-hand inventory of some commonly used bulk supplies, the current trend is toward increased utilization of direct shipments from major suppliers to the RSSC’s customers, reducing intermediate storage and handling costs and inventory shrinkage.  RSSC utilizes its own fleet of delivery vehicles for shipments from the RSSC warehouse to customers in the Oklahoma area and ships via commercial carriers or Federal Express to other states.

The Ada RSSC facility consists of one building, containing 33,390 square feet of warehouse and office space, located adjacent to the Carl Albert Indian Health Facility, and currently houses 24 Federal and 8 contract employees.  The building is owned by the Chickasaw Tribe and leased to the IHS.  The Tribe is responsible for maintenance of the RSSC physical plant, including the geothermal heating/ventilation/air conditioning (HVAC) system, and physical security of the site.  Public infrastructure services (electric power and water/sewer) are provided directly to the RSSC by public utilities.  There are currently no provisions for emergency electric power or water for the RSSC facility.  Normal operating hours of the RSSC are 8:00 AM to 5:00 PM local time, Monday through Friday.
1.1.3  The Y2K Problem


One of the main issues facing the IHS today is the Year 2000 (Y2K) problem.  Since the inception of automated information systems, dates have most often been stored with two-digit year formats.  Now, with an impending century change, systems throughout IHS are vulnerable to failure due to incorrect interpretation or processing of two-digit year data.  Affected resources include applications software; computer hardware and operating systems software; embedded microprocessors found in biomedical devices and infrastructure components such as elevators, heating, and security systems; and electronic interconnections or interfaces.


Dates are a critical element in computer systems processing.  In general, most dates programmed in computers are based on a two-digit year field:  for instance, “97” rather than “1997.”  The high cost of data storage in the early days of computing is the primary reason why a two-digit rather than four-digit year field has been the norm among system developers.  The current potential problem stems from when the Year 2000 is entered or calculated as “00,” systems may not recognize it as the correct year and programs may fail, reject legitimate year entries, or yield erroneous results.


The problem affects computations that calculate age, sort by date, compare dates or perform other specialized date-related tasks.  The problem can affect mainframe, mid-range, and personal computers alike.  The two-digit year field can also be found in microcode, operating systems, software compilers, applications, queries, procedures, screens, databases, biomedical equipment, facilities components, laboratory instruments, operating room equipment, and their relevant analysis and reporting data – anywhere there are components which use embedded microprocessors.


Although everyone is working diligently to ensure that a high percentage of Y2K and related problems will be resolved in a timely and effective fashion for the IHS, it must be anticipated that some things will be overlooked or not completed on time.  It is also a realization that there are things beyond IHS’ control that could affect its year 2000 initiatives.


Despite best efforts to renovate, validate and implement our mission-critical information systems, IHS, among other federal agencies, remains vulnerable to the disruption of its business processes.  Because IHS is highly dependent upon information technology to carry out its business, Y2K-induced failures of one or more mission-critical systems could have a significant (if not severe) impact on its ability to deliver vital services.


The risk of failure is not limited to IHS’ internal information systems.  IHS also depends on external information and data provided by its business partners that include other federal, state and local agencies, as well as private sector organizations.  Finally, like every other organization, IHS also depends on services provided by the public infrastructure, such as electric power, water and sewer, transportation, and voice and data communications.


Because of the various risks, known and unknown, IHS must build Business Continuity and Contingency Plans (BCCP) to reduce the potential impact of Y2K-related business process failures.  IHS must look ahead and examine the possible ramifications of these failures and plan to mitigate Y2K risks, not only in its own business operations, but also how these risks affect its partners and infrastructure service providers.  One weak link in the chain of critical dependencies and even the most successful Y2K program implementation will fail to protect against major disruption of IHS business operations, something which IHS cannot afford.


1.2  THE Y2K PROBLEM WITH RESPECT TO THE ADA RSSC


The Ada RSSC is the prime supplier of drugs and pharmaceuticals, medical supplies, office supplies and other products to its service population of 15 hospitals, 66 medical and dental health centers, and four administrative offices.  The core services provided by the Ada RSSC to its customers must continue in spite of problems experienced due to Y2K issues.  The core functions of the Ada RSSC that must remain operational are those functions that support supply management, including:  acquisition, utilization, standardization, quality control, requirements determination, inventory management, disposal and accountability.  Many of these business processes routinely utilize computer and communications systems and depend on the availability of the RSSC facility and public infrastructure services, such as electric power, water/sewer and telecommunications, that may be subject to Y2K-related problems or interruptions.

As shown in Figure 1-1, the Ada RSSC is organized along the lines of its major business processes into six departments under the Director/Supply Management Officer:

· Administrative Services

· Standardization and Quality Assurance

· Inventory Management

· Acquisition Management

· Warehouse Management

· Financial Management


In some cases, these departments are either responsible for, or are essential participants in, business processes that are critical to the mission of the RSSC.  To the extent that those “core” business processes are dependent upon systems or resources that may be subject to Y2K-related problems, business continuity and contingency plans must be in place for the RSSC.  This document contains the Year 2000 Business Continuity and Contingency Plan (BCCP) for the Ada Regional Supply Service Center (RSSC) operations.  








Figure 1-1.  Ada Regional Supply Service Center Organization
1.3  DEFINITIONS


This document makes use of several terms that may be unfamiliar or may have non-standard meanings:

· Business Continuity Plan:  In the context of the Y2K program, a plan that focuses on a specific business process.  The plan describes the approach and steps that will be taken to ensure the process can continue in spite of disruptions to systems or infrastructure components.

· Contingency Plan:  In the context of the Y2K program, a plan that focuses on a specific business-essential system or other critical resource (e.g., a building).  The plan addresses how the organization will respond to the loss or degradation of the system or resource due to Y2K problems and describes the steps to be taken to ensure it is restored.

· Core Business Process:  A series of actions, functions, or transformations that, if the organization is unable to perform it, results in an unacceptable impact on the mission of the organization.  For Y2K business continuity planning purposes, a core business process must also be sufficiently time critical that it could not be deferred for up to 72 hours or tolerate intermittent interruptions of less than 72 hours over a 30-day period.

· 
· Minimum Acceptable Level of Service:  The minimum acceptable level of output or service from the core process that will be minimally acceptable to the user or customer for a finite period of time if Y2K-related problems impact the normal level of service delivery.

· Customers:  The customers, recipients, or users of the service or output of the core process.

· Information Interface Partners:  Vendors, service providers, regulatory or reporting agencies, or other external organizations (other than customers) with which the core process exchanges information.

· Supporting Systems and Resources:  Systems and other resources (including facilities and infrastructure components) upon which the core process depends.

· Failure Scenarios:  Potential failure scenarios for each supporting system and resource that may occur due to Y2K problems

· Impact on Process:  The nature and severity each failure scenario would have on the core process, should it occur.

· Trigger:  A predetermined event or set of circumstances that will force the contingency operating plan to be implemented.

· Approach for Continuing Operations:  The business continuity strategy that will be followed for each failure scenario.

· Contingency Resource Requirement:  The resources that will be required to perform the business process in the contingency mode of operations.

1.4  PURPOSE AND SCOPE OF THE Y2K BUSINESS CONTINUITY AND CONTINGENCY PLAN


The objective of business continuity planning is to ensure the successful operation of the Ada Regional Supply Service Center’s core processes through the date-sensitive Y2K period by identifying the potential Y2K-related risks to business operations and defining approaches and plans to address them.  This document supports this objective in two ways:

1. It documents the process by which the IHS is conducting its continuity planning, ensuring that a consistent and comprehensive effort is being carried out throughout the IHS.

2. It serves as the repository of developed continuity planning information.  It identifies core business processes, the minimum acceptable levels of outputs and services, the systems and infrastructure components that are essential to support these processes, and the steps and resources necessary to provide basic services in the event of Y2K-induced problems and to restore critical resources.


It is important to note that this plan does not address mitigation of risks inherent in the IHS renovation projects themselves.  What it does address is the possibility that unanticipated problems could render even a renovated application or infrastructure support system temporarily unusable.

1.5  ORGANIZATION OF THE DOCUMENT


The following is a brief description of the contents of this document, by section.


Sections 1-2 contain the background information, including definitions, methodology, assumptions, and issues.


Section 3 contains the identification of all business processes supported by the RSSC Director and the Administrative Services department, and the identification of the core business processes which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 4 contains the identification of all business processes supported by the Standardization and Quality Assurance department and the identification of the core business processes which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 5 contains the identification of all business processes supported by the Inventory Management department and the identification of the core business processes which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 6 contains the identification of all business processes supported by the Acquisition Management department and the identification of the core business processes which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 7 contains the identification of all business processes supported by the Warehouse Management department and the identification of the core business processes which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 8 contains the identification of all business processes supported by the Financial Management department and the identification of the core business processes which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 9 provides a summary matrix that identifies, across core processes, the critical dependencies for these processes on systems and other resources, and provides a summary of the resources required to implement the Business Continuity and Contingency Plan.

Section 10 provides an index to contingency plans for the systems and other resources on which the Ada RSSC is dependent.



A glossary of acronyms and abbreviations used in this document is included at the end of this document.

SECTION 2

business continuity planning approach

2.1  organization, roles and responsibilities


An IHS BCCP team was established by Dr. Church, IHS Chief Information Officer (CIO) in December of 1998.  The workgroup consists of the following individuals:

John Daugherty, Service Unit Director, Oklahoma Area

Russell Pittman, CIO, Alaska Area

Dr. Dale Armstrong, CIO, Tucson Area

Nancy Williams, Albuquerque Area

Alyssia Chapman, IHS Headquarters (Uniband contractor))

Suzy Buckovich (Mitretek contractor)

George Haynes (Mitretek contractor)

Mary Ann Myers (Mitretek contractor)


After review of IHS BCCP activities to-date, the group developed templates and step-by-step procedures for development of a BCCP, and provided BCCP training to representatives across the IHS in January, 1999.  In addition to developing a BCCP for the Ada RSSC, the group is also developing BCCPs for IHS Headquarters, one IHS Area Office (Oklahoma Area Office), one IHS hospital (Claremore Indian Hospital), and one IHS clinic (Pawnee).  It is anticipated that these documents can be used as models for other RSSCs, Area Offices, hospitals, and clinics.


Within the Ada RSSC, the BCCP is the overall responsibility of the Director/Supply Management Officer.  The individual department heads are responsible for the development, review, and implementation (if necessary) of their specific sections of this BCCP.

2.2  METHODOLOGY


The IHS has adopted the structured approach to Y2K business continuity planning defined by the General Accounting Office (GAO).
  This approach includes four phases, each of which entails a set of key processes.  These phases are Initiation, Business Impact Analysis, Contingency Planning, and Testing.  Figure 2-1 depicts the analysis and planning involved in IHS’s business continuity planning process.  Specific IHS approaches and activities in accordance with the GAO guidance are summarized below.


Figure 2-1.  Year 2000 Business Continuity Planning Structure




2.2.1  Initiation Phase


The GAO document, Year 2000 Computing Crisis:  Business Continuity and Contingency Planning, is being used as the guide to the overall planning process.  The draft plans prepared by other government organizations, including the Social Security Administration (SSA)2 and the Food and Drug Administration (FDA)3, were reviewed and considered as working models for document organization and testing methods.


Core processes are identified through review of organizational statements, and interviews with senior site management.  As existing continuity, contingency, and disaster recovery plans are identified they are incorporated in the continuity and contingency planning for Y2K.


The key processes followed by IHS in the Initiation phase are:

1. Establish a business continuity project work group

2. Develop and document a high-level business continuity planning strategy

3. Identify core business processes

4. Define roles and assign responsibilities

5. Develop a master schedule and milestones

6. Implement a risk management process and establish reporting system

7. Assess existing business continuity, contingency, and disaster recovery plans and capabilities

8. Implement quality assurance reviews

2.2.2  Business Impact Analysis Phase


The principal objective of the Year 2000 business impact analysis is to determine the effect of mission-critical information system failures on the viability and operations of agency core business processes.  The business impact analysis examines business process composition and priorities, dependencies, cycles, and service levels, and, most important, the business process dependency on mission-critical information systems.


The key processes followed by IHS in the Business Impact Analysis phase are:

1. Define and document information requirements, methods, and techniques to be used in developing the business continuity plan

2. Define and document Year 2000 failure scenarios

3. Perform risk and impact analyses of each core business process

4. Assess and document infrastructure risks

5. Define the minimum acceptable level of outputs and services for each core business process

2.2.3  Contingency Planning Phase


Contingency planning integrates and acts on the results of business impact analysis.  The output of this process is a business continuity plan consisting of a set of contingency plans, with a single plan for each core business process and infrastructure component.


The key processes followed by IHS in the Contingency Planning phase are:

1. Assess the costs and benefits of identified alternatives and select the best contingency strategy for each core business process

2. Identify and document contingency plans and implementation modes

3. Define and document triggers for activating contingency plans

4. Establish a business resumption team for each core business process

5. Develop and document “zero day” strategy and procedures

2.2.4  Testing Phase


The objective of business continuity testing is to evaluate whether individual contingency plans are capable of providing the desired level of support to the agency’s core business processes.


The key processes followed by IHS in the Testing phase are:

1. Validate business continuity strategy

2. Develop and document contingency test plans

3. Establish test teams and acquire contingency resources

4. Prepare for and execute tests

5. Validate the capability of contingency plans

6. Rehearse business resumption teams

7. Update the business continuity plan based upon lessons learned and re-test if necessary

8. Update disaster recovery plans and procedures

2.3  ASSUMPTIONS AND CONSTRAINTS


Some key assumptions and constraints in the Ada RSSC’s operating environment when Y2K problems might occur include the following:

1. 1 January 2000 is the primary Y2K event; however, the plans can also be used for other critical times (e.g., 1 October 1999, or 29 February 2000).

2. It will be “business as usual” at the start of the Year 2000.  That is, the Ada RSSC will not scale back either the processes to be carried out or the expected workload.

3. Customers and vendors of the Ada RSSC may choose to overstock certain supplies in anticipation of Y2K-related problems.

4. There may be some, but not widespread, failures of infrastructure and services external to the Ada RSSC resulting in loss of electrical, water, heating and telecommunications, coupled with ineffective or non-sustainable backup units.

5. Delays or interruptions may be experienced in the supply chain as a result of Y2K-related problems with manufacturers, suppliers, distributors and common carriers.

6. If a problem is experienced, most resources and infrastructure components will be restored within 72 hours.  Sporadic problems may occur for 30 days.

2.4  BUSINESS CONTINUITY PLAN TESTING


This section describes the procedures that will be used to ensure that the Business Continuity Plan is feasible and will, if its execution is necessary, provide the desired level of business process support.

2.4.1  Testing Objectives


The objective of Business Continuity Plan testing is to reliably estimate the extent to which individual plans are capable of providing the desired levels of service for the core business process.  Testing will also indicate whether a given plan can be implemented within the necessary time period and will provide an opportunity to make adjustments to the plan, particularly with regard to the facilities available and resources required.  The test process also serves as a drill for execution of the contingency measure (should it become necessary to implement) and allows the staff to become familiar with the procedures and external contacts that may be involved.  Finally, testing allows the opportunity for a detailed assessment of the cost of actual implementation of planned measures.

2.4.2  Testing Methods

Each section of the plan should be tested using appropriate methods as described below.  While emphasis will be placed on sections of the plan involving the highest-risk situations, each section will be tested appropriately, and refined as necessary, to reasonably ensure the continuation of business in the event of occurrence of the events for which the plans were defined.

To ensure validity, the plan will be reviewed and tested within the guidelines set forth in the GAO’s February 1998 Exposure Draft, Year 2000 Computing Crisis:  Business Continuity and Contingency Planning.  These guidelines include provisions for three levels of testing:  review, rehearsal, and audit.

Review


On completion, the plan will be reviewed by department heads determined appropriate by the RSSC Director for sections of the plan under their purview.  These reviews may range from a thorough review by cognizant managers to a more structured or formal review involving other knowledgeable groups to see that all necessary elements are provided.  Elements of the plans to be checked include, but are not limited to, provisions for staff training, availability of supplies such as forms to be used when reverting to a manual process, availability of backup facilities, availability of procedures, and triggers for return to normal operations.  All plans will be tested, at a minimum, through Plan Review.

Rehearsal


There are two types of rehearsal:  desktop exercise and simulation.

Desktop Exercise

In the desktop exercise, the manager responsible for implementing the contingency plan will be advised of a hypothetical contingency situation.  The manager, or his designee, will then use the plan to work out a response to the situation.  The manager will answer questions that relate to the availability of trained staff, adequacy of the facilities, adequacy of the machines, and whether necessary forms and supplies are on hand.  At this point, the plan can be more accurately documented, and adjustments will be made either to the plan or to its execution environment should any part of the plan fall short of its objective.

Simulation

Simulation testing takes the desktop exercise a step farther.  In simulation testing, a component or office (or part of an office) will conduct real business as if in a contingency situation.  The simulation will be thorough enough to assure the manager that on-site personnel can handle the work, the necessary training has been carried out or scheduled, needed supplies are available, and the facility can be adapted to the contingency measure.  At this point, any inadequacy in the plan or the preparation will be remedied.

Audit

To ensure objectivity in assessing the IHS’ plans, selected plans may be reviewed or audited by independent contractors or other agencies.  Such reviews or audits will be used to assess the adequacy, feasibility, and accuracy of the plans, and may include testing.

2.5  PROCESS FOR UPDATING PLANS


Business continuity planning for Y2K is an ongoing activity, and, as such, changes and additions to the plans may need to be made to reflect changes in processes or resources.  The RSSC Director will be responsible for ensuring that an updated version of the complete plan will be produced on an as-needed basis if a major change to any of the individual plans is necessary.

section 3

RSSC  director and administrative Services


This section defines the business processes supported by the Ada RSSC Director and the Administrative Services department, and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the RSSC to fulfill its mission and conduct its operations.


The RSSC Director is responsible for the overall direction of the Ada RSSC and the supervision of the six divisions under his direction.  The Director is also responsible for Area program management, communications within the RSSC and externally with the community and tribes, and serves as program advisor to Service Unit organizations.


The Administrative Services department provides office management and office service support for the entire RSSC facility operation.  Administrative Services performs the following business processes.  Processes are cross-referenced to the detailed procedures contained in the Ada RSSC Policy Manual.  The core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Safeguard the privacy and security of RSSC personnel files, records and administratively confidential information.  (Policy No. E-1, Personnel File Maintenance & Security)

2. Distribute incoming mail.  (Policy No. E-5, Mail Distribution)

3. Maintain payroll and accrued leave records for each employee at the RSSC.  (Policy No. E-6, Timekeeping)

4. Prepare travel orders and requisitions for RSSC personnel.  (Policy No. N/A)

SECTION 3.1

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  ADMINISTRATIVE SERVICES
CORE BUSINESS PROCESS E-6:  TIMEKEEPING

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

3.1  CORE BUSINESS PROCESS E-6:  TIMEKEEPING


The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

3.1.1  Key Continuity Planning Information


Table 3-1A, Process Information for Core Process E-6:  Timekeeping, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
3.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 3-1B, Continuity Information for Core Process E-6:  Timekeeping, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

3.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Imogene Drapeau  (580) 436-5000 Ext. 37

Administrative Services

TABLE 3-1A:  PROCESS INFORMATION

ADA RSSC:  ADMINISTRATIVE SERVICES
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS E-6:  TIMEKEEPING
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Maintain payroll and accrued leave records for RSSC employees
Report employee time and attendance at the end of each pay period
RSSC employees
Area Office

IHS Headquarters
TAIMS

Workstation

LAN/Server
WAN/Router
RSSC Facility

TABLE 3-1B:  CONTINUITY INFORMATION

ADA RSSC:  ADMINISTRATIVE SERVICES
CONTINUITY PLAN FOR BUSINESS PROCESS E-6:  TIMEKEEPING

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

TAIMS
TAIMS unavailable 
MEDIUM:  Unable to enter time and attendance data directly into TAIMS
TRIGGER:  TAIMS unavailable more than 8 hours at end of pay period
APPROACH:  Prepare manual T&A cards and send to Area Office or IHS Headquarters 
T&A cards

Express Mail

Workstation
Workstation fails due to Y2K problem
MEDIUM:  Unable to enter time and attendance data directly into TAIMS
TRIGGER:  Workstation not usable at end of pay period

APPROACH:  Use alternate workstation
None

LAN/Server
LAN unavailable
MEDIUM:  Unable to enter time and attendance data directly into TAIMS
TRIGGER:  LAN unavailable more than 8 hours at end of pay period
APPROACH:  Prepare manual T&A cards and send to Area Office or IHS Headquarters
T&A cards

Express Mail

TABLE 3-1B:  CONTINUITY INFORMATION (Concluded)
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

WAN/Router
WAN unavailable
MEDIUM:  Unable to enter time and attendance data directly into TAIMS
TRIGGER:  WAN unavailable more than 8 hours at end of pay period
APPROACH:  Prepare manual T&A cards and send to Area Office or IHS Headquarters
T&A cards

Express Mail

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to access information materials and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans.  Use alternative facility or means of communicating 
Nearest available IHS facility

3.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe, responsible person, and/or existing plan are indicated in parentheses.


· Update procedures for manual preparation and submission of Time and Attendance data (Imogene Drapeau, June 30, 1999)
· Verify availability of T&A forms supply (Imogene Drapeau, December 1999)
3.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 3-1B, Continuity Information for Core Process E-6:  Timekeeping


Internal Notification Procedures:  None


Customer/Business Partner Notification:  
Notify Area Office that manual Time and Attendance records will be submitted for pay period.
3.1.6
Procedures for Operating in Response Mode

Approach:  Prepare manual T&A cards and send to Area Office or IHS Headquarters.  (See Policy No. E-3-X in Ada RSSC Policy Manual.)
3.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:
   Notify Area Office that normal time reporting procedures are being reinstated.
3.1.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
3.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

3.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
Express Mail charges

3.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.

X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

section 4

standardization and quality assurance


This section defines the business processes supported by the Standardization and Quality Assurance department and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on the ability of the Ada RSSC to fulfill its mission and conduct its operations.


The Standardization and Quality Assurance department coordinates the determination of standard drug and medical products that will be stocked and distributed by the RSSC and will be utilized by all or most facilities within the Areas served.  The business processes of the Standardization and Quality Assurance department are as follows.  Processes are cross‑referenced to the detailed procedures contained in the Ada RSSC Policy Manual.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Review and approve requests for new supply items to be considered for addition to stores stock at the RSSC.  (Policy No. C-1, New Item Requests)

2. Review, research and recommend action on quality complaints and improvement reports submitted by any IHS or tribal facility serviced by the RSSC.  (Policy No. C‑2, Quality Complaints)

3. Review and act upon product recalls by the FDA, manufacturer, a Government depot or GSA.  (Policy No. C-3, Recall of Manufacturer’s Products)

4. Assure the handling and accounting for Controlled Drugs in a secure manner acceptable to the Drug Enforcement Administration (DEA).  (Policy No. C-4, Controlled Drugs)

5. Maintain procedures for the Carl Albert Indian Hospital EPABX Operators to follow when the RSSC burglar or fire alarm annunciator panels are activated and provide the RSSC staff with information on these procedures.  (Policy No. C-5, Burglar and Fire Alarm System)

6. Process requests for change or deletion of stores stock items.  (Policy No. C-6, Deletion or Change of Items)

SECTION 4.1

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  STANDARDIZATION AND QUALITY ASSURANCE

CORE BUSINESS PROCESS C-3:
RECALL OF MANUFACTURER’S PRODUCTS

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

4.1  CORE BUSINESS PROCESS C-3:  RECALL OF MANUFACTURER’S PRODUCTS


The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.1.1  Key Continuity Planning Information


Table 4-1A, Process Information for Core Business C-3:  Process:  Recall of Manufacturer’s Products, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
4.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 4-1B, Continuity Information for Business Process C-3:  Recall of Manufacturer’s Products, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director


Responsible for Implementing the Plan:
Charlotte Ross  (580) 436-5000 Ext. 39

Quality Assurance Coordinator

TABLE 4-1A:  PROCESS INFORMATION

ADA RSSC:   STANDARDIZATION AND QUALITY ASSURANCE
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS C-3:  RECALL OF MANUFACTURER’S PRODUCTS

Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Review and act upon product recalls by the FDA, manufacturer, a Government depot, or GSA
Act on Class I recalls within same day of receipt.

Act on other class recalls as necessary
RSSC customers
FDA

Product manufacturers

Other government depots

GSA
Telephone/fax

E-mail

E-mail server  (Banyan)
LAN/Server
WAN/Router
Workstation

RSSC Facility

TABLE 4-1B:  CONTINUITY INFORMATION

ADA RSSC:  STANDARDIZATION AND QUALITY ASSURANCE
CONTINUITY PLAN FOR BUSINESS PROCESS C-3:
RECALL OF MANUFACTURER’S PRODUCTS
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone/fax

Loss of telephone service 
HIGH:  Unable to communicate with internal staff and customers by telephone/fax
TRIGGER:  Telephone system unavailable

APPROACH:  Use alternative means of communication 
E-mail

Cellular phone

Express Mail

E-mail
Loss of E-mail service
HIGH:  Unable to communicate with internal staff and customers by E-mail
TRIGGER:  E-mail unavailable

APPROACH:  Use alternative means of communication
Telephone/fax

Express Mail

E-mail server  (Banyan)
Loss of E-mail service
HIGH:  Unable to communicate with internal staff and customers by E-mail
TRIGGER:  E-mail unavailable

APPROACH:  Use alternative means of communication
Telephone/fax

Express Mail

TABLE 4-1B:  CONTINUITY INFORMATION (Concluded)
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

LAN/Server
LAN not available
HIGH:  Unable to communicate with internal staff and customers by E-mail
TRIGGER:  E-mail unavailable

APPROACH:  Use alternative means of communication
Telephone/fax

Express Mail

WAN/Router
WAN not available
HIGH:  Unable to communicate with customers by E-mail
TRIGGER:  E-mail unavailable

APPROACH:  Use alternative means of communication
Telephone/fax

Express Mail

Workstation
Workstation fails
HIGH:  Unable to communicate with internal staff and customers by E-mail
TRIGGER:  E-mail unavailable

APPROACH:  Use alternative workstation or means of communication
Y2K compliant workstation

Telephone/fax

Express Mail

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to access information materials and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative means of communication 
Nearest available IHS facility

Public phone/fax

Cellular phone

4.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible organization are indicated in parentheses.

· Update procedures in Policy Manual (Charlotte Ross, June 30,1999)

· Update emergency contact directory information (Charlotte Ross, October 1,1999)

4.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 4-1B, Continuity Information for Core Process C-3:  Recall of Manufacturer’s Products 


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

4.1.6  Procedures for Operating in Response Mode

Approach:  Use alternative means of communication.  (See Policy No. C-3-X in Ada RSSC Policy Manual)


4.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

4.1.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.

4.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

4.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cellular Phones (already available)

Total Other Direct Charges
Express Mail charges

4.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.
X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

section 5

inventory management


This section defines the business processes supported by the Inventory Management department and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the RSSC to fulfill its mission and conduct its operations.


The Inventory Management department is responsible for identifying stock replenishment requirements on a continuing basis to assure that supplies are available to meet customer requirements on a timely and economical basis.  Inventory Management coordinates with Service Unit health professionals, Area Standardization Committees and Area Program Management Officials to identify supplies to be stocked at the RSSC, determines inventory levels based on Economic Order Quantity (EOQ) principles, develops budget estimates for RSSC stock and total Area supply requirements, and assists in the conduct of inventories.


The Inventory Management department performs the following business processes. Processes are cross-referenced to the detailed procedures contained in the Ada RSSC Policy Manual.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Process inventory adjustments for returned, damaged or expired goods to ensure accountability systems, records and files are properly maintained.  (Policy No. G-1, Processing of HHS-365 Inventory Adjustments)

2. Process customer service complaints and item discrepancies.

3. Process off-schedule requisitions for inventory supplies required due to stock outage, back-orders, low inventory and other requirements not generated through the supply system.  (Policy No. G-3, Processing Off-Schedule Requisitions for Inventory Supplies)

4. Conduct reconciliation of physical inventory overages and shortages.     (Policy No. G-4, Physical Inventory Reconciliation)

5. Process emergency off-schedule issue requests.  (Policy No. G-5, Emergency IHS-413 Off-Schedule Issue Requests)

6. Process requisitions for direct issue Government forms.  (Policy No. G-8, Direct Issue Forms)

7. Process requisitions for Annual Purchase Items, Group Buying and Special Ordering for RSSC customers.  (Policy No. G-9, Processing of HHS-393 for Annual Purchase Items, Group Buying and Special Ordering for RSSC Customers)

8. Process receiving reports for prime vendor contracting.  (Policy No. G-10, Processing of Walsh-Lumpkin Receiving Reports)

9. Verify the mailing of issue books from the facilities to RSSC.  (Policy No. G-11, Issue Book Follow-up Calls)

10. Process Drug Prime Vendor requisitions from RSSC customers for direct issue drugs.  (Policy No. G-12, Drug Prime Vendor Direct Issue Drugs)

SECTION 5.1

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  INVENTORY MANAGEMENT

CORE BUSINESS PROCESS G-1:
PROCESS INVENTORY ADJUSTMENTS

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

5.1  CORE BUSINESS PROCESS G-1:  Process Inventory Adjustments


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.1.1  Key Continuity Planning Information


Table 5-1A, Process Information for Core Business Process G-1:  Process Inventory Adjustments, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
5.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-1B, Continuity Information for Core Process G-1:  Process Inventory Adjustments, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Regina Tiger  (580) 436-5000 Ext. 20

Inventory Management Specialist

TABLE 5-1A:  PROCESS INFORMATION

ADA RSSC:   INVENTORY MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS G-1:  PROCESS INVENTORY ADJusTMENTS

Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Process HHS-365 Inventory Adjustments
Process inventory adjustments for recalled, spoiled, damaged or contaminated goods within two business days.
Process other inventory adjustments only as necessary.
RSSC Warehouse
Area Office
M-System

ARMS

LAN/Server

WAN/Router

Workstation

RSSC Facility

TABLE 5-1B:  CONTINUITY INFORMATION

ADA RSSC:  INVENTORY MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS G-1:
PROCESS INVENTORY ADJusTMENTS

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

M-System
M-System unavailable 
HIGH:  Unable to keep inventory current in M-System
TRIGGER:  M-System unavailable more than two days
APPROACH:  Access backup M-System at OKC Area Office, or prepare manual HHS-365 and send to Area Office
Backup M-System

Form HHS-365, Inventory Adjustment

ARMS
ARMS unavailable
MEDIUM:  Unable to re-order stock using ARMS if required
TRIGGER:  ARMS unavailable more than two days
APPROACH:  Prepare manual HHS-393 to re-order
Form HHS-393, Requisition for Supplies

TABLE 5-1B:  CONTINUITY INFORMATION (Continued)

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

LAN/Server
LAN/Server unavailable
HIGH:  Unable to access M-System or ARMS
TRIGGER:  LAN/Server unavailable more than two days

APPROACH:  Switch to alternate RSSC server, or access backup server at OKC Area Office
None

WAN/Router
WAN/Router unavailable
LOW:  Unable to place vendor orders via WAN
TRIGGER:  WAN/Router unavailable more than two days

APPROACH:  Use dial-up access to OKC Area Office, or prepare manual HHS-393 to re-order
Modem

Workstation
Workstation unavailable
HIGH:  Unable to access applications systems
Use alternate workstation
Y2K compliant workstation

TABLE 5-1B:  CONTINUITY INFORMATION (Concluded)
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to access information materials and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative facility or means of communicating 
Nearest available IHS facility

5.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Regina Tiger, June 30, 1999)
5.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-1B, Continuity Information for Core Process G-1:  Process Inventory Adjustments


Internal Notification Procedures:  None.


Customer/Business Partner Notification:  None.

5.1.6  Procedures for Operating in Response Mode

Approach:  Access backup M-System at OKC Area Office, or prepare manual Form HHS‑365 and send to Area Office.  Prepare manual Form HHS-393 to re-order.  (See Policy No. G-1-X in Ada RSSC Policy Manual)
5.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

5.1.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
5.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified 

Total Temporary Contractor Support
None identified

Total Equipment Costs
Modem (already available)

Total Other Direct Charges
None identified

5.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.

X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit
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5.2  CORE BUSINESS PROCESS G-3:  PROCESS OFF-SCHEDULE REQUISITIONS FOR INVENTORY SUPPLIES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.2.1  Key Continuity Planning Information


Table 5-2A, Process Information for Core Business Process G-3:  Process Off-schedule Requisitions for Inventory Supplies, summarizes the key continuity planning information for the core business process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
5.2.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-2B, Continuity Information for Core Process G-3:  Process Off-schedule Requisitions for Inventory Supplies, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.2.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Wayne Burnett  (580) 436-5000 Ext. 30
Inventory Management Specialist

TABLE 5-2A:  PROCESS INFORMATION

ADA RSSC:  INVENTORY MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR 
CORE BUSINESS PROCESS G-3:  PROCESS OFF-SCHEDULE REQUISITIONS
FOR INVENTORY SUPPLIES

Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Process HHS-393 Requisitions for Inventory Supplies
Process routine off-schedule requisitions within 3-5 working days

RSSC customers
Vendors
M-System

LAN/Server

WAN/Router

Workstation

RSSC Facility

TABLE 5-2B:  CONTINUITY INFORMATION

ADA RSSC:  INVENTORY MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS G-3:
PROCESS OFF-SCHEDULE REQUISITIONS FOR INVENTORY SUPPLIES
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

M-System
M-System unavailable 
HIGH:  Unable to fulfill order in M-System
TRIGGER:  M-System unavailable more than two days
APPROACH:  Prepare and process manual HHS-393
Form HHS-393, Purchase/Service/Stock Requisition

LAN/Server
LAN/Server unavailable
HIGH:  Unable to access M-System or ARMS
TRIGGER:  LAN/Server unavailable more than two days

APPROACH:  Switch to alternate RSSC server, or access backup server at OKC Area Office
None

TABLE 5-2B:  CONTINUITY INFORMATION (Concluded)

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

WAN/Router
WAN/Router unavailable
LOW:  Unable to place vendor orders via WAN
TRIGGER:  WAN/Router unavailable more than two days

APPROACH:  Use dial-up access to OKC Area Office, or prepare manual HHS-393 to re-order
Modem

Workstation
Workstation unavailable
HIGH:  Unable to access applications systems
TRIGGER:  Workstation unavailable more than two days

APPROACH:  Use alternate workstation
Y2K compliant workstation

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to access information materials and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative facility or means of communicating 
Nearest available IHS facility with access to M-System

5.2.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Wayne Burnett, June 30, 1999)
5.2.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-2B, Continuity Information for Core Process G-3:  Process Off-schedule Requisitions for Inventory Supplies


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

5.2.6  Procedures for Operating in Response Mode

Approach:  Prepare and process manual Form HHS-393.
(See Policy No. G-3-X in Ada RSSC Policy Manual)
5.2.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

5.2.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
5.2.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.2.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Modem (already available)

Total Other Direct Charges
None identified

5.2.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.

X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit
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5.3  CORE BUSINESS PROCESS G-5:  process emergency off-SCHEDULE REQUISITIONS FOR INVENTORY SUPPLIES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

5.3.1  Key Continuity Planning Information


Table 5-3A, Process Information for Core Business Process G-5:  Process Emergency Off-schedule Requisitions for Inventory Supplies, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
5.3.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-3B, Continuity Information for Core Process G-5:  Process Emergency Off‑schedule Requisitions for Inventory Supplies, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.3.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000  Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Wayne Burnett  (580) 436-5000 Ext. 30
Inventory Management Specialist

TABLE 5-3A:  PROCESS INFORMATION

ADA RSSC:  INVENTORY MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS G-5:  PROCESS EMERGENCY OFF-SCHEDULE
REQUISITIONS FOR INVENTORY SUPPLIES
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Process Emergency IHS-413 Off Schedule Issue Requests
Process emergency off-schedule requisitions so as to meet need date, if possible

RSSC customers
RSSC Warehouse

Area Standardization and Quality Assurance Coordinator

RSSC Director
M-System

LAN/Server

WAN/Router

Workstation

Telephone/fax

Facility

TABLE 5-3B:  CONTINUITY INFORMATION

ADA RSSC:  INVENTORY MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS G-5:
PROCESS EMERGENCY OFF-SCHEDULE REQUISITIONS FOR INVENTORY SUPPLIES
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

M-System
M-System unavailable 
HIGH:  Unable to fulfill order in M-System
TRIGGER:  M-System unavailable such that orders received by 3:00 PM cannot be fulfilled same day
APPROACH:  Process manual IHS-413
Telephone/fax

LAN/Server
LAN/Server unavailable
HIGH:  Unable to access M-System or ARMS
TRIGGER:  LAN/Server unavailable such that orders received by 3:00 PM cannot be fulfilled same day

APPROACH:  Switch to alternate RSSC server, or access backup server at OKC Area Office
None

TABLE 5-3B:  CONTINUITY INFORMATION (Continued)

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

WAN/Router
WAN/Router unavailable
HIGH:  Unable to place vendor orders via WAN
TRIGGER:  WAN/Router unavailable such that orders received by 3:00 PM cannot be fulfilled same day

APPROACH:  Use dial-up access to OKC Area Office, or prepare manual HHS-393 to re-order
Modem

Workstation
Workstation unavailable
HIGH:  Unable to access applications systems
TRIGGER:  Workstation unavailable such that orders received by 3:00 PM cannot be fulfilled same day

APPROACH:  Use alternate workstation
Y2K compliant workstation

Telephone/fax
Telephone/fax unavailable
HIGH:  Unable to receive emergency requests by telephone/fax
TRIGGER:  Telephone service unavailable

APPROACH:  Use alternate means of communication
E-mail

Cellular phone

Nearest available IHS facility

TABLE 5-3B:  CONTINUITY INFORMATION (Concluded)

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to receive requests and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative facility or means of communicating 
Nearest available IHS facility

5.3.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible organization are indicated in parentheses.

· Update procedures in Policy Manual (Wayne Burnett, June 30, 1999)


5.3.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-3B, Continuity Information for Core Process G-5:  Process Emergency Off-schedule Requisitions for Inventory Supplies


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

5.3.6
Procedures for Operating in Response Mode

Approach:  Process manual Form IHS-413 or HHS-393

(See Policy No. G-5-X in Ada RSSC Policy Manual)
5.3.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

5.3.8  Procedures for Recovering Lost or Damaged Data

No data are expected to be lost or damaged.
5.3.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.3.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Modem (already available)

Cellular Phone (already available)

Total Other Direct Charges
None identified

5.3.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.

X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

SECTION 5.4

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  INVENTORY MANAGEMENT

CORE BUSINESS PROCESS G-12:
PROCESS DRUG PRIME VENDOR REQUISITIONS
FOR DIRECT ISSUE DRUGS

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

5.4  CORE BUSINESS PROCESS G-12:  process drug prime vendor requisitions for direct issue drugs


The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.4.1  Key Continuity Planning Information


Table 5-4A, Process Information for Core Business Process G-12:  Process Drug Prime Vendor Requisitions for Direct Issue Drugs, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
5.4.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-4B, Continuity Information for Core Process G-12:  Process Drug Prime Vendor Requisitions for Direct Issue Drugs, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.4.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Janet Cane  (580) 436-5000 Ext. 33
Supply Technician

TABLE 5-4A:  PROCESS INFORMATION

ADA RSSC:  INVENTORY MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS G-12:  PROCESS DRUG PRIME VENDOR REQUISITIONS
FOR DIRECT ISSUE DRUGS
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Process Drug Prime Vendor IHS-413 Off Schedule Issue Requests
Process Drug Prime Vendor requisitions within 2 working days or so as to meet need date

RSSC customers
RSSC Finance
ARMS

Prime Vendor system

LAN/Server

WAN/Router

Workstation

RSSC Facility

TABLE 5-4B:  CONTINUITY INFORMATION

ADA RSSC:  INVENTORY MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS G-12:
PROCESS DRUG PRIME VENDOR REQUISITIONS FOR DIRECT ISSUE DRUGS
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

ARMS
ARMS unavailable 
HIGH:  Unable to fulfill order in ARMS
TRIGGER:  ARMS unavailable such that orders received by 3:00 PM cannot be fulfilled same day
APPROACH:  Prepare and process manual HHS-393
Form HHS-393

Prime Vendor System
Prime Vendor System unavailable
HIGH:  Unable to fulfill order in Prime Vendor System
TRIGGER:  Prime Vendor System unavailable

APPROACH:  Use alternate vendor or alternate means of communication
Alternate Vendor System

Telephone/fax

E-mail

Express Mail

TABLE 5-4B:  CONTINUITY INFORMATION (Continued)

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

LAN/Server
LAN/Server unavailable
HIGH:  Unable to access Prime Vendor system or ARMS
TRIGGER:  LAN/Server unavailable such that orders received by 3:00 PM cannot be fulfilled same day

APPROACH:  Switch to alternate RSSC server, or access backup server at OKC Area Office
None

WAN/Router
WAN/Router unavailable
HIGH:  Unable to access ARMS or place vendor orders via WAN
TRIGGER:  WAN/Router unavailable such that orders received by 3:00 PM cannot be fulfilled same day

APPROACH:  Use dial-up access to OKC Area Office, or prepare manual HHS-393 to re-order
Modem

TABLE 5-4B:  CONTINUITY INFORMATION (Concluded)
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Workstation
Workstation unavailable
HIGH:  Unable to access applications systems
TRIGGER:  Workstation unavailable such that orders received by 3:00 PM cannot be fulfilled same day

APPROACH:  Use alternate workstation
Y2K compliant workstation

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to receive requests and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative facility or means of communicating 
Nearest available IHS facility

5.4.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible organization are indicated in parentheses.

· Update procedures in Policy Manual (Janet Cane, June 30, 1999)


5.4.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-4B, Continuity Information for Core Process G-12:  Process Drug Prime Vendor Requisitions for Direct Issue Drugs


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

5.4.6  Procedures for Operating in Response Mode

Approach:  Prepare and process manual Form HHS-393.  (See Policy No. G-12-X in Ada RSSC Policy Manual)
5.4.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

5.4.8  Procedures for Recovering Lost or Damaged Data

No data are expected to be lost or damaged.
5.4.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.
5.4.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Telephone/FAX (already available)

Workstation (already available)

Modem (already available)

E-mail (already available)

Total Other Direct Charges
Express Mail charges

5.4.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.
X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

section 6

acquisition management


This section defines the business processes supported by the Acquisition Management department and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the RSSC to fulfill its mission and conduct its operations.


The Acquisition Management department is responsible for purchasing all RSSC stock and related services through formal and informal negotiations with Federal and private industry suppliers and manufacturers, fulfilling purchasing within Area and Federal Procurement Regulations and Policies.  Acquisition Management coordinates with Area Standardization Committees to advise on acceptable procurement methods to accomplish quality assurance recommendations on item specifications, quality complaints and source of supply.


The Acquisition Management department performs the following business processes. Processes are cross-referenced to the detailed procedures contained in the Ada RSSC Policy Manual.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. File and distribute ARMS purchase and delivery orders and modifications.  (Policy No. H-1, Document Distribution of ARMS Purchase and Delivery Orders and Modifications)

2. Process store stock requisitions in a timely, efficient and economical way, and in accordance with Federal procurement regulations.  (Policy No. H-2, Guidelines for Handling Store Stock Requisitions)

3. Process direct issue requisitions in a timely, efficient and economical way, and in accordance with Federal procurement regulations.  (Policy No. H-3, Guidelines for Handling Direct Issue Requisitions)

4. Review and approve modifications to delivery/purchase orders issued by the RSSC for supplies or services.  (Policy No. H-4, Modifications)

5. Ensure that stock items that have been cancelled are re-purchased and received.  (Policy No. H-5, Stock Cancellations of Purchases for Store Items)

6. Conduct follow-ups for direct issue or store stock purchases.  (Policy No. H-6, Follow-ups for Direct Issue or Store Stock Purchases)

7. Assign requisitions to Purchasing Agents.  (Policy No. H-7, Guideline for Assigning Requisitions Listed in ARMS)

8. Ensure current and valid information in purchasing records.  (Policy No. H-8, Updates to Store Stock Items in the ARMS System)

9. Place orders with the GSA Customer Supply Center.  (Policy No. H-10, Instruction on Placing Orders with the GSA Customer Supply Center)

10. Process Report of Discrepancies from Warehouse Operations.  (Policy No. H-11, Processing Report of Discrepancies As Submitted on Form SF-364, Report of Discrepancy)

11. Ensure direct issue items that have been cancelled are re-purchased and received.  (Policy No. H-12, Direct Issue Cancellations of Purchases)

12. Issue Government Bill of Lading for common carrier shipments.  (Policy No. H‑13, Issuance of Government Bill of Lading)

13. Ensure that only therapeutically bioequivalent products are purchased.  (Policy No. H-14, Assurance of Therapeutic Bio-Equivalence for Store Stock Drug Items)

14. Ensure proper documenting of source codes on purchase documents.  (Policy No. H‑16, Documenting Source Codes on Purchase Documents)

15. Provide documentation to the VA or GSA Contracting Officer when identical items are procured at lower prices than the FSS price.  (Policy No. H-17, Documentation Required for Lower Prices for Identical Issues)

16. Maintain standardized list of contractors or vendors.  (Policy No. H-18, Standardized List of Contractors)

17. Process direct issue Prime Vendor requisitions for field stations.  (Policy No. H-19, Processing Direct Issue Prime Vendor Requisitions for Field Stations)

18. Process drop shipment requisitions for field stations.  (Policy No. H-21, Guidelines for Handling Drop Shipment Requisitions)

19. Process and release pharmaceutical requisitions placed with Prime Vendor by satellite ordering points.  (Policy No. H-22, Policy and Procedures for Placing Pharmaceutical Satellite Orders with Prime Vendor)

SECTION 6.1

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  ACQUISITION MANAGEMENT

CORE BUSINESS PROCESS H-2:
PROCESS STORE STOCK REQUISITIONS

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

6.1  CORE BUSINESS PROCESS H-2:  Process STORE STOCK REQUISITIONS


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

6.1.1  Key Continuity Planning Information


Table 6-1A, Process Information for Core Business Process H-2:  Process Store Stock Requisitions, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
6.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 6-1B, Continuity Information for Core Process H-2:  Process Store Stock Requisitions, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

6.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director


Responsible for Implementing the Plan:
Sherry Eidson  (580) 436-5000 Ext. 15
Contract Specialist

TABLE 6-1A:  PROCESS INFORMATION

ADA RSSC:  ACQUISITION MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS H-2:  PROCESS STORE STOCK REQUISITIONS
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Process HHS-393 Requisitions for Supplies
Process emergency requisitions within same business day if received by 3:00 PM, else next business day or so as to meet need date.
Process routine requisitions within 3-5 working days or so as to meet need date.


RSSC customers
HHS Supply Centers

Buy Indian vendors

Other agencies

Federal Prisons

Blind/Handicapped vendors

Wholesale supply sources

Mandatory FSS

Option FSS

Commercial vendors
ARMS

M-System

GSA Advantage

Prime Vendor systems

LAN/Server

WAN/Router

Workstation

RSSC Facility

TABLE 6-1B:  CONTINUITY INFORMATION

ADA RSSC:  ACQUISITION MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS H-2:
PROCESS STORE STOCK REQUISITIONS
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

ARMS
ARMS unavailable 
HIGH:  Unable to fulfill order in ARMS
TRIGGER:  ARMS unavailable more than 4 hours

APPROACH:  Prepare and process manual HHS-393 for emergency orders only
Form HHS-393

M-System
M-System unavailable
HIGH:  Unable to process order in M-System
TRIGGER:  M-System unavailable more than 2 days
APPROACH:  Prepare and process manual HHS-393 for emergency orders only



None

GSA Advantage
GSA Advantage unavailable
MEDIUM:  Unable to access GSA for pricing and service
TRIGGER:  GSA Advantage unavailable more than 3 days
APPROACH:  Use backup GSA Price List and/or local vendors
Backup GSA Price List
Local Vendor List


TABLE 6-1B:  CONTINUITY INFORMATION (Continued)

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Prime Vendor Systems (Walsh Lumpkin, AmeriSource, etc.)
Prime vendor system unavailable
MEDIUM:  Unable to use a prime vendor system for ordering
TRIGGER:  Prime vendor system unavailable such that orders cannot be processed same business day
APPROACH:  Use alternative means of communicating with Prime Vendor, or use alternate vendor
Alternate vendor systems

Telephone/fax

U.S. Postal Service

LAN/Server
LAN/Server unavailable
HIGH:  Unable to access M-System, Prime Vendor system, GSA Advantage or ARMS
TRIGGER:  LAN/Server unavailable such that orders received by 3:00 PM cannot be fulfilled same day

APPROACH:  Switch to alternate RSSC server, or access backup server at OKC Area Office
None

TABLE 6-1B:  CONTINUITY INFORMATION (Continued)
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

WAN/Router
WAN/Router unavailable
HIGH:  Unable to access ARMS or place vendor orders via WAN
TRIGGER:  WAN/Router unavailable such that orders received by 3:00 PM cannot be fulfilled same day

APPROACH:  Use dial-up access to OKC Area Office, or prepare manual HHS-393 to re-order
Modem

Workstation
Workstation unavailable
HIGH:  Unable to access applications systems
TRIGGER:  Workstation unavailable such that orders received by 3:00 PM cannot be fulfilled same day

APPROACH:  Use alternate workstation
Y2K compliant workstation

TABLE 6-1B:  CONTINUITY INFORMATION (concluded)
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to receive requests and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative facility or means of communicating 
Nearest available IHS facility

6.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Sherry Eidson, June 30, 1999)


6.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 6-1B, Continuity Information for Core Process H-2:  Process Store Stock Requisitions 


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

6.1.6  Procedures for Operating in Response Mode

Approach:  Prepare and process manual Form HHS-393 for emergency orders only.  (See Policy No. H-2-X in Ada RSSC Policy Manual)
6.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

6.1.8  Procedures for Recovering Lost or Damaged Data

No data are expected to be lost or damaged.
6.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

6.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Telephone/FAX (already available)

Workstation (already available)

Modem (already available)

Total Other Direct Charges
U.S. Postal Service charges

6.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.

X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit
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for
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CORE BUSINESS PROCESS H-13:
ISSUE GOVERNMENT BILL OF LADING

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

6.2  CORE BUSINESS PROCESS H-13:  issue government bill of lading


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

6.2.1  Key Continuity Planning Information


Table 6-2A, Process Information for Core Business Process H-13:  Issue Government Bill of Lading, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
6.2.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 6-2B, Continuity Information for Core Process H-13:  Issue Government Bill of Lading, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

6.2.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Sherry Eidson  (580) 436-5000 Ext. 15
Contract Specialist

TABLE 6-2A:  PROCESS INFORMATION

ADA RSSC:  ACQUISITION MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS H-13:  ISSUE GOVERNMENT BILL OF LADING
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Prepare and issue a Government Bill of Lading (SF-1103) for commercial freight shipments
Issue SF-1103 within 1-3  working days of order submission
RSSC customers
RSSC Warehouse

RSSC Finance

Area Office Finance

GSA

Freight carriers
Telephone/fax

RSSC Facility

TABLE 6-2B:  CONTINUITY INFORMATION

ADA RSSC:  ACQUISITION MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS H-13:
ISSUE GOVERNMENT BILL OF LADING
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone/fax
Telephone service unavailable 
LOW:  Unable to communicate requests for GSA freight rates by fax
TRIGGER:  Telephone service unavailable 
APPROACH:  Use alternate means of communication and paper files
Paper GBL files

E-Mail

U.S. Mail



RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to access files and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative facility or means of communicating.
Nearest available IHS facility

6.2.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Sherry Eidson, June 30, 1999)


6.2.5  Procedures for Invoking the Plan


Triggers:  Reference Table 6-2B, Continuity Information for Core Process H-13:  Issue Government Bill of Lading


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

6.2.6  Procedures for Operating in Response Mode

Approach:  Use alternate means of communication and paper files.
(See Policy No. H-13-X in Ada RSSC Policy Manual)
6.2.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

6.2.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
6.2.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

6.2.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
U.S. Mail charges

6.2.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.

X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit
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Ada RSSC Director Approval:_________________
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6.3  CORE BUSINESS PROCESS H-22:  process pharmaceutical satellite orders with prime vendor


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

6.3.1  Key Continuity Planning Information


Table 6-3A, Process Information for Core Business Process H-22:  Process Pharmaceutical Satellite Orders with Prime Vendor, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
6.3.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 6-3B, Continuity Information for Core Process H-22:  Process Pharmaceutical Satellite Orders with Prime Vendor, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

6.3.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Evelyn Cherry  (580) 436-5000 Ext. 25
Contract Specialist

TABLE 6-3A:  PROCESS INFORMATION

ADA RSSC:  ACQUISITION MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS H-22:  PROCESS Pharmaceutical satellite orders with prime vendor
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Process IHS-413 Issue Request for Stores Stock  Supplies and issue delivery order
Issue delivery order within same business day of order submission
RSSC customers
RSSC Prime Vendors

RSSC Inventory Management

RSSC Warehouse
Prime Vendor Systems (WalshNet, AmeriSource)

RSSC Facility

TABLE 6-3B:  CONTINUITY INFORMATION

ADA RSSC:  ACQUISITION MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS H-22:
PROCESS Pharmaceutical satellite orders with prime vendor
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Prime Vendor Systems (WalshNet, AmeriSource, etc.)
Prime vendor system unavailable
MEDIUM:  Unable to use a prime vendor system for ordering
TRIGGER:  Prime vendor system unavailable

APPROACH:  Use local vendor or means of communicating
Local vendor list
Telephone/fax

U.S. Postal Service

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to access files and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative facility or means of communicating.
Nearest available IHS facility

6.3.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Evelyn Cherry, June 30, 1999)


6.3.5  Procedures for Invoking the Plan


Triggers:  Reference Table 6-3B, Continuity Information for Core Process H-22:  Process Pharmaceutical Satellite Orders with Prime Vendor


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

6.3.6  Procedures for Operating in Response Mode


Approach:  Use local vendor or alternative means of communicating.  (See Policy No. H‑22-X in Ada RSSC Policy Manual)
6.3.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

6.3.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
6.3.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

6.3.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Telephone/FAX (already available)

Total Other Direct Charges
U.S. Postal Service charges

6.3.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.
X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

section 7

warehouse management


This section defines the business processes supported by the Warehouse Management department and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the RSSC to fulfill its mission and conduct its operations.


The Warehouse Management department is responsible for receiving, warehousing and shipping supplies kept in stock at the RSSC.  Warehouse Management manages the receipt and storage of supplies, packs supplies for mailing or shipment, schedules and coordinates delivery/shipment, ensures accountability and control of controlled substances, manages the RSSC fleet of delivery vehicles, and is responsible for the safety and security of the RSSC warehouse facility.


The Warehouse Management department performs the following business processes. Processes are cross-referenced to the detailed procedures contained in the Ada RSSC Policy Manual.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Provide for the delivery of supplies to customers by RSSC delivery personnel.  (Policy No. I-1, Delivery of Supplies)

2. Number mail shipment to identify total packages mailed and the package number in the shipment.  (Policy No. I-2, Numbering Mail Shipment Packages)

3. Issue stock for delivery from Issue Books and Backorders.  (Policy No. I-3, Issuing Stock from Report 70 (Issue Books) and Report 71 (Backorders))

4. Mail and handle refrigerated items.  (Policy No. I-6, Mailing and Handling of Refrigerated Items)

5. Ensure all return authorization items are properly shipped to the vendor.  (Policy No. I-7, Return Authorization)

6. Receive and ship Prime Vendor and direct issue orders.  (Policy No. I-8, Walsh Lumpkin Order and Direct Issue Orders)  Note:  While this is a core business process, it is being eliminated in mid-1999 as a result of the new Prime Vendor contract which provides direct shipment from vendor to customers.  No business continuity plan is required.
7. Ensure removal and disposal of warehouse stock that is unfit for use.  (Policy No. I-9, Disposal Worksheets)

8. Ensure accountability and control of all incoming and outgoing controlled substances.  (Policy No. I-10, Controlled Substances)

9. Process annual purchase items and special order items.  (Policy No. I-12, Annual Purchase Items and Special Order Items)

10. Ensure proper packing of supplies for shipment.  (Policy No. I-13, Packing Supplies for Shipment)

SECTION 7.1

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  WAREHOUSE MANAGEMENT

CORE BUSINESS PROCESS I-1:
PROVIDE FOR DELIVERY OF SUPPLIES TO CUSTOMERS
BY RSSC DELIVERY PERSONNEL

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

7.1  CORE BUSINESS PROCESS I-1:  provide for delivery of supplies to customers by rssc delivery personnel


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

7.1.1  Key Continuity Planning Information


Table 7-1A, Process Information for Core Business Process I-1:  Delivery of Supplies, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
7.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 7-1B, Continuity Information for Core Process I-1:  Delivery of Supplies, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

7.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director


Responsible for Implementing the Plan:
Roy Kickapoo  (580) 436-5000 Ext. 26
Warehouse Foreman

TABLE 7-1A:  PROCESS INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS I-1:
DELIVERY of supplies
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Arrange delivery of supplies from Ada RSSC Warehouse, document accuracy of shipments delivered, and file completed shipping documents
Ship order within one week of order submission
RSSC customers
RSSC Inventory Management
Telephone/fax
RSSC Facility

TABLE 7-1B:  CONTINUITY INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS I-1:
DELIVERY of supplies
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone/fax
Telephone service unavailable 
LOW:  Unable to communicate discrepancy information to field receiving agents by phone
TRIGGER:  Telephone service unavailable more than 8 hours

APPROACH:  Use alternate means of communication
Cellular phones

E-mail

U.S. Mail



RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to store supplies, load delivery vehicles and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  No alternate facility identified. Follow public utility contingency plans. Arrange for vendor direct shipment.
None identified

7.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Roy Kickapoo, June 30, 1999)


7.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 7-1B, Continuity Information for Core Process I-1:  Delivery of Supplies


Internal Notification Procedures:  None

Customer/Business Partner Notification:  Notify customer receiving agents of any anticipated delays in deliveries.

7.1.6  Procedures for Operating in Response Mode


Approach:  Use alternate means of communication or arrange for vendor direct shipment.

(See Policy No. I-1-X in Ada RSSC Policy Manual)
7.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

7.1.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
7.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

7.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cellular Phones (already available)

E-mail (already available)

Total Other Direct Charges
U.S. Mail charges

7.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.
X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

SECTION 7.2

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  WAREHOUSE MANAGEMENT

CORE BUSINESS PROCESS I-3:
ISSUE STOCK FOR DELIVERY FROM ISSUE BOOKS AND BACKORDERS

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

7.2  CORE BUSINESS PROCESS I-3:  issue stock for delivery from issue books and backorders


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

7.2.1  Key Continuity Planning Information


Table 7-2A, Process Information for Core Business Process I-3:  Issue Stock for Delivery from Issue Books and Backorders, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.

7.2.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 7-2B, Continuity Information for Core Process I-3:  Issue Stock for Delivery from Issue Books and Backorders, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

7.2.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22
RSSC Director

Responsible for Implementing the Plan:
Roy Kickapoo  (580) 436-5000 Ext. 26
Warehouse Foreman


TABLE 7-2A:  PROCESS INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS I-3:  issue stock for delivery from issue books and backorders

Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Issue stock from Report 70 (Issue Books) and Report 71 (Backorders)
Ship order within one week of order submission
RSSC customers
RSSC Inventory Management
M-System
RSSC Facility

TABLE 7-2B:  CONTINUITY INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS I-3:
issue stock for delivery from issue books and backorders
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

M-System
M-System unable to generate pick lists for Warehouse
MEDIUM:  Pick lists not available for stock issue
TRIGGER:  M-System Reports 70 and 71 unavailable more than 8 hours

APPROACH:  Use printed Issue Books
Issue Books (paper files)

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to store supplies, load delivery vehicles and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  No alternate facility identified. Follow public utility contingency plans. Arrange for vendor direct shipment.
None identified

7.2.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.
· Update procedures in Policy Manual (Roy Kickapoo, June 30, 1999)

7.2.5  Procedures for Invoking the Plan


Triggers:  Reference Table 7-2B, Continuity Information for Core Process I-3:  Issue Stock for Delivery from Issue Books and Backorders

Internal Notification Procedures:  None

Customer/Business Partner Notification:  Notify customer receiving agents of any anticipated delays in deliveries.
7.2.6  Procedures for Operating in Response Mode


Approach:  Use printed Issue Books.  (See Policy No. I-3-X in Ada RSSC Policy Manual)

7.2.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None
7.2.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.

7.2.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

7.2.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

7.2.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.

X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

SECTION 7.3

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  WAREHOUSE MANAGEMENT

CORE BUSINESS PROCESS I-6:
MAIL AND HANDLE REFRIGERATED ITEMS

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

7.3  CORE BUSINESS PROCESS I-6:  mail and handle refrigerated items


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

7.3.1  Key Continuity Planning Information


Table 7-3A, Process Information for Core Business Process I-6:  Mailing and Handling of Refrigerated Items, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
7.3.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 7-3B, Continuity Information for Core Process I-6:  Mailing and Handling of Refrigerated Items, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

7.3.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director


Responsible for Implementing the Plan:
Roy Kickapoo  (580) 436-5000 Ext. 26
Warehouse Foreman

TABLE 7-3A:  PROCESS INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS I-6:  mailing and handling of refrigerated items
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Ensure all refrigerated items are marked properly and sent in refrigerated cartons
Ship order by “Required By” date
RSSC customers
None
Priority Mail

Federal Express

RSSC Facility

TABLE 7-3B:  CONTINUITY INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS I-6:
mailing and handling of refrigerated items
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Priority Mail
Priority Mail  service unavailable 
MEDIUM:  Unable to use Priority Mail for shipments
TRIGGER:  Priority Mail service unavailable more than one day
APPROACH:  Use alternate means of shipment
Federal Express

Federal Express
Federal Express service unavailable 
MEDIUM:  Unable to use Federal Express for shipments
TRIGGER:  Federal Express service unavailable more than one day
APPROACH:  Use alternate means of shipment
Priority Mail

TABLE 7-3B:  CONTINUITY INFORMATION (CONCLUDED)

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to load delivery vehicles and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  No alternate facility identified. Follow public utility contingency plans. Arrange for vendor direct shipment.
None identified

7.3.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Roy Kickapoo, June 30, 1999)


7.3.5  Procedures for Invoking the Plan


Triggers:  Reference Table 7-3B, Continuity Information for Core Process I-6:  Mailing and Handling of Refrigerated Items

Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

7.3.6  Procedures for Operating in Response Mode


Approach:  Use alternate means of shipment.  (See Policy No. I-6-X in Ada RSSC Policy Manual)
7.3.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

7.3.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
7.3.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

7.3.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
Federal Express charges

Priority Mail charges

7.3.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.
X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

SECTION 7.4

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  WAREHOUSE MANAGEMENT

CORE BUSINESS PROCESS I-10:
ENSURE ACCOUNTABILITY AND CONTROL
OF CONTROLLED SUBSTANCES

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

7.4  CORE BUSINESS PROCESS I-10:  ensure accountability and control of controlled substances


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

7.4.1  Key Continuity Planning Information


Table 7-4A, Process Information for Core Business Process I-10:  Ensure Accountability and Control of Controlled Substances, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
7.4.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 7-4B, Continuity Information for Core Process I-10:  Ensure Accountability and Control of Controlled Substances, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

7.4.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Roy Kickapoo  (580) 436-5000 Ext. 26
Warehouse Foreman

TABLE 7-4A:  PROCESS INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS I-10:  ensure accountability
and control of controlled substances
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Issue, deliver, receive and dispose of controlled substances
Ship routine orders weekly.  Ship emergency orders same day as receipt of order.
RSSC customers
RSSC Inventory Management
Perpetual Inventory Logs

Priority Mail

RSSC Facility

TABLE 7-4B:  CONTINUITY INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS I-10:
ensure accountability and control of controlled substances
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Perpetual Inventory Logs
None.  Logs are paper records.
None
None required
None

Priority Mail
Priority Mail  service unavailable 
MEDIUM:  Unable to use Priority Mail for shipments
TRIGGER:  Priority Mail service unavailable more than 4 hours

APPROACH:  Use alternate means of shipment
Federal Express

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to pack and mail shipments
TRIGGER:  Facility inaccessible or unusable

APPROACH:  No alternate facility identified. Follow public utility contingency plans. Arrange for vendor direct shipment.
None identified

7.4.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Roy Kickapoo, June 30, 1999)


7.4.5  Procedures for Invoking the Plan


Triggers:  Reference Table 7-4B, Continuity Information for Core Process I-10:  Ensure Accountability and Control of Controlled Substances

Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

7.4.6  Procedures for Operating in Response Mode


Approach:  Use alternate means of shipment or arrange for vendor direct shipment.

(See Policy No. I-10-X in Ada RSSC Policy Manual)
7.4.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

7.4.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
7.4.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

7.4.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
Federal Express charges

7.4.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.

X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

SECTION 7.5

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  WAREHOUSE MANAGEMENT

CORE BUSINESS PROCESS I-13:
ENSURE PROPER PACKING OF SUPPLIES FOR SHIPMENT

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

7.5  CORE BUSINESS PROCESS I-13:  Ensure proper packing of supplies for shipment


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

7.5.1  Key Continuity Planning Information


Table 7-5A, Process Information for Core Business Process I-13:  Ensure Proper Packing of Supplies for Shipment, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
7.5.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 7-5B, Continuity Information for Core Process I-13:  Ensure Proper Packing of Supplies for Shipment, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

7.5.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Roy Kickapoo  (580) 436-5000 Ext. 26
Warehouse Foreman

TABLE 7-5A:  PROCESS INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS I-13:  Ensure proper packing of supplies for shipment
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Ensure proper packing of all items with no damage during shipment
No damage in shipment.
RSSC customers
None
RSSC Facility

TABLE 7-5B:  CONTINUITY INFORMATION

ADA RSSC:  WAREHOUSE MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS I-13:
Ensure proper packing of supplies for shipment

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to pack and mail shipments
TRIGGER:  Facility inaccessible or unusable

APPROACH:  No alternate facility identified. Follow public utility contingency plans. Arrange for vendor direct shipment.
None identified

7.5.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Roy Kickapoo, June 30, 1999)


7.5.5  Procedures for Invoking the Plan


Triggers:  Reference Table 7-5B, Continuity Information for Core Process I-13:  Ensure Proper Packing of Supplies for Shipment

Internal Notification Procedures:  None


Customer/Business Partner Notification:  Notify customer receiving agents of potential delays in delivery.

7.5.6  Procedures for Operating in Response Mode


Approach:  No alternate facility identified.  Arrange for vendor direct shipment.

(See Policy No. I-13-X in Ada RSSC Policy Manual)
7.5.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

7.5.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
7.5.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

7.5.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

7.5.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.
X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

section 8

financial management


This section defines the business processes supported by the Financial Management department and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the RSSC to fulfill its mission and conduct its operations.


The Financial Management department is responsible for operating the financial accounting system of the Ada RSSC.  Financial Management reconciles the accounting records regularly, advises management of the status of the financial condition of the program, and maintains and reports the accounting records to the central accounting office to assure compliance with established procedures to account for use and purpose of funds expended.


The Financial Management department performs the following business processes. Processes are cross-referenced to the detailed procedures contained in the Ada RSSC Policy Manual.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Ensure that all Advice of Allowances are properly recorded.  (Policy No. K-1, Advice of Allowances)

2. Ensure that all obligations of funds are properly recorded.  (Policy No. K-2, Obligation of Funds)

3. Reconcile the obligation registers with the reports received from the Area Office  (Policy No. K-3, Reconciliation)

4. Prepare and submit the annual Operating Budget and Supply Budget for the RSSC.  (Policy No. K-4, Budget Process)

5. Ensure that all requisitions are properly processed.  (Policy No. K-5, Requisition Procedures)

6. Administer the billing and line of credit process.  (Policy No. K-6, Billing Procedures)

7. Ensure the proper and accurate handling of requisitions of Government forms from IHS Headquarters.  (Policy No. K-7, Requisitioning of Government Forms)  Note:  The process of supplying Government forms will be transferred from IHS Headquarters to the Ada RSSC in 1999.
8. Ensure the proper and accurate handling of requisitions of forms for stores stock inventory from Area Office. (Policy No. K-8, Acquisition of Forms for Stores Stock Inventory from the Oklahoma City Area Office, Division of Property Management)

9. Ensure 75-day advance billing of self-governance tribes for RSSC services.  (Policy No. K-10, Self-Governance Tribes)

10. Ensure that RSSC customers have sufficient credit available to meet their supply request, and maintain sufficient funding at the RSSC.  (Policy No. K-11, Notification of Potential Budget Problem)

11. Prepare estimate of funds available within five (5) calendar days after the start of a new fiscal year if IHS will be operating under a Continuing Resolution..  (Policy No. K-12, Continuing Resolution)

12. Ensure timely processing of bills for collection.  (Policy No. K-13, Preparation of Automated OC-55 Bill For Collection)

13. Ensure that all Tribal Reimbursements funds are accounted for.  (Policy No. K-14, Tribal Reimbursements)

14. Ensure that all express/overnight mailing and GBL costs incurred are charged out to the RSSC customer.  (Policy No. K-16, Express/Overnight Mail and GBL Cost to RSSC Customers)

15. Ensure that all salary costs and associated benefits are accounted for.  (Policy No. K-17, Commitment/Obligation of Salaries and Benefits)

16. Assign the appropriate Memorandum of Record (MOR) numbers to fund balances remaining at the end of the fiscal year.  (Policy No. K-18, Establishment of MOR Numbers)

SECTION 8.1

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  FINANCIAL MANAGEMENT

CORE BUSINESS PROCESS K-2:
ENSURE THAT ALL OBLIGATIONS OF FUNDS ARE PROPERLY RECORDED

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

8.1  CORE BUSINESS PROCESS K-2:  ensure that all obligations of funds are properly recorded


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

8.1.1  Key Continuity Planning Information


Table 8-1A, Process Information for Core Business Process K-2:  Obligation of Funds, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
8.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 8-1B, Continuity Information for Core Process K-2:  Obligation of Funds, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

8.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Michael Phillips  (580) 436-5000 Ext. 17

Accountant

TABLE 8-1A:  PROCESS INFORMATION

ADA RSSC:  FINANCIAL MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS K-2:  ENSURE THAT ALL obligationS of funds ARE PROPERLY RECORDED
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Maintain and administer funds control
Post obligations within 3 days of receipt of requisitions
RSSC customers
Area Office
ARMS

Budget Management Application Program (Paradox)

LAN/Server

WAN/Router

Workstation

RSSC Facility

TABLE 8-1B:  CONTINUITY INFORMATION

ADA RSSC:  FINANCIAL MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS K-2:
ENSURE THAT ALL obligationS of funds ARE PROPERLY RECORDED
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

ARMS
ARMS fails or is unreliable
HIGH:  Cannot access requisition records
TRIGGER:  ARMS down more than one day, depending on volume

APPROACH:  Manually process HHS-393; post in Budget Management Application Program
Budget Management Application Program (Paradox)

Budget Management Application Program (Paradox)
Application fails or is unreliable
HIGH:  Cannot record obligations of funds
TRIGGER:  Budget Management Application Program is unavailable for 1-3 days
APPROACH:  Manually post to commitment/obligation register
None

TABLE 8-1B:  CONTINUITY INFORMATION (Continued)

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

LAN/Server
LAN/Server unavailable
HIGH:  Unable to access ARMS or Budget Management Application System
TRIGGER:  LAN/Server unavailable for 1-3 days, depending on volume
APPROACH:  Switch to alternate RSSC server, or manually post to commitment/obligation register
None

WAN/Router
WAN/Router unavailable
HIGH:  Unable to access ARMS
TRIGGER:  WAN/Router unavailable for 1-3 days, depending on volume
APPROACH:  Use dial-up access to OKC Area Office, or prepare manual HHS-393
Modem

Workstation
Workstation unavailable
HIGH:  Unable to access applications systems
TRIGGER:  Workstation unavailable for 1-3 days, depending on volume
APPROACH:  Use alternate workstation
Y2K compliant workstation

TABLE 8-1B:  CONTINUITY INFORMATION (CONCLUDED)
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to access files and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative facility or means of communicating.
Nearest available IHS facility

8.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Michael Phillips, June 30, 1999)


8.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 8-1B, Continuity Information for Core Process K-2:  Obligation of Funds

Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

8.1.6  Procedures for Operating in Response Mode


Approach:  Manually process HHS-393; post in Budget Management Application Program or manually post to commitment/obligation register.  (See Policy No. K-2-X in Ada RSSC Policy Manual)
8.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

8.1.8  Procedures for Recovering Lost or Damaged Data

Restore Budget Management Application database from backup files, if necessary.
8.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

8.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Workstation (already available)

Modem (already available)

Total Other Direct Charges
None identified

8.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.
X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

SECTION 8.2

REGIONAL SUPPLY SERVICE CENTER

ADA, OKLAHOMA

Y2K BUSINESS CONTINUITY PLAN

for

REGIONAL SUPPLY SERVICE CENTER

ADA RSSC:  FINANCIAL MANAGEMENT

CORE BUSINESS PROCESS K-5:
ENSURE THAT ALL REQUISITIONS ARE PROPERLY PROCESSED

Created by:  Ada RSSC Director
Date:  9 June 1999

Ada RSSC Director Approval:_________________
Date:___________

8.2  CORE BUSINESS PROCESS K-5:  ensure that all requisitions are properly processed


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

8.2.1  Key Continuity Planning Information


Table 8-2A, Process Information for Core Business Process K-5:  Process Requisitions, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data are available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.
8.2.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 8-2B, Continuity Information for Core Process K-5:  Process Requisitions, summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the impact on the business of each failure, the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

8.2.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Wyman Ford  (580) 436-5000 Ext. 22

RSSC Director

Responsible for Implementing the Plan:
Michael Phillips  (580) 436-5000 Ext. 17

Accountant

TABLE 8-2A:  PROCESS INFORMATION

ADA RSSC:  FINANCIAL MANAGEMENT
KEY CONTINUITY PLANNING INFORMATION FOR
CORE BUSINESS PROCESS K-5:  ensure that all requisitions are properly processed
Core Business
Process
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Ensure that all requisitions are properly processed
Process requisitions within 24 hours of receipt
RSSC customers
Area Office
ARMS

LAN/Server

WAN/Router

Workstation

RSSC Facility

TABLE 8-2B:  CONTINUITY INFORMATION

ADA RSSC:  FINANCIAL MANAGEMENT
CONTINUITY PLAN FOR BUSINESS PROCESS K-5:
ensure that all requisitions are properly processed
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

ARMS
ARMS fails or is unreliable
HIGH:  Cannot process requisitions submitted through ARMS
TRIGGER:  ARMS is unavailable for 24 hours
APPROACH:  Manually prepare HHS-393
None

LAN/Server
LAN/Server unavailable
HIGH:  Unable to access ARMS
TRIGGER:  LAN/Server unavailable for 24 hours 

APPROACH:  Switch to alternate RSSC server, or manually prepare HHS-393
None

WAN/Router
WAN/Router unavailable
HIGH:  Unable to access ARMS
TRIGGER:  WAN/Router unavailable for 24 hours
APPROACH:  Use dial-up access to OKC Area Office, or prepare manual HHS-393
Modem

TABLE 8-2B:  CONTINUITY INFORMATION (CONCLUDED)
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Workstation
Workstation unavailable
HIGH:  Unable to access applications systems
TRIGGER:  Workstation unavailable for 24 hours
APPROACH:  Use alternate workstation
Y2K compliant workstation

RSSC Facility
RSSC facility unavailable or unusable due to electric power, water, safety or HVAC problems
HIGH:  Need facility to access files and to communicate
TRIGGER:  Facility inaccessible or unusable

APPROACH:  Follow public utility contingency plans. Use alternative facility or means of communicating.
Nearest available IHS facility

8.2.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The timeframe and responsible person are indicated in parentheses.

· Update procedures in Policy Manual (Michael Phillips, June 30, 1999)


8.2.5  Procedures for Invoking the Plan


Triggers:  Reference Table 8-1B, Continuity Information for Core Process K-5:  Process Requisitions

Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

8.2.6  Procedures for Operating in Response Mode


Approach:  Manually prepare HHS-393.  (See Policy No. K-5-X in Ada RSSC Policy Manual)
8.2.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None


Customer/Business Partner Notification:  None

8.2.8  Procedures for Recovering Lost or Damaged Data


No data are expected to be lost or damaged.
8.2.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

8.2.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Workstation (already available)

Modem (already available)

Total Other Direct Charges
None identified

8.2.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by July 30, 1999.
X
Plan Review


Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)


Plan Audit

section 9

CORE BUSINESS PROCESSES AND SUPPORTING RESOURCES AND SYSTEMS
9.1  Summary Matrix

One result of the business impact analysis for each of the identified core business processes has been the identification of critical dependencies on business-essential systems or other resources (desktop automation, telecommunications capability, power, etc.) which have a potential for experiencing a Y2K-induced failure.  In Table 9-1, these dependencies have been displayed across all of the core processes to provide an organization-wide view of process vulnerabilities.  Given that a Business Continuity Plan  is available for each process (row) in the table, and a contingency plan is available, under development, or being reviewed for each system/resource (column), this table serves as a summary of resources used across the Ada RSSC and the specific Contingency and Continuity Plans associated with each process.

TABLE 9-1.  SUMMARY OF CRITICAL DEPENDENCIES OF ADA RSSC CORE PROCESSES ON APPLICATION SYSTEMS AND COMMON INFRASTRUCTURE COMPONENTS

Page 1 of 2

[Separate Excel file – 2 pages to be inserted]

TABLE 9-1.  CONCLUDED

Page 2 of 2

[Separate Excel file – 2 pages to be inserted]
9.2  SUMMARY OF REQUIRED RESOURCES FOR Y2K BCCP IMPLEMENTATION

The purpose of this section is to summarize the required resources across the Ada RSSC to implement the BCCP. There were no identified resources required for extra staff weeks for detailed staff or temporary contractor support. Table 9-2 summarizes anticipated overtime hours for existing staff.  No overtime hours have been identified at this time as being required to perform the core business processes while operating in response mode.  Table 9-3 summarizes the equipment required to operate the RSSC in response mode.  The RSSC has not yet identified any extra or back-up equipment, other than that which is already available, as being required for the staff to continue to perform their core business processes as described in this BCCP.  If any additional resource requirements are identified during review or testing of the BCCP, they will be summarized in Table 9-2 and Table 9-3 in this section.
Table 9-2.  Summary of Overtime Hours for Existing Staff
Core Business Process 
Number of Hours Required Each Day BCCP in Effect
Purpose 


None identified










Table 9-3.  Summary of Required Resources for Y2K BCCP
Y2K BCCP Resource


Total 
Required
Currently

Available
Additional Needed
Notes


Quantity
Quantity
Quantity
$


Cellular Phones
TBD
TBD
TBD
TBD
May need small shared pool of cellular phones

Workstations
TBD
TBD
TBD
TBD
Notebook PCs (3) on hand

PBX Telephone Switch
1
1
0
0
All departments need telephone/fax services

Modems
TBD
TBD
TBD
TBD
For dial-up access to Area Office systems for backup


section 10
status of Y2k contingency plans

This section provides an index to Y2K contingency plans for the systems and other resources on which the Ada RSSC is dependent. The Contingency Plan will include preparation procedures, procedures for restoration of resources as well as procedures for executing the plan.  Additionally, the plan will detail the specific roles and responsibilities for certain staff in carrying out the plan.  The Contingency Plan may also include the identification of backup resources that may be required in order to continue delivering services to primary customers during the resource restoration phase.  Table 10-1 lists each business-essential system and other resource that has been identified as requiring a Contingency Plan, the location of the plan (document section) if it exists (or the schedule and status of its development), and the Ada RSSC organization and individual responsible for the plan.  If the RSSC is the “owner” of the system or resource, the identified RSSC organization and individual is responsible for the development and maintenance of the plan.  The Ada RSSC may also have developed a Contingency Plan for a resource “owned” by a vendor or other third party.  In these cases, the RSSC organization may have defined additional contingency measures for dealing with the failure of the resource, as well as relying on the vendor’s Contingency Plan.  The rows in Table 10-1 containing the RSSC-developed plans are shaded.


If the system or resource is truly external to the Ada RSSC, the identified RSSC organization and individual will be responsible for coordinating with the external owner to review the owner’s Contingency Plan.  If the external owner’s Contingency Plan is not satisfactory for the Ada RSSC processes, the Ada RSSC Business Continuity Plan for each process dependent on the resource will be enhanced to cover failure of the resource.


If acceptable work-arounds have been identified by the Ada RSSC process owners for the resource, then the Contingency Plan only addresses the remedial actions that will be performed to bring the resource back up.


Table 10-1.  Status of Y2K Contingency Plans

Category:  Applications:  RPMS Applications

Supporting Systems & Resources/
Reviewing Party
Status

ARMS

Regina Tiger (Inventory Management)

Y2K Compliance:  See IP address 161.223.249.131

Contingency Plan Identification:  Year 2000 Computing Issues:  Business Continuity and Contingency Planning for the Indian Health Service http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review:  To be reviewed

Contact in case of failure:  Oklahoma Area Office ISC

Table 10-1.  Continued

Category:  Applications:  cots/gots

Supporting Systems & Resources/
Reviewing Party
Status

Prime Vendor Systems
(AmeriSource & WalshNet)
Evelyn Cherry (Acquisition Management)
Y2K Compliance:  WalshNet is compliant.  DOS version of AmeriSource is compliant; awaiting compliance status of Windows version.
Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined

Contact in case of failure:  AmeriSource (800) 325-1525

Walsh (800) 442-8247

M-Systems
Regina Tiger (Inventory Management)
Y2K Compliance:  Compliant
Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined

Contact in case of failure:  Morris Systems (972) 716-3440

Paradox/Budget Management Application Program
Mike Phillips (Financial Management)
Y2K Compliance:  To be determined
Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined

Contact in case of failure:  Oklahoma Area Office ISC

TAIMS

Imogene Drapeau (Administrative Services)
Y2K Compliance:  Upgrade to be installed by July 31, 1999
Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined 

Contact in case of failure:  Oklahoma Area Office ISC

Table 10-1.  Continued

Category:  internal infrastructure:  communicationS AND hardware

Supporting Systems & Resources/
Reviewing Party
Status

LAN/Server (NT)
Darren Buchanan (Area ISC)
Y2K Compliance:  Patches to be applied by September 1, 1999
Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined

Contact in case of failure:  Oklahoma Area Office ISC

WAN/Router
Darren Buchanan (Area ISC)
Y2K Compliance:  Compliant
Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined

Contact in case of failure:  Oklahoma Area Office ISC

Banyan Server

Darren Buchanan (Area ISC)
Y2K Compliance:  Upgrade to be completed by October 1, 1999
Contingency Plan Identification:  To be determined 

Contingency Plan Review:  To be determined

Contact in case of failure:  Oklahoma Area Office ISC

PBX Telephone Switch

Evelyn Cherry (Acquisition Management)
Y2K Compliance:  Compliant

Contingency Plan Identification:  To be determined 

Contingency Plan Review:  To be determined

Contact in case of failure:  Oklahoma Area Office ISC

Workstations

Darren Buchanan (Area ISC)
Y2K Compliance:  BIOS upgrades to be completed by

August 1, 1999
Contingency Plan Identification:  To be determined 

Contingency Plan Review:  To be determined

Contact in case of failure:  Oklahoma Area Office ISC

Table 10-1.  Continued

Category:  internal infrastructure:  PHYSICAL PLANT 

Supporting Systems & Resources/
Reviewing Party
Status

RSSC Facility

Wyman Ford (RSSC Director)
Bob Coyle (Facility Manager)
Y2K Compliance:  HVAC control system to be upgraded 

Summer 1999
Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined

Contact in case of failure:  Bob Coyle, Facility Manager

Category:  EXTERNAL PROCESSING SUPPORT 

Supporting Systems & Resources/
Reviewing Party
Status

GSA Advantage
Sherry Eidson (Acquisition Management)
Y2K Compliance:  To be determined

Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined

Contact in case of failure:  To be determined

Table 10-1.  concluded
Category:  public infrastructure

Supporting Systems & Resources/
Reviewing Party
Status

Telephone/FAX Service

Evelyn Cherry (Acquisition Management)
Y2K Compliance:  To be compliant by June 30, 1999
Contingency Plan Identification:  Southwestern Bell Contingency Plan to be completed August 1999
Contingency Plan Review:  To be determined

Contact in case of failure:  Southwestern Bell

Federal Express

Roy Kickapoo (Warehouse Management)
Y2K Compliance:  To be determined

Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined

Contact in case of failure:  To be determined

U.S. Mail (USPS)

Roy Kickapoo (Warehouse Management)
Y2K Compliance:  To be determined

Contingency Plan Identification:  To be determined

Contingency Plan Review:  To be determined

Contact in case of failure:  To be determined

Electric Utility (OG&E)
Wyman Ford (RSSC Director)
Bob Coyle (Facility Manager)
Y2K Compliance:  To be compliant by June 30, 1999
Contingency Plan Identification:  OG&E Contingency Plan
Contingency Plan Review:  To be determined

Contact in case of failure:  Oklahoma Gas & Electric

Water & Sewer (City of Ada)
Wyman Ford (RSSC Director)
Bob Coyle (Facility Manager)
Y2K Compliance:  Compliant
Contingency Plan Identification:  City of Ada Contingency Plan
Contingency Plan Review:  To be determined

Contact in case of failure:  City of Ada Water & Sewer








acronym list

BCCP
Business Continuity and Contingency Plans

CIO
Chief Information Officer
DEA
Drug Enforcement Administration
FDA
Food and Drug Administration

GAO
General Accounting Office
GBL
Government Bill of Lading
GSA
General Services Administration

HHS
Health and Human Services

IHS
Indian Health Service

ISC
Information Systems Coordinator

LAN
Local Area Network

OG&E
Oklahoma Gas & Electric

PSC
Program Support Center

RPMS
Resource Patient Management Systems
RSSC
Regional Supply Service Center
SSA
Social Security Administration

TAIMS
Time and Attendance Information Management System

WAN
Wide Area Network

Y2K
Year 2000
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� A series of actions, functions, or transformations that, if the organization is unable to perform it, results in an unacceptable impact on the mission of the organization.  For Y2K business continuity planning purposes, a core business process must also be sufficiently time critical that it could not be deferred for up to 72 hours or tolerate intermittent interruptions of less than 72 hours over a 30-day period.


� GAO/AIMD-10.1.19, Year 2000 Business Continuity and Contingency Planning, March 1998.


�  GAO/AIMD-10.1.19, Year 2000 Business Continuity and Contingency Planning, March 1998.


�  SSA, Business Continuity and Contingency Plan (updated).


�  FDA, Strategic Year 2000 Business Continuity and Contingency Plan, June 1998.
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