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SECTION 1

INTRODUCTION

1.1  BACKGROUND


The Indian Health Service (IHS) provides a comprehensive health services delivery system for American Indians and Alaska Natives with opportunity for maximum tribal involvement in developing and managing programs to meet health needs.  The IHS currently provides health services to approximately 1.5 million American Indians and Alaska Natives who belong to more than 557 federally recognized tribes in 34 states.


The mission of the Indian Health Service, in partnership with American Indian and Alaska Native people, is to raise their physical, mental, social, and spiritual health to the highest level.  The goal of the IHS is to assure that comprehensive, culturally acceptable personal and public health services are available and accessible to American Indian and Alaska Native people.  


To carry out its mission and to attain its goal, IHS (1) assists Indian tribes in developing their health programs through activities such as health management training, technical assistance, and human resource development; (2) facilitates and assists Indian tribes in coordinating health planning, in obtaining and utilizing health resources available through Federal, State, and local programs, in operating comprehensive health care services, and in health program evaluation; (3) provides comprehensive health care services, including hospital and ambulatory medical care, preventive and rehabilitative, and development of community sanitation facilities; and (4) serves as the principal Federal advocate for Indians in the health field to ensure comprehensive health services for American Indian and Alaska Native people.


The Oklahoma City Area Office helps to meet the mission of IHS by providing technical and administrative support for the provision of health care to American Indians residing in Oklahoma, Kansas, and a portion of Texas.


One of the main issues facing the Oklahoma City Area Office today is the Year 2000 (Y2K) problem.  Since the inception of automated information systems, dates have most often been stored with two-digit year formats.  Now, with an impending century change, systems throughout IHS are vulnerable to failure due to incorrect interpretation or processing of two-digit year data.  Affected resources include patient data systems and health claim billing system software; embedded microprocessors found in biomedical devices and infrastructure components such as elevators, heating, and security systems; and electronic interconnections or interfaces.


Dates are a critical element in computer systems processing.  In general, most dates programmed in computers are based on a two-digit year field: for instance, “97” rather than “1997.”  The high cost of data storage in the early days of computing is the primary reason why a two-digit rather than four-digit year field has been the norm among system developers.  The current potential problem stems from when the Year 2000 is entered or calculated as “00,” systems may not recognize it as the correct year and programs may fail, reject legitimate year entries, or yield erroneous results.


The problem affects computations that calculate age, sort by date, compare dates or perform other specialized date-related tasks.  The problem can affect mainframe, mid-range, and personal computers alike.  The two-digit year field can also be found in microcode, operating systems, software compilers, applications, queries, procedures, screens, databases, biomedical equipment, facilities components, laboratory instruments, operating room equipment, and their relevant analysis and reporting data – anywhere there are components which use embedded microprocessors.


Although everyone is working diligently to ensure that a high percentage of Y2K and related problems will be resolved in a timely and effective fashion for the IHS, it must be anticipated that some things will be overlooked or not completed on time.  It is also a realization that there are things beyond IHS’ control that could affect its year 2000 initiatives.


Despite best efforts to renovate, validate and implement our mission-critical information systems, IHS, among other federal agencies, remains vulnerable to the disruption of its business processes.  Because IHS is highly dependent upon information technology to carry out its business, Y2K-induced failures of one or more mission-critical systems will have a significant (if not severe) impact on its ability to deliver vital services.


The risk of failure is not limited to IHS’ internal information systems.  IHS also depends on external information and data provided by its business partners that include other federal, state and local agencies, as well as private sector organizations.  Finally, like every other organization, IHS also depends on services provided by the public infrastructure, such as electric power, water and sewer, transportation, and voice and data communications.


Because of the various risks, known and unknown, IHS must build Business Continuity and Contingency Plans (BCCP) to reduce the potential impact of Y2K-related business process failures.  IHS must look ahead and examine the possible ramifications of these failures and plan to mitigate Y2K risks, not only in its own business operations, but also how these risks affect its partners and infrastructure service providers.  One weak link in the chain of critical dependencies and even the most successful Y2K program implementation will fail to protect against major disruption of IHS business operations, something which IHS cannot afford.


This document contains the Year 2000 Business Continuity and Contingency Plan for the Oklahoma City Area Office operations.  

1.2  THE Y2K PROBLEM WITH RESPECT TO THE OKLAHOMA CITY AREA OFFICE


The Oklahoma City Area IHS Office is located in Oklahoma City, Oklahoma providing technical and administrative support for the provision of health care to American Indians residing in Oklahoma, Kansas, and a portion of Texas.  This is the largest IHS service population in the United States extending health care to over 281,000 American Indians.  Approximately 12,000 admissions and 1,318,000 outpatient visits are made annually at 7 Indian hospitals and 40 outpatient health centers located throughout Oklahoma, northeastern Kansas, and Eagle Pass, Texas.  Additional services are provided through two Urban Programs located in Wichita, Kansas and Dallas, Texas.  The Oklahoma City Area hospitals deliver over 2,700 babies a year, one of the largest delivery systems in the State of Oklahoma.

To provide health services to this population, the Oklahoma City Area is organized into twelve Service Units: (1) Ada, (2) Claremore, (3) Clinton, (4) Lawton, (5) Pawnee, (6) Shawnee, (7) Tahlequah, (8) Talihina, (9) Wewoka, (10) Haskell, (11) Holton, and (12) Eagle Pass.  Of the 40 health centers, 26 are totally managed by tribes under compact/contract, 12 are operated directly by the IHS, and 2 are operated under contract with Indian organizations.  The core services provided by the Oklahoma City Area Office provide technical and administrative support throughout the Area which must continue in spite of problems experienced due to Y2K issues.  


As shown in Figure 1-1, the Oklahoma City Area Office is organized into five major divisions under the Office Of The Area Director: 

· Office of Administration & Management

· Office of Environmental Health & Engineering Services 

· Office of Tribal Development & Operations 

· Office of Program Planning & Evaluation 

· Office Of Health Program Services 



Figure 1-1.  Oklahoma City Area Office

In some cases, these divisions are either responsible for, or are an essential participant in, business processes that are critical to the mission of The Oklahoma City Area Office.  To the extent that those core business processes are dependent upon systems or resources that may be subject to Y2K-related problems, a business continuity and contingency plan must be in place for the Oklahoma City Area Office.

1.3  DEFINITIONS


This document makes use of several terms that may be unfamiliar or may have non‑standard meanings:

· Business Continuity Plan:  In the context of the Y2K program, a plan that focuses on a specific business process.  The plan describes the approach and steps that will be taken to ensure the process can continue in spite of disruptions to systems or infrastructure components.

· Contingency Plan:  In the context of the Y2K program, a plan that focuses on a specific business-essential system or other critical resource (e.g., a building).  The plan addresses how the organization will respond to the loss or degradation of the system or resource due to Y2K problems and describes the steps to be taken to ensure it is restored.

· Core Business Process:  A series of actions, functions, or transformations that, if the organization is unable to perform it, results in an unacceptable impact on the mission of the organization.  For Y2K business continuity planning purposes, a core business process must also be sufficiently time critical that it could not be deferred for up to 72 hours or tolerate intermittent interruptions of less than 72 hours over a 30-day period.

· Priority:  The relative priority of the core process in meeting the organization’s goals.

· Minimum Acceptable Level of Service:  The minimum acceptable level of output or service from the core process that will be minimally acceptable to the user or customer for a finite period of time if Y2K-related problems impact the normal level of service delivery.

· Customers:  The customers, recipients, or users of the service or output of the core process.

· Information Interface Partners:  Vendors, service providers, regulatory or reporting agencies, or other external organizations (other than customers) with which the core process exchanges information.

· Supporting Systems and Resources:  Systems and other resources (including facilities and infrastructure components) upon which the core process depends.

· Failure Scenarios:  Potential failure scenarios for each supporting system and resource that may occur due to Y2K problems.

· Impact on Process:  The nature and severity each failure scenario would have on the core process, should it occur.

· Trigger:  A predetermined event or set of circumstances that will force the contingency operating plan to be implemented.

· Approach for Continuing Operations:  The business continuity strategy that will be followed for each failure scenario.

· Contingency Resource Requirement:  The resources that will be required to perform the business process in the contingency mode of operations.

1.4  PURPOSE AND SCOPE OF THE Y2K BUSINESS CONTINUITY AND CONTINGENCY PLAN


The objective of business continuity planning is to ensure the successful operation of The Oklahoma City Area Office’s core processes through the date-sensitive Y2K period by identifying the potential Y2K-related risks to business operations and defining approaches and plans to address them.  This document supports this objective in two ways:

1. It documents the process by which the IHS is conducting its continuity planning, ensuring that a consistent and comprehensive effort is being carried out throughout the IHS.

2. It serves as the repository of developed continuity planning information.  It identifies core business processes, the minimum acceptable levels of outputs and services, the systems and infrastructure components that are essential to support these processes, and the steps and resources necessary to provide basic services in the event of Y2K‑induced problems and to restore critical resources.


It is important to note that this plan does not address mitigation of risks inherent in the IHS renovation projects themselves.  What it does address is the possibility that unanticipated problems could render even a renovated application or infrastructure support system temporarily unusable.

1.5  ORGANIZATION OF THE DOCUMENT


The following is a brief description of the contents of this document, by section.


Sections 1-2 contain the background information, including definitions, methodology, assumptions, and issues.


Section 3 contains the identification of all business processes supported by the Office of the Area Director and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 4 contains the identification of all business processes supported by the Office of Administration and Management and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 5 contains the identification of all business processes supported by the Office of Environmental Health & Engineering Services and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 6 contains the identification of all business processes supported by the Office of Tribal Development & Operations and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 7 contains the identification of all business processes supported by the Office of Program Planning & Evaluation and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 8 contains the identification of all business processes supported by the Office of Health Program Services and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 9 provides a summary matrix that identifies, across core processes, the critical dependencies for these processes on systems and other resources.


Section 10 provides an index to contingency plans for the systems and other resources on which the Oklahoma City Area Office is dependent.

SECTION 2

business continuity planning approach

2.1  organization, roles and responsibilities


An IHS BCCP team was established by Dr. Church, IHS Chief Information Officer (CIO) in December of 1998.  The workgroup consists of the following individuals:

John Daugherty, Service Unit Director, Oklahoma Area

Russell Pittman, CIO, Alaska Area

Dr. Dale Armstrong, CIO, Tucson Area

Nancy Williams, Albuquerque Area

Alyssia Chapman, IHS Headquarters (Uniband contractor))

Suzy Buckovich (Mitretek contractor)

George Haynes (Mitretek contractor)

Mary Ann Myers (Mitretek contractor)


After review of IHS BCCP activities to-date, the group developed templates and step-by-step procedures for development of a BCCP, and provided BCCP training to representatives across the IHS in January, 1999.  In addition to developing a BCCP for IHS Headquarters, the group is also developing BCCPs for one IHS Area Office (Oklahoma Area Office), one IHS hospital (Claremore Indian Hospital), and one IHS clinic (Pawnee).  It is anticipated that these documents can be used as models for other Area Offices, hospitals, and clinics.


Within The Oklahoma City Area Office, the BCCP is the overall responsibility of the Service Unit Director.  The individual Office Directors are responsible for the development, review, and implementation (if necessary) of their specific sections of this BCCP.

2.2  METHODOLOGY


The IHS has adopted the structured approach to Y2K business continuity planning defined by the General Accounting Office (GAO).
  This approach includes four phases, each of which entails a set of key processes.  These phases are Initiation, Business Impact Analysis, Contingency Planning, and Testing.  Specific IHS approaches and activities in accordance with the GAO guidance are summarized below.  Figure 2-1 depicts the analysis and planning involved in IHS’s continuity planning process.



Figure 2-1.  Year 2000 Business Continuity Planning Structure

2.2.1  Initiation Phase


The GAO document, Year 2000 Computing Crisis: Business Continuity and Contingency Planning, Exposure Draft, is being used as the guide to the overall planning process.  The draft plans prepared by other government organizations, including the Social Security Administration (SSA)
 and the Food and Drug Administration (FDA)
, were reviewed and considered as working models for document organization and testing methods.


Core processes are identified through review of organizational statements, and interviews with senior site management.  As existing continuity, contingency, and disaster recovery plans are identified they are incorporated in the continuity and contingency planning for Y2K.


The key processes followed by IHS in the Initiation phase are:

1. Establish a business continuity project work group

2. Develop and document a high-level business continuity planning strategy

3. Identify core business processes

4. Define roles and assign responsibilities

5. Develop a master schedule and milestones

6. Implement a risk management process and establish reporting system

7. Assess existing business continuity, contingency, and disaster recovery plans and capabilities

8. Implement quality assurance reviews

2.2.2  Business Impact Analysis Phase


The principal objective of the Year 2000 business impact analysis is to determine the effect of mission-critical information system failures on the viability and operations of agency core business processes.  The business impact analysis examines business process composition and priorities, dependencies, cycles, and service levels, and, most important, the business process dependency on mission-critical information systems.


The key processes followed by IHS in the Business Impact Analysis phase are:

1. Define and document information requirements, methods, and techniques to be used in developing the business continuity plan

2. Define and document Year 2000 failure scenarios

3. Perform risk and impact analyses of each core business process

4. Assess and document infrastructure risks

5. Define the minimum acceptable level of outputs and services for each core business process

2.2.3  Contingency Planning Phase

Contingency planning integrates and acts on the results of business impact analysis.  The output of this process is a business continuity plan consisting of a set of contingency plans, with a single plan for each core business process and infrastructure component.

The key processes followed by IHS in the Contingency Planning phase are:

1. Assess the costs and benefits of identified alternatives and select the best contingency strategy for each core business process

2. Identify and document contingency plans and implementation modes

3. Define and document triggers for activating contingency plans

4. Establish a business resumption team for each core business process

5. Develop and document “zero day” strategy and procedures

2.2.4  Testing Phase


The objective of business continuity testing is to evaluate whether individual contingency plans are capable of providing the desired level of support to the agency’s core business processes.


The key processes followed by IHS in the Testing phase are:

1. Validate business continuity strategy

2. Develop and document contingency test plans

3. Establish test teams and acquire contingency resources

4. Prepare for and execute tests

5. Validate the capability of contingency plans

6. Rehearse business resumption teams

7. Update the business continuity plan based upon lessons learned and re-test if necessary

8. Update disaster recovery plans and procedures

2.3  ASSUMPTIONS AND CONSTRAINTS


Some key assumptions and constraints in The Oklahoma City Area Office’s operating environment when Y2K problems might occur include the following:

1. It will be “Business as usual” at the start of the Year 2000.  That is, The Oklahoma City Area Office will not scale back either the processes to be carried out or the expected workload.

2. 1 January 2000 is the primary Y2K event.  However, the plans can also be used for other critical times (e.g., 1 October 1999, or 29 February 2000).

3. There may be some, but not widespread, failures of infrastructure and services external to The Oklahoma City Area Office resulting in loss of electrical, water, heating and telecommunications, coupled with ineffective or non-sustainable backup generation units.

4. If a problem is experienced, most resources and infrastructure components will be restored within 72 hours.  Sporadic problems may occur for 30 days.

2.4  CONTINGENCY PLAN TESTING


This section describes the procedures that will be used to ensure that the Business Continuity Plan is feasible and will, if its execution is necessary, provide the desired level of business process support.

2.4.1  Testing Objectives


The objective of Business Continuity Plan testing is to reliably estimate the extent to which individual plans are capable of providing the desired levels of service for the core business process.  Testing will also indicate whether a given plan can be implemented within the necessary time period and will provide an opportunity to make adjustments to the plan, particularly with regard to the facilities available and resources required.  The test process also serves as a drill for execution of the contingency measure (should it become necessary to implement) and allows the staff to become familiar with the procedures and external contacts that may be involved.  Finally, testing allows the opportunity for a detailed assessment of the cost of actual implementation of planned measures.

2.4.2  Testing Methods


Each section of the plan should be tested using appropriate methods as described below.  While emphasis will be placed on sections of the plan involving the highest-risk situations, each section will be tested appropriately, and refined as necessary, to reasonably ensure the continuation of business in the event of occurrence of the events for which the plans were defined.

To ensure validity, the plan will be reviewed and tested within the guidelines set forth in the GAO’s February 1998 Exposure Draft, Year 2000 Computing Crisis: Business Continuity and Contingency Planning.  These guidelines include provisions for three levels of testing: review, rehearsal, and audit.

Review


On completion, the plan will be reviewed at a level determined appropriate by the Office Directors for sections of the plan under their purview.  These reviews may range from a thorough review by cognizant managers to a more structured or formal review involving other knowledgeable groups to see that all necessary elements are provided.  Elements of the plans to be checked include, but are not limited to, provisions for staff training, variability of supplies such as forms to be used when reverting to a manual process, availability of backup facilities, availability of procedures, and triggers for return to normal operations.  All plans will be tested, at a minimum, through Plan Review.

Rehearsal


There are two types of rehearsal: desktop exercise and simulation.

Desktop Exercise

In the desktop exercise, the manager responsible for implementing the contingency plan will be advised of a hypothetical contingency situation.  The manager, or his designee, will then use the plan to work out a response to the situation.  The manager will answer questions that relate to the availability of trained staff, adequacy of the facilities, adequacy of the machines, and whether necessary forms and supplies are on hand.  At this point, the plan can be more accurately documented, and adjustments will be made either to the plan or to its execution environment should any part of the plan fall short of its objective.

Simulation

Simulation testing takes the desktop exercise a step farther.  In simulation testing, a component or office (or part of an office) will conduct real business as if in a contingency situation.  The simulation will be thorough enough to assure the manager that on-site personnel can handle the work, the necessary training has been carried out or scheduled, needed supplies are available, and the facility can be adapted to the contingency measure.  At this point, any inadequacy in the plan or the preparation will be remedied.

Audit

To ensure objectivity in assessing the IHS’s plans, selected plans may be reviewed or audited by independent contractors or other agencies.  Such reviews or audits will be used to assess the adequacy, feasibility, and accuracy of the plans, and may include testing.

2.5  PROCESS FOR UPDATING PLANS


Business continuity planning for Y2K is an ongoing activity, and, as such, changes and additions to the plans may need to be made to reflect changes in processes or resources.  The Service Unit Director will be responsible for ensuring that an updated version of the complete plan will be produced on an as-needed basis if a major change to any of the individual plans is necessary.

section 3

office of the area director 


This section defines the business processes supported by the Office Of The Area Director and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.


The Office of the Area Director is organized into component divisions, as shown in Figure 3-1.  



Figure 3-1.  Office of the Area Director
The Office of the Area Director performs the following business processes.  The core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Maintain communication with the area facilities to provide medical advice and guidance for the management of health services delivery.

2. Ensure the effective development and monitoring of administrative systems that will embrace regulatory controls and/or policy compliance, including the implementation of internal management controls to maintain the integrity of Area programs.

3. Provide leadership and direction to special health promotion and primary care activities in support of Agency objectives.  

4. Provide continuing support and leadership through ad hoc or standing committee assignments in the implementation and/or promotion of business management strategic initiatives, projects and standards for the Agency.  Demonstrate a proactive corporate effort as new initiatives are developed to restructure the total program including fiscal and manpower redeployment.

5. Provide leadership and direction to the management of human resources.  Ensures compliance with Equal Employment Opportunity and Affirmative Employment objectives.

6. Provide leadership and support to tribal governments in the self-determination process for capacity development and management of health delivery programs.  Evaluate Managers and Supervisors to determine adherence and conformance to the Civil Rights Act of 1964, as amended, and current 29 CFR 1614 Regulations.  Perform program reviews for efficiency and appropriate utilization of staff and other resources.

7. Develop workload reports for IHS EEO about quantity of EEO Complaints provided as well as the type of complaints, basis and issues.  Provide continuing education and training to ensure that all staff, including EEO, Managers, Supervisors, and employees are current on new case law, regulations, procedures, and policies.  Provide EEO Counseling.  Consult with management in support of EEO Laws, rules and regulations.

8. Recruit employees in accordance with Affirmative Employment Plan.

3.1  CORE BUSINESS PROCESS 1:  MAINTAIN COMMUNICATION TO PROVIDE MEDICAL ADVICE AND GUIDANCE


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

3.1.1  Key Continuity Planning Information


Table 3-1A, Process Information for Core Process 1: Maintain Communication with the Area Facilities to Provide Medical Advice And Guidance , summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

3.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 3-1B, Continuity Information for Core Process 1: Maintain Communication with the Area Facilities to Provide Medical Advice And Guidance, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

TABLE 3-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1: MAINTAIN COMMUNICATION WITH THE AREA FACILITIES TO PROVIDE MEDICAL ADVICE AND GUIDANCE

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Maintain communication with Area facilities to provide medical advice and guidance
Communicate with customers within 30 minutes of request
Area facilities
None
Telephone/FAX

E-mail

LAN

Workstation

TABLE 3-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1: MAINTAIN COMMUNICATION WITH THE AREA FACILITIES TO PROVIDE MEDICAL ADVICE AND GUIDANCE

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone/FAX
Lack of communication
HIGH: Unable to communicate with area facilities
TRIGGER: Telephone/
FAX unavailable

APPROACH: Use alternative means of communications, perform site visits
Cell Phone

E-mail

E-mail
Lack of electronic communication
HIGH: Unable to electronically communicate with area facilities
TRIGGER: E-mail unavailable

APPROACH: Use alternative means of communication, perform site visits
Telephone/FAX

Cell Phone



LAN
LAN unavailable
HIGH: Unable to access E-mail
TRIGGER: LAN unavailable

APPROACH: See E‑mail entry
Telephone

Cell Phone

Workstation
Workstation unavailable
HIGH: Unable to access E-mail
TRIGGER: Workstation unavailable

APPROACH: See E‑mail entry
See E-mail entry

3.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(Name)
(Title)
(Phone number)




Responsible for Implementing the Plan:
(Name)
(Title)
(Phone number)

3.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame, responsible person, and/or existing plan are indicated in parentheses.

· Procure a cell phone for use in contingency operations (December 1999, name)

· Develop procedures for communications with the Area facilities in contingency operations (December 1999, name).  

· Distribute cell phone, E-mail, FAS contact information to Area facilities for use in contingency operations (December 1999, name).  

3.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 3-1B, Continuity Information for Core Process 1: Maintain Communication To Provide Medical Advice And Guidance


Internal Notification Procedures:  (Name) will notify Oklahoma Area City Office staff through paper memorandum and/or staff meetings and/or other communication of the implementation of alternative communications or operations (e.g., cell phone usage).


Customer/Business Partner Notification:  None required.

3.1.6  Procedures for Operating in Response Mode


Implement alternative means of communication:  Use cell phones, E-mail and/or FAX  to respond to customers’ requests.  Request cell phone from (Department, name).

3.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: A message (message content) will be broadcast on the PA system by (Name) notifying Oklahoma Area City Office staff that normal communications has been restored.


Customer/Business Partner Notification: None required.

3.1.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

3.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

3.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phones (#)

Fax machine

Telephone system (already in facility)

Backup workstations with E-mail and LAN connectivity

Total Other Direct Charges
None identified

3.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).


   X      Plan Review


_____  Plan Rehearsal (Desktop Exercise)


_____  Plan Rehearsal (Simulation)


_____  Plan Audit

section 4

OFFICE OF ADMINISTRATION & MANAGEMENT



This section defines the business processes supported by the Office of Administration & Management and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.


The Office of Administration & Management is organized into component divisions, as shown in Figure 4-1.  The business processes of each office and division are defined in the following subsections.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.



Figure 4-1.  Office of Administration & Management
4.1  division of FINANCIAL management

1.
Provide financial management and services through accounting (services for obligations, receipts, outlays, and transfers including federal and non-federal) and disbursement for the management of IHS appropriated funds and resources.

2.
Perform formulation of budget estimates and the execution of budget resources to support the IHS’s management of  appropriated funds and resources.
3.
Evaluate administrative controls to ensure use of government resources comply with IHS mission and applicable laws.

4.
Provide technical advice on funds control and funds status to facilitate the administration of  the IHS appropriation.  Provide effective cash management of government funds by the expedient deposits of  collection and adept disbursement of debts.

5.
Review and reconcile the General Ledger Controlling  Accounts for the various appropriation fund accounts (including Nashville Area).

6.
Provide reporting of formal statements of receipts and outlays (including Nashville Area) to the Treasury Financial System.  Provide comprehensive accounting services for obligations, receipts and outlays for RSSC.

7.
Provide technical assistance and conduct management reviews of service unit Business Office Activities.  Coordinate and direct daily operation of Area Third Party Billing Section.

8.
Receive and process Medicare/Medicaid (M/M) checks and payment information.

9.
Receive, review and submit Third Party Claims.  Receive checks, post payments, explanation of benefits and utilization information for Private Insurance 

10.
Perform follow ups on problematic payments and non-payment.  Maintain files of Third Party claims and reference material.

4.1.1  Core Business Process 1:  Provide Financial Management and Services


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.1.1.1  Key Continuity Planning Information


Table 4-1A, Process Information for Core Process 1: Provide Financial Management And Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.1.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 4-1B, Continuity Information for Core Process 1: Provide Financial Management  And Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.1.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 4-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:
PROVIDE FINANCIAL MANAGEMENT AND SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provides financial management and services

-
Accounting

-
Disbursement
Process obligation of funds within 7 days

Process all invoices within 15-30 days of receipt (depending on vendor)
Service Units 

Area Office
IHS Headquarters 

Service Units

PSC

Treasury
RPMS

-
ARMS

CORE (HHS system)

Workstations

LAN

WAN

Telephone/FAX

E-mail

ECS (Treasury system)

Office Automation Packages

Access

Modems

TABLE 4-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:
PROVIDE FINANCIAL MANAGEMENT AND SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS

-
ARMS
Application unavailable
HIGH: Unable to obligate funds (accounting), process invoices (disbursements), or perform research
TRIGGER: Accounting: System down >1 week

APPROACH: Manually process obligations by entering into CORE, batching transactions and sending 1 batch per day to IHS HQ

TRIGGER: Disbursements: Invoice due within 7 days

APPROACH: Contact facility to verify receiving documents; produce manual schedule to send to Treasury

TRIGGER: Research: System down

APPROACH: Delay research until system available
None

Telephone/FAX
Lack of communication
HIGH: Unable to communicate with customers and PSC (fund availability; status of transactions); unable to communicate with ECS
TRIGGER: Telephone unavailable

APPROACH: Use alternative means of communication
E-mail

Cell Phones

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

CORE (HHS System)
Application unavailable
HIGH: Unable to obligate funds (accounting) process invoices (disbursements), or perform research
TRIGGER: CORE unavailable

APPROACH: Make manual payments via the Treasury ECS.  Type manual paper schedules; pay by third party drafts; pay by credit cards or convenience checks
Typewriter

ECS (Treasury System)
Application unavailable
HIGH: Unable to certify payments for Treasury
TRIGGER: Application unavailable

APPROACH: Contact Treasury to produce manual schedules
None

Workstations
Workstations unavailable
HIGH: Unable to access RPMS, CORE, ECS, E‑mail, Office Automation Packages
TRIGGER: Workstation unavailable

APPROACH: Use backup Y2K compliant workstations
Backup workstations

LAN
LAN unavailable
HIGH: Unable to access RPMS, CORE, ECS, E-mail, user files located on server
TRIGGER: LAN unavailable

APPROACH: For user files work with MIS to have files restored on hard drive; for application access see above approaches for specific applications
Backup user files

WAN
WAN unavailable
HIGH: Unable to access CORE, external E-mail
See above supporting systems & resources entries


None:

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

E-mail
E-mail unavailable
HIGH: Unable to communicate with customers and PSC (fund availability, status of transactions)
TRIGGER: Applications unavailable

APPROACH: Use alternative means of communications
Telephone/FAX

Cell Phones

Office Automation Packages

ACCESS
Applications unavailable
LOW: Used to produce reports and memorandum
TRIGGER: Applications unavailable >1 week

APPROACH: Produce reports manually
Typewriter

Modems
Modem access unavailable
HIGH: Unable to communicate with ECS
TRIGGER:  Modems unavailable

APPROACH: Coordinate with Treasury regarding alternative means of transfer (tape, diskette) or manual certification of payments


Tapes

Diskettes

4.1.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Publish list of Area facilities contact information/designated contact person to communicate with to verify receiving documents (December 1999, name) 
· Publish contact information/designated contact person at Treasury to communicate with to determine alternative means of transfer as well as producing manual schedules (December 1999, name)

· Backup user files (December 12/31/99, name)
4.1.1.5  Procedures for Invoking the Plan


Triggers: Reference Table 4-1B, Continuity Information for Core Process 1: Provide Financial Management And Services 


Internal Notification Procedures: (Name) will notify Oklahoma Area City Office staff through paper memorandum and/or staff meetings and/or other communication of the implementation of alternative communications or operations.


Customer/Business Partner Notification:  Contact Treasury and determine acceptable alternative means of transfer (tape, diskette) and means to produce manual schedules 
4.1.1.6  Procedures for Operating in Response Mode


Manually produce schedules to send to Treasury  (Need procedures, forms)


Manually process obligations by entering into CORE and sending to IHS HQ  (Need procedures, forms)

Make manual payments via the Treasury ECS  (Need procedures, forms)


Manually produce reports  Use a typewriter to produce needed reports and memorandum.


Obtain Backup Y2K Compliant Workstation  Request Y2K backup compliant workstation from (department, Name, phone number)


Make payments by third party drafts or by credit cards or convenience checks  (Need procedures)

Backup user files  Work with (Name in MIS) to have files restored on hard drive.


Use of Alternative Communications Methods  Use cell phones, E-mail and/or FAX  to respond to communicate with customers.  Request alternative method devices (cell phones, workstations with E-mail capabilities, fax machine) from (Department, name)
4.1.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  (Name) will communicate (in what form, i.e, E-mail, telephone ) to the Oklahoma City Area Office staff that normal communications and/or operations has been restored.


Customer/Business Partner Notification: None required.

4.1.1.8 Procedures for Recovering Lost or Damaged Data


When CORE is restored, enter updated information from manual purchase orders.  Delete appropriate pending transactions in ARMS.  

4.1.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

4.1.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Backup workstations with E-mail and LAN connectivity

Cell phones

Typewriter

Fax machines

Total Other Direct Charges
Tapes, diskettes

4.1.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).


   X     Plan Review


   X     Plan Rehearsal (Desktop Exercise)


____  Plan Rehearsal (Simulation)


____  Plan Audit

4.2  division of acquisition management

1. Provide acquisition support for area procurements with the authority to enter into, administer, or terminate Commercial contracts, through Contracting Officer; authority to enter into, and administer, or terminate Urban Contracts, authority to enter into, and administer, or terminate Treatment Center contracts.  
2. Maintains authority for audit resolution in accordance with PL 100-472.

3. Performs cost analysis, administration  and close-out functions of grant applications.  Maintains authority to enter into and administer, or terminate 638 Contracts.  Delegation of Procurement Authority.  

4. Enters into, administers, or terminates Commercial contracts, for Supply Service Centers.

5. Provides interpretation and guidance of acquisition laws, regulations, procedures, and policies in accordance with Federal Acquisition Regulations.  Provides technical assistance to Service Units and Program Activities

4.2.1  CORE BUSINESS PROCESS 1:  PROVIDE ACQUISITION SUPPORT FOR AREA PROCUREMENTS


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.2.1.1  Key Continuity Planning Information


Table 4-2A, Process Information for Core Process 1: Provide Acquisition Support For Area Procurements, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.2.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 4-2B, Continuity Information for Core Process 1: Provide Acquisition Support For Area Procurements, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.2.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 4-2A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1: 

PROVIDE ACQUISITION SUPPORT FOR AREA PROCUREMENTS

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which are Information Interface Partners
Supporting Systems
and Resources

·
Provides acquisition support for area procurements
Provide a 1 hour turnaround for emergency procurements
Area facilities

Area Office
Vendors

IHS Headquarters
RPMS

-
ARMS

CORE

DCIS

FPDS

ProDoc

CARE

Workstations

E-mail

Office Automation Packages

Telephone/FAX

Pagers/Beepers

Modem

LAN

WAN

TABLE 4-2B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:

PROVIDE ACQUISITION SUPPORT FOR AREA PROCUREMENTS

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS

-
ARMS
Application unavailable
HIGH: Used to produce purchase orders (POs) and delivery orders (DOs)
TRIGGER: System down and need to cut a PO or DO within 24 hours

APPROACH: Generate manual PO or DO
Forms

CORE
CORE unavailable
MEDIUM: Used to establish a contract and obligate funds
TRIGGER: System down

APPROACH: Delay entry of data until system is available
None

DCIS, FPDS
DCIS, FPDS unavailable
LOW: Used to produce reports for IHS HQ
TRIGGER: System down

APPROACH: Delay entry of data into DCIS until system is available
None

Modem
Modem unavailable
LOW: Used to access DCIS
TRIGGER: Device unavailable

APPROACH: Delay entry of data into DCIS until system is available
None

ProDoc
ProDoc unavailable
MEDIUM: Used to generate contract acquisition documents for large procurements
TRIGGER: System down >1 week

APPROACH: Generate documents manually
Workstation

Office Automation Packages

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

CARE
CARE unavailable
LOW: Used to check on credit card accounts
TRIGGER: System down >1 week

APPROACH: Contact U.S.  Bank to obtain account information
Telephone

E-mail
E-mail unavailable
HIGH: Used to communicate with Area facilities and Area office personnel
TRIGGER: E-mail unavailable

APPROACH: Use alternative means of communication
Telephone/FAX

Office Automation Packages
Applications unavailable
LOW: Used for office administration activities, manual reports, and memorandum
TRIGGER: Applications unavailable >1 week

APPROACH: Create documents manually
Typewriters

Telephone/FAX
Devices unavailable
HIGH: Used to contact Area facility personnel and vendors
TRIGGER: Devices unavailable

APPROACH: Use alternative means of communication
E-mail

Pagers/Beepers
Devices unavailable
MEDIUM: Used to facilitate contact with Area personnel
TRIGGER: Devices unavailable

APPROACH: Use alternative means of communication
Telephone/FAX

E-mail

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Workstations
Workstation unavailable
HIGH: Used to access RPMS, CORE, DCIS, FPDS, ProDoc, CARE, E-mail, Office Automation Packages
TRIGGER: Workstation unavailable

APPROACH: Use Y2K compliant backup workstation or see specific supporting systems and resources entry
Backup Workstation

LAN
LAN unavailable
HIGH: Unable to access RPMS, CORE, E-mail, and user files stored on the server
TRIGGER: LAN down >3 days

APPROACH: Contact MIS to restore user files to workstation
Backup files

WAN
WAN unavailable
HIGH: Unable to access CORE and E-mail
TRIGGER: WAN unavailable

APPROACH: See above entries for CORE and E‑mail
None

4.2.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Backup user files (December 12/31/99, Name)

· Publish contact information/designated contact person at U.S.  Bank to obtain account information (December 1999, name)
· Develop procedures for manually generating a PO or DO.

4.2.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 4-2B, Continuity Information for Core Process 1: Provide Acquisition Support For Area Procurements 


Internal Notification Procedures: (Name) will notify Oklahoma Area City Office staff through paper memorandum and/or staff meetings and/or other communication of the implementation of alternative communications or operations.


Customer/Business Partner Notification:  None required.

4.2.1.6  Procedures for Operating in Response Mode


Obtain Backup Y2K Compliant Workstation  Request Y2K backup compliant workstation from (department, Name, phone number)


Manually generate  PO or DO  (Need procedures, forms)


Manually produce reports  Use a typewriter to produce needed reports and memorandum.


Backup user files  Work with (Name in MIS) to have files restored on hard drive.


Contact U.S.  Bank to obtain account information  (need contact information)


Use of Alternative Communications Methods  Use cell phones, E-mail and/or FAX  to  communicate with customers.  Request alternative method devices (cell phones, workstations with E-mail capabilities, fax machine) from (Department, name)
4.2.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: A message (message content) will be broadcast on the PA system by (Name) notifying Oklahoma Area City Office staff that normal communications has been restored.


Customer/Business Partner Notification: None required.

4.2.1.8  Procedures for Recovering Lost or Damaged Data


When CORE, DCIS, FPDS are restored, enter updated data from manual PO or DO.  Delete appropriate pending transactions in ARMS when restored.

4.2.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

4.2.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Backup workstations with E-mail and LAN connectivity

Office Automation Packages (already have)

Typewriter

Telephone system (already in facility)

Fax machines

Total Other Direct Charges
None identified

4.2.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).


   X     Plan Review


   X     Plan Rehearsal (Desktop Exercise)


          Plan Rehearsal (Simulation)


          Plan Audit

4.3  Division Of Property Management

1. Perform property management activities by providing telephone service and certifying receipt of procurements.

2. Plan, develop and implement IHS/Area policies on personal property management and administrative support services.

3. Direct, coordinate, oversight, and control agreements and requests for legal opinions.  Conduct surveys/studies involving evaluation and analysis of programs.

4. Organize, administer, plan, coordinate, and provide oversight of property management activities for entities for the control, protection, and disposition of personal property

5. Maintains principle administrative authority of  Federal Property Management through interpreting regulations, providing advice/training on execution and coordination of property management directives and programs.

6. Provides program guidance and direction  to the  Regional Supply Service Center and provides technical advise for contracts concerning property management.

7. Evaluates/approves written policies, procedures, and techniques pertaining to property management for contractors;  develops, plans, schedules, and conducts, reviews to analyze and evaluate contractor’s activities

8. Reviews and clears all requisitions for equipment.

9. Provides technical assistance to Indian tribes and tribal organizations in developing administrative structures, procedures, and employee skills on personal property and equipment management.

10. Initiates requisitions, monitors, and management of contracts for Area Office Administrative services and supplies.

11. Provides orientation/training of Area Office, Service Unit, and contractor personnel related to program requirements.

4.3.1  CORE BUSINESS PROCESS 1:  PERFORM Property management activities


The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.3.1.1  Key Continuity Planning Information


Table 4-3A, Process Information for Core Process 1: Perform Property Management Activities, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.3.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 4-3B, Continuity Information for Core Process 1: Perform Property Management Activities, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.3.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 4-3A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1: 

PERFORM PROPERTY MANAGEMENT ACTIVITIES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Performs property management activities

-
Provide telephone services

-
Certify receipt of procurements
Provide continuous telephone services

Certify procurements within 24 hours of receipt
Area office
Southwestern Bell
Meridian 61C PBX (with battery backup)

Meridian Octell Voicemail System

Pagers/Beepers

RPMS

-
ARMS

Workstations

LAN

WAN

TABLE 4-3B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1: 

PERFORM PROPERTY MANAGEMENT ACTIVITIES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Meridian 61C PBX
Meridian 61C PBX unavailable
HIGH: Customers unable to use telephone services
TRIGGER: Telephone system down

APPROACH: Coordinate with Southwestern Bell to restore operation; make cell phones available for customers
Cell Phones

Meridian Octell Voicemail System
Meridian Octell unavailable
MEDIUM: Customers unable to use voice mail services
TRIGGER: Meridian Octell system down

APPROACH: Coordinate with Southwestern Bell to restore operations
None

Pagers/Beepers
Pagers/Beepers unavailable
HIGH: Users unable to contact area personnel using beeper system
TRIGGER: Pagers/
Beepers down

APPROACH: Work with AT&T to restore services
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS

-
ARMS
Application unavailable
HIGH: Used to certify receipt of procurements
TRIGGER: RPMS down for 2 days

APPROACH: Manually certify receipt of supplies
None

Workstations

LAN

WAN
Systems unavailable
HIGH: Unable to access ARMS
TRIGGER: Systems unavailable for 24 hours

APPROACH: Use Y2K compliant workstations; Manually certify receipt of supplies
Workstations

4.3.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Publish list of contact information for Southwestern Bell and AT&T (December 1999, Name)
· Develop procedures to manually certify receipt of supplies (December 1999, Name)
· Procure cell phones for use in contingency mode (to provide customers) (December 1999, Name)
4.3.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 4-3B, Continuity Information for Core Process 1: Perform Property Management Activities 


Internal Notification Procedures: (Name) will notify Oklahoma Area City Office staff through paper memorandum and/or staff meetings and/or other communication of the implementation of alternative communications or operations.  

Customer/Business Partner Notification:  None required.

4.3.1.6 Procedures for Operating in Response Mode


Coordinate with Southwestern Bell  (Name) will contact Southwestern Bell (provide contact information) to restore operations


Coordinate with AT&T  (Name) will contact AT&T (provide contact information) to restore services.


Manually certify receipt of supplies  Need procedures)

4.3.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: A message (message content) will be broadcast on the PA system by (Name) notifying Oklahoma Area City Office staff that normal communications has been restored.


Customer/Business Partner Notification: None required.

4.3.1.8  Procedures for Recovering Lost or Damaged Data


Update data in ARMS when restored.

4.3.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

4.3.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell phones

Workstations

Total Other Direct Charges
None identified

4.3.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).


   X     Plan Review


   X     Plan Rehearsal (Desktop Exercise)


          Plan Rehearsal (Simulation)


          Plan Audit

4.4  division of personnel management and training

1. Perform personnel management and training services by maintaining official personnel records and performing payroll and time-keeping activities.

2. Conducts staffing program including rating, ranking and certification of applicants with all necessary appointment processing of selectees.

3. Administers Position Management and Position Classification program, Labor Relations program, Performance Management program, PL 94-437 scholarship program.

4. Performs personnel management advisory services.

5. Prepare and represent management before third party hearings and appeals.

6. Conducts training in various personnel functions.

4.4.1  CORE BUSINESS PROCESS 1:  PERFORM Personnel management and training SERVICES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.4.1.1  Key Continuity Planning Information


Table 4-4A, Process Information for Core Process 1: Perform Personnel Management and Training Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.4.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 4-4B, Continuity Information for Core Process 1: Perform Personnel Management and Training Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.4.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 4-4A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1: 

PERFORM PERSONneL MANAGEMENT AND TRAINING SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Performs personnel management and training services

-
Maintain official personnel records

-
Perform payroll and time-keeping activities
Process 90% of all nondiscretionary personnel actions within two pay periods of which action is to be effective
Service Units

Area Office Personnel
Service Units

PSC
RPMS

-
ARMS

TAIMS (HHS Application)

Commissioned Core payroll system (HHS Application)

Civilian payroll system (IMPACT) (HSS Application)

Workstation

LAN

WAN

Modem

E-mail

Telephone/FAX

Office Automation Packages

931 unemployment compensation system (HHS Application)

Internet 

Crystal reports (HHS Application)

TABLE 4-4B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1: 

PERFORM PERSONneL MANAGEMENT AND TRAINING SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS

-
ARMS
Application unavailable
LOW: Used for supplies and travel orders
TRIGGER: Application unavailable > 1 week

APPROACH: generate manual orders


None

TAIMS
Application unavailable
HIGH: Used to submit time and attendance data to PSC
TRIGGER: TAIMS unavailable 1 day prior to payroll processing

APPROACH: Use alternative sites to input data and transmit to PSC or coordinate with PSC help desk to have staff paid at base hours


None

Commissioned Core Payroll System
System unavailable
HIGH: Necessary to process commissioned core personnel actions
TRIGGER: System unavailable

APPROACH: Wait until application restored


None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Civilian Payroll System

(IMPACT)
System unavailable
HIGH: Necessary to process civilian personnel actions
TRIGGER: System unavailable

APPROACH: Wait until application restored


None

Workstation
Workstation unavailable
HIGH: Needed to access RPMS, payroll systems, E-mail, office automation packages
TRIGGER: Workstation unavailable

APPROACH: Use Y2K compliant backup workstation


Backup workstation

LAN
LAN unavailable
HIGH: Needed to access RPMS, E-mail, 931 unemployment compensation system
See specific supporting systems & resources entries


None

WAN
WAN unavailable
HIGH: Needed to access external E-mail, 931 unemployment compensation system
See specific supporting systems & resources entries


None

E-mail
E-mail unavailable
HIGH: Needed to communicate with Service Units, Headquarters, within Area Office, PSCDCP
TRIGGER: E-mail unavailable

APPROACH: Use alternative means of communication


Telephone/FAX

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone/FAX
Devices unavailable
HIGH: Needed to communicate with Service Units, Headquarters, within Area Office, PSCDCP
TRIGGER: Devices unavailable

APPROACH: Use alternative means of communication


E-mail

U.S. Mail

Courier Service

Office Automation Packages
Application unavailable
MEDIUM: Needed to create reports, memorandums
TRIGGER: Applications unavailable

APPROACH: Generate reports manually


Typewriter

931 Unemployment Compensation System

Internet 
Application unavailable
MEDIUM: Required to obtain unemployment compensation forms (unavailable otherwise)
TRIGGER: Application unavailable

APPROACH: Wait until application restored


None

Crystal Reports
Application unavailable
LOW: Not currently using
TRIGGER: Application unavailable

APPROACH: Generate reports using civilian payroll system


None

4.4.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Develop procedures for generating manual orders (travel, supplies) (December 1999, (Name)
· Develop written procedures for using alternative sites or methods for submitting time and attendance data to PSC and educate staff on the procedures (December 1999, Name)

· Publish PSC’s contact information  (e.g., help desk number) (December 1999, Name)
· Contact alternative sites for permission to input data to transmit to PSC; publish their contact information (November 1999, Name)

4.4.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 4-4B, Continuity Information for Core Process 1: Perform Personnel Management and Training Services


Internal Notification Procedures: (Name) will notify Oklahoma Area City Office staff through paper memorandum and/or staff meetings and/or other communication of the implementation of alternative communications or operations.


Customer/Business Partner Notification:  None required.

4.4.1.6  Procedures for Operating in Response Mode


Obtain Backup Y2K Compliant Workstation  Request Y2K backup compliant workstation from (department, Name, phone number)


Generate manual orders  (procedures, forms)


Implement alternative means of submitting time and attendance data to PSC  Contact already identified alternative sites to input data and transmit to PSC (have contact information readily available); contact and coordinate with PSC help desk to have staff paid at base hours (have contact information available).  Send transaction tapes to PSC (have contact information and tapes available)


Use of Alternative Communications Methods  Use cell phones, E-mail, U.S. Mail, Courier Service and/or FAX to communicate with customers.  Request alternative method devices (cell phones, workstations with E-mail capabilities, fax machine) from (Department, name)

Manually produce reports  Use a typewriter to produce needed reports and memorandum.

4.4.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: A message (message content) will be broadcast on the PA system by (Name) notifying Oklahoma Area City Office staff that normal communications has been restored.


Customer/Business Partner Notification: None required.

4.4.1.8  Procedures for Recovering Lost or Damaged Data


Delete pending transactions in ARMS when restored (after generating manual orders).  Input personnel actions into payroll systems when systems restored.

4.4.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

4.4.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Backup workstations with E-mail and LAN connectivity

Typewriter

Telephone system (already in facility)

Fax machines

Total Other Direct Charges
Tapes

U.S.  Mail ($)

Courier Service ($)

4.4.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).


   X     Plan Review


   X     Plan Rehearsal (Desktop Exercise)


          Plan Rehearsal (Simulation)


          Plan Audit

section 5

office of environmental health & engineering Services


This section defines the business processes supported by the Office of Environmental Health & Engineering and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.


The Office of Environmental Health & Engineering Services is organized into component divisions, as shown in Figure 5-1.  The business processes of each office and division are defined in the following subsections.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.



Figure 5-1.  Office of Environmental Health & Engineering Services
5.1  DIVISION of biomedical engineering

1. Provide biomedical engineering device support through providing technical advice to facilities for biomedical devices.  

2. Perform equipment installation, calibration, incoming inspection, acceptance inspection, evaluation, preventive and corrective maintenance, electrical safety inspection, repair, quality assurance and required documentation.

3. Ensure biomedical equipment and systems comply with manufacturers hazard alerts and FDA recalls, investigation and reporting of incidents involving patients and medical devices as required by PL 101-629, Safe Medical Device Act of 1990.

4. Maintain and provide consultations for Area and health facility computerized equipment programs that provide equipment inventories, schedules for preventive maintenance and electrical safety inspection, repair and corrective maintenance histories, device repair and failure codes, user in-service training and service contract data.

5.1.1  Core Business Process 1: Provide Biomedical Engineering Device Support


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.1.1.1  Key Continuity Planning Information


Table 5-1A, Process Information for Core Process 1: Provide Biomedical Engineering Device Support, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.1.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-1B, Continuity Information for Core Process 1: Provide Biomedical Engineering Device Support, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.1.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 5-1A: PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1: 

PROVIDE BIOMEDICAL ENGINEERING DEVICE SUPPORT

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provide Biomedical Engineering device support

-
Provide technical advice to facilities for biomedical devices
Respond to facility request for support within 1 hour
Area facilities
Vendors
Telephone/FAX

E-mail

Pagers/Beepers

Workstations

ECRI HECS

Nevada Tek

LAN

WAN

Test Equipment

Internet

TABLE 5-1B: CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1: 

PROVIDE BIOMEDICAL ENGINEERING DEVICE SUPPORT

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone/FAX
Devices unavailable
HIGH: Need to communicate with facilities to provide assistance
TRIGGER: Devices unavailable

APPROACH: Use alternative means of communication, perform site visits
E-mail

Pager/Beepers

Cell Phone

E-mail
E-mail unavailable
MEDIUM: Need to communicate with facilities
TRIGGER: E-mail unavailable

APPROACH: Use alternative means of communication, perform site visits
Pagers/Beepers

Cell Phone

Telephone/FAX

Workstations
Workstation unavailable
MEDIUM: Need to access ECRI HECS, Nevada Tek, E-mail, Internet
TRIGGER: Workstation unavailable

APPROACH: Use backup Y2K compliant workstations; use paper printouts of inventories
Y2K compliant workstations

LAN
LAN unavailable
MEDIUM: Need to access E-mail, Internet
TRIGGER: LAN unavailable

APPROACH: See specific supporting systems and resources entries
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

WAN
WAN unavailable
LOW: Need to access Internet for vendor information
TRIGGER: WAN unavailable

APPROACH: See specific supporting systems and resources entries
None

Internet
Internet unavailable
LOW: Used to obtain/research vendor information
TRIGGER: Internet unavailable

APPROACH: Obtain vendor information/research by contacting them directly
Telephone/FAX

ECRI HECS
Nevada Tek
Inventory applications unavailable
MEDIUM: Used to obtain facility inventory information
TRIGGER: Applications unavailable

APPROACH: Contact IHS Headquarters for inventory information; or look at paper copies of inventories
None

Pagers/Beepers
Pagers/Beepers unavailable
HIGH: Need to communicate with facilities
TRIGGER: Pagers unavailable

APPROACH: Use alternative means of communication
Telephone/FAX

E-mail

Cell Phone

Test Equipment
Testing equipment fails
HIGH: Unable to perform tests
TRIGGER: Equipment unavailable

APPROACH: Perform tests manually
None

5.1.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Print out inventories from ECRI HECS and Nevada Tek (complete 31 December, 1999 – name)
· Develop list of vendor contact information (complete by 10 December 1999 – name)
· Procure required resources for Y2K continuity and contingency planning (complete by December 10, 1999 – name)
· Publish list of numbers for all cell phones, pagers/beepers and fax machines  for use in contingency operations (December 17, 1999 – name)
· Publish list of E-mail addresses (internal to the hospital and external to employee’s homes, customer locations, and interface partners) (December 17, 1999 – name)
5.1.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-1B, Continuity Information for Core Process 1: Provide Biomedical Engineering Device Support


Internal Notification Procedures: None required.  


Customer/Business Partner Notification: Notify Area facilities (need list of contacts with contact name and number) of alternative communications (cell phone number, fax machine number, e-mail address).

5.1.1.6  Procedures for Operating in Response Mode


Use of Alternative Communications Methods  Request alternative communication devices (cell phones, pagers/beepers, workstations with E-mail capabilities, fax machine) from (Department, name)


Obtain Backup Y2K Compliant Workstations  Request backup Y2K compliant workstations from Data Processing (name, phone number)


Manually Produce Purchase Orders  Need procedures, forms


Vendor Contacts  Contact vendors using vendor contact list to obtain vendor information or resolve problems with vendor products.

Perform Manual Tests  Need procedures, forms for how to conduct tests manually if the test equipment fails?

5.1.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: None required.


Customer/Business Partner Notification: Notify Area facilities (need list of contacts with contact name and number) of return to normal communications.

5.1.1.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

5.1.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.1.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Telephone system (already in facility)

Fax machines

Cell phones

Pagers/beepers

Backup workstations with E-mail and LAN connectivity)

Total Other Direct Charges


5.1.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).
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5.2  division of environmental health services

1. Provide environmental health services through securing and providing access to the Area Office facility.

2. Plan, develop, implement and evaluate a comprehensive environmental health program directed towards prevention and surveillance.

3. Establish guidelines, develop priorities, and resolve critical problems to assure successful management of the program; Support preparation of environmental health reporting system data to support budget proposals, budget allocation, and budget management.

4. Provide technical consultation and advice on all environmental health matters.  

5. Assist hospitals and clinics with JCAHO accreditation as pertains to plant technology and safety management and infection control.  Perform institutional and radiological health compliance surveys, tests, and procedures as per federal regulations at hospitals and clinics.  

6. Manage injury prevention demonstration projects in accordance with PL 94-437.

7. Promote injury prevention objectives specified in PL 94-437.

8. Conduct or coordinate environmental health training as required and/or requested.

9. Provide environmental health technical assistance to Regional Supply Service Center as required or requested.

10. Supervise federal employees under Memorandum of Agreements and Inter-Governmental Personnel Act.

11. Plan, establish, direct and coordinate the Oklahoma City Area Office of Environmental Health Services to meet the identified needs of the Native American service population and address the current environmental health issues of the Indian Health Service.

12. Provide technical assistance to housing authorities and Tribes on all aspects of environmental health, including technical and administrative issues arising from local, state and federal initiatives and/or regulatory requirements.

13. Maintain accurate records of accountability for fund allocations, obligations and payments.

14. Recruit, select, orient and evaluate staff in accordance with IHS guidelines/procedures.

15. Review program needs and recommend purchases of equipment, supplies and services to carryout program activities.

16. Maintain accountability of property inventories to ensure proper acquisition, availability, utilization and disposal of equipment items.

5.2.1  CORE BUSINESS PROCESS 1:  PROVIDE enviromental health services


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.2.1.1  Key Continuity Planning Information


Table 5-2A, Process Information for Core Process 1: Provide Environmental Health Services , summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.2.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-2B, Continuity Information for Core Process 1: Provide Environmental Health Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.2.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 5-2A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1: 

PROVIDE ENVIRONMENTAL HEALTH SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provide Environmental Health Services

-
Secure Area office facility

-
Provide access to Area office facilities
Provide secure facility environment 24 hours/day, 7 days/week

Provide access to building to authorized personnel 24 hours/day, 7 days/week
Area office occupants
Federal Protective Service
Card Entry System

Security Cameras

Telephone

Workstations

Pagers/Beepers

TABLE 5-2B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1: 

PROVIDE ENVIRONMENTAL HEALTH SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Card Entry System
System unavailable
HIGH: Required for access to building after hours
TRIGGER: System down

APPROACH: Contact Division of Facilities Management for repair of system; coordinate with Division of Facilities Management to ensure all necessary personnel have access cards
None

Security Cameras
Security Cameras in Area office fail
MEDIUM: Unable to record event necessary in case of security problems
TRIGGER: System unavailable

APPROACH: Contact Division of Facilities Management for repair of system
None

Telephone
Lack of communication
HIGH: Required to coordinate with customers and interface partners
TRIGGER: Communication unavailable

APPROACH: Use alternative means of communication
Cell Phone

Personal Visit

Courier Service

Pagers/Beepers

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Workstation
Workstation unavailable
LOW: Used for office automation function
TRIGGER: System unavailable >1week

APPROACH: Create documents manually
None

Pagers/Beepers
Devices unavailable
HIGH: Used to maintain communication with customers and interface partners
TRIGGER: Communication unavailable

APPROACH: Use alternative means of communication
Telephone/FAX

Cell Phone

Courier Service

Personal Visit

5.2.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Coordinate with Area Office staff to ensure all appropriate personnel have cards for the Card Entry System (complete by date – name)
5.2.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-2B, Continuity Information for Core Process 1: Provide Environmental Health Services 


Internal Notification Procedures: Notify Area Office of alternative communications (cell phone number, fax machine number)


Customer/Business Partner Notification:  None required.

5.2.1.6  Procedures for Operating in Response Mode


Use of Alternative Communications Methods  Request alternative communication devices (cell phones, pagers/beepers, fax machine) from (Department, name).  Use courier services as appropriate.


Contact Division of Facilities Management  (name) will contact (name, phone number) within the Division of Facilities Management to obtain access cards for Card Entry System, and coordinate resolution of problems with Card Entry System and Security Cameras.

5.2.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: Notify Area Office of return to normal communications.


Customer/Business Partner Notification: None required.

5.2.1.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

5.2.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.2.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Telephone system (already in facility)

Fax machines

Cell phones

Pagers/beepers

Total Other Direct Charges
None identified

5.2.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).


   X     Plan Review


          Plan Rehearsal (Desktop Exercise)


          Plan Rehearsal (Simulation)


          Plan Audit

5.3  Division Of facilities management

1. Provide support for facility management through managing Area Office building functions; coordinating problems for leased facilities with building owners; and providing technical advice to service units for facilities issues.  

2. Provide scope of work for design efforts to architects, engineers and project managers for the architectural, structural mechanical and electrical renovation and modernization of health centers and hospitals.

3. Review drawings and specifications to ensure adequacy of content, code compliance and functionality at the various design stages until completion of construction documents.

4. Develops PJD’s, POR’s & PSD’s by coordinating departmental staff interviews, sketching schematics, and allocating space for existing and new square footage in accordance with the health facility planning manual.  

5. Conduct program reviews to determine appropriate use of staff, funding, other resources;  

6. Assist facilities for JCAHO accreditation in life safety, utility management policies and procedures.  Maintain a database of deficiencies for all federal owned facilities hospitals for future planning/corrections.

7. Implement a comprehensive computerized preventive maintenance program,  review prioritization and develop supporting documentation.  

8. Prepare facility engineering program plans for funds expenditures on benchstock, small local projects, and larger A/E design projects.  Analyze energy consumption data for utilities.  Implement engineering control measures that are life-cycle cost effective.  Review/management of service contracts for real property/building service equipment (heating, ventilation, air conditioning, water treatment and fire protection systems).

9. Provide rental space needs and annual budget for rents and related costs.  Develop requests for leasing of space and administers lease agreements (with OES), including conducting inspections, authorizing payments and requesting repairs and renovations.

10. Provide direction in the management of real property, including the determination of need and the acquisition of property in accordance with established regulations.  Conduct annual on-site reviews to verify property requirements are adequate.  Review energy usage/costs.  Document capitalized costs and other related historical documents for accountability.  Implement property disposal procedures.

11. Manage government owned quarters, including establishment and implementation of rental rates, conducting on-site inspections and reporting assignment and termination of actions.  Coordinate/provide training for facility managers on boilers, energy management, environmental compliance, refrigerants, and indoor air quality.

12. Coordinate with the State, the establishment of blind vending facilities in federally owned and leased buildings.  Prepare and submit documents for naming of IHS owned buildings and installing signs, plaques and memorials on government property.  Prepare easements, revocable licenses and use permits granting rights-of-way on government owned property.

13. Assist with reconfiguration of workstations and offices for the Area Office space.

14. Assist the Urban Clinics with development of requests for leasing space in accordance with established regulations.

5.3.1  Core Business Process 1:  Provide Support for Facility Management


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.3.1.1  Key Continuity Planning Information


Table 5-3A, Process Information for Core Process 1: Provide Support For Facility Management, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.3.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-3B, Continuity Information for Core Process 1: Provide Support For Facility Management, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.3.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 5-3A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1: 

PROVIDE SUPPORT FOR FACILITY MANAGEMENT

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provide support for facility management

-
Manage Area Office building functions

-
Coordinate problems for leased facilities with building owners

-
Provide technical advice to service units for facilities issues
Forward Area Office building problems to C.B.  Richard Alice within 1 hour of problem report

Forward problems with leased facilities to building owners and Engineering Services within 1 hour of problem report

Respond to Service Unit request for support with facility issues within 1 hour
Area Office personnel

Leased building occupants

Service Unit facility personnel
Vendors

C.B.  Richard Alice

Building Owners

Federal Protective Service

Engineering Services (Dallas, TX)
Telephone/FAX

E-mail

HVAC

Security Cameras

Card Entry System

TABLE 5-3B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1: 

PROVIDE SUPPORT FOR FACILITY MANAGEMENT

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone/FAX
Communication unavailable
HIGH: Unable to communicate with customers and interface partners
TRIGGER: Communication unavailable

APPROACH: Use alternative means of communication; perform site visits
E-mail

Courier Service

U.S.  Mail

Cell Phone

E-mail
E-mail unavailable
MEDIUM: Unable to communicate with customers and interface partners
TRIGGER: E-mail unavailable

APPROACH: Use alternative means of communication; perform site visits
Telephone/FAX

Courier Service

U.S.  Mail

Cell Phone

HVAC
IHS HVAC system in computer room fails
MEDIUM: Unable to provide backup HVAC to computer room
TRIGGER: System unavailable

APPROACH: Shut down computer room until HVAC restored
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Security Cameras
Security Cameras in Area Office fail
LOW: Unable to record event necessary in case of security problems
TRIGGER: System unavailable

APPROACH: Obtain 24 hour support from Federal Protective Service until problem resolved
Contractor dollars

Card Entry System
System fails
MEDIUM: No access to building after hours
TRIGGER: System down

APPROACH: Have customer contact C.B.  Richard Alice for entry to building

TRIGGER: System down >24 hours

APPROACH: Obtain from Federal Protective Service until problem resolved
Contractor dollars

5.3.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Ensure contract with Federal Protective Services is in place and can accommodate additional service requirements (complete 10 December, 1999 – name)
· Identify or develop procedures for shut-down of the computer room (complete by 10 December 1999 – name)
· Procure required resources for Y2K continuity and contingency planning (complete by December 10, 1999 – name)
5.3.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-3B, Continuity Information for Core Process 1: Provide Support For Facility Management


Internal Notification Procedures:  Notify Data Processing staff (name, number) of necessity to shut down computer room.


Customer/Business Partner Notification: Notify customers and interface partners (need list with contact name and number) of alternative communications (cell phone number, E-mail address, facility address).

5.3.1.6  Procedures for Operating in Response Mode


Use of Alternative Communications Methods  Request alternative communication devices (cell phones, workstations with E-mail capabilities, fax machine) from (Department, name).  Use U.S.  Mail and courier services as appropriate.


Computer Room Shut-down  Need procedures


Increased Support from Federal Protective Service  Need contact, contract in place, and procedures for increasing support from Federal Protective Service

5.3.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: 


Customer/Business Partner Notification: None required.

5.3.1.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

5.3.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.3.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
$ for Federal Protective Service

Total Equipment Costs
Telephone system (already in facility)

Fax machines

Cell phones
Backup workstations with E-mail and LAN connectivity)

Total Other Direct Charges
Courier service ($)

U.S.  Mail ($)

5.3.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).
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5.4  division of sanitation facilities construction

1. Support sanitation facilities construction projects through providing technical assistance to tribes with community water and sewer emergencies.

2. Maintain sanitation deficiency system inventories for new and existing Indian homes in accordance with IHCIA.

3. Maintain an inventory of funded PL 86-121 projects (PDS2) Maintain PL 86-121 project fund accounting.

4. Allocate Area construction project funds within the Area and advocate for Tribes to HQ SFC for the allocation of Special/ Emergency Project Funds.

5. Make NEPA & related environmental requirement determinations based on data provided by the Tribe.

6. Review/approval of sanitation facilities construction projects using Project Summaries, Memoranda of Agreement, Project Scopes, and Annual Funding Agreements.

7. Respond to information requests from Congress, Tribes, other agencies, and HQ IHS.  Work with other agencies to obtain supplemental funding, coordinate service.  Liaison between field programs and AO.

8. Review and approve PL 86-121 project completion documents.  Maintain official administrative and technical records of PL 86-121 projects.

9. Evaluate field programs for efficiency and technical proficiency; Recruit/orient new staff.  

10. Provide environmental engineering services - review of engineering plans and specifications, sanitary surveys, utility master planning, review feasibility studies, grant applications assistance.

11. Provide technical consultation/training to tribal and IHS staff on design/construction of sanitation facilities operation and maintenance, other technical issues.  Prepare the budget/program justification.  Perform as Tribal advocate in the budget process and rule-making processes.

5.4.1  Core Business Process 1:  Support Sanitation Facilities Construction Projects


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.4.1.1  Key Continuity Planning Information


Table 5-4A, Process Information for Core Process 1: Support Sanitation Facilities Construction Projects, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.4.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-4B, Continuity Information for Core Process 1: Support Sanitation Facilities Construction Projects, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.4.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 5-4A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:

SUPPORT SANITATION FACILITIES CONSTRUCTION PROJECTS

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Support Sanitation Facilities construction projects

-
Provide technical assistance to tribes with community water and sewer emergencies
Assist in resolving problems immediately for emergency situations
Tribes

Community
Field offices
Telephone/FAX

E-mail

TABLE 5-4B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:

SUPPORT SANITATION FACILITIES CONSTRUCTION PROJECTS

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone/FAX
Devices unavailable
HIGH: Need to communicate to field offices and tribes
TRIGGER: Devices unavailable

APPROACH: Use alternative means of communication; site visits
Cell Phone

E-mail
E-mail unavailable
MEDIUM: Need to communicate with field offices
TRIGGER: Electronic communication down for 1 day

APPROACH: Use alternative means of communication
Telephone/FAX

Cell Phone

5.4.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Procure required resources for Y2K continuity and contingency planning (complete by December 10, 1999 – name)

· Publish list of numbers for all cell phones and fax machines  for use in contingency operations (December 17, 1999 – name)

5.4.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-4B, Continuity Information for Core Process 1: Support Sanitation Facilities Construction Projects


Internal Notification Procedures:  None required.


Customer/Business Partner Notification: :  Notify business partners (need list of partners with contact name and number) of alternative communications (cell phone number, fax machine number).

5.4.1.6  Procedures for Operating in Response Mode


Use of Alternative Communications Methods  Request alternative communication devices (cell phones, pagers/beepers, workstations with E-mail capabilities, fax machine) from (Department, name)

5.4.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: None required.


Customer/Business Partner Notification: Notify business partners (need list of partners with contact name and number) of return to normal communications.

5.4.1.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

5.4.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.4.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell phones

Telephone system (already in facility)

Fax machines

Total Other Direct Charges


5.4.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).
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SECTION 6

OFFICE OF TRIBAL DEVELOPMENT & OPERATIONS


This section defines the business processes supported by the Office of Tribal Development & Operations (see Figure 6-1).  



Figure 6-1.  Office of Tribal Development & Operations
There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Office of Tribal Development & Operations does not require a Y2K Business Continuity Plan.  This Office performs the following business process:

1. Provide general administrative support.  Certify vouchers and invoices.  Review contract proposals.  Initiate modifications.  Perform renewal and budget reviews.  Perform Contract Proposal Liaison Officer functions.  Initiate Indian Self-Determination requests.  Determine eligibility, technical assistance.

2. Act as advocate for tribes, handle complaints, and interact with Government and state agencies as needed.  Perform technical monitoring/site visits/budget contract and grants.

3. Distribute Indirect Cost & Direct Contract Support Costs.  Produce the Contract Support Costs report to Congress.  

4. Allocate CHR & EMS funding.  Coordinate CHRIS II reports and new reporting system, CHR Training Coordinating and Joint meetings, CHR & EMS National policy and program implementation.  Assist with Self‑Governance pre‑negotiations, Area OSG functions, OSG Liaison, IPA/MOA Base funding.  Support IPA/MOA Base funding determinations and processing for compacts and contracts.  

5. Process RSSC funds.

SECTION 7

OFFICE OF PROGRAM PLANNING & EVALUATION


This section defines the business processes supported by the Office of Program Planning and Evaluation and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.


The Office of Program Planning and Evaluation is organized into component divisions, as shown in Figure 7-1.  The business processes of each office and division are defined in the following subsections.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.



Figure 7-1.  Office of Program Planning & Evaluation
7.1  DIVISION OF PLANNING

1. Gather & analyze data & calculate Level of Need Funded.  Apply Resource Allocation Methodology for distribution of new non-earmarked funds.  Determine Staffing and Resource Requirements to meet programmatic and operational needs of existing and newly planned facilities.  Apply Phase I & II of Health Facilities Construction Priority System.  Develop Program Justification Documents & Program of Requirements.  Coordinate planning/evaluation activities in the Area and prepare response to inquiries and reports.

2. Perform data analysis for divisibility of Program Funds - analyze workload & population data and calculate tribal proportion of direct program funds.  Self Governance- participate in Area negotiations; determine tribal proportion for direct funding & Tribal Shares for administrative funds.  

3. Monitor SU M/M activity for fund certification and regulatory compliance.  Prepare reports, and provide information as requested.  Provide service unit M/M Spending Plan guidance and technical assistance.  Review service unit staffing patterns.  Provide special studies and reports as requested.

7.2  DIVISION OF MANAGEMENT INFORMATION SYSTEMS

1. Provide management information systems technical support that includes the following: 

· Identify prior to each new implementation hardware/software needs

· Support the installation of new computer and telecommunications equipment

· Support the design of ADP/Telecommunications rooms and development of facility connectivity plans

· Manage RPMS site and various applications

· Develop and/or modify RPMS applications for Area specific needs not addressed by OIRM development staff

· Test, disseminate, and install all new RPMS application software including subsequent upgrades and patches

· Evaluate office automation software for network use

· Provide the service (labor and parts) required to diagnose and repair unanticipated  hardware/software failures

· Acquire the support services necessary to maintain adequate hardware/software functionality

· Evaluate and recommend Area ADP strategic policy for Agency strategic plans

· Develop annual division goals, objectives, and work plans

· Function as Area Information Systems Coordinator

· Provide and maintain a reliable, high speed communications network for the receipt and/or transmission of core data to the IHS data center

· Provide data entry into and retrieval from IHS data systems as needed

· Receive and/or transmit core data to the IHS Data Center

· Operate Area Office computer equipment as appropriate

· Operate an Area-wide Help Desk 5 days per week, 10 hours per day to answer user questions as appropriate

· Ensure that all hardware and software ordered is compatible and adequate to support IHS requirements

· Provide support services to install and maintain an local area networking (Banyan Vines)

· Ensure the availability, confidentiality, and security of information systems within Federal guidelines

7.2.1  Core Business Process 1: Provide Management Information Systems (MIS) Technical Support


The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

7.2.1.1  Key Continuity Planning Information


Table 7-1A, Process Information for Core Process 1: Provide Management Information Systems (MIS) Technical Support, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

7.2.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 7-1B, Continuity Information for Core Process 1: Provide Management Information Systems (MIS) Technical Support, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

7.2.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 7-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:
PROVIDE MANAGEMENT INFORMATION SYSTEMS (MIS) TECHNICAL SUPPORT

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provide MIS Technical Support for:

-
RPMS

-
ARMS

-
CHS

-
E-mail

-
LAN

-
WAN

-
Servers

-
Intranet

-
Dial-up communications
Provide feedback to customer within 4 hours of complaint/problem
Area office personnel

Service unit personnel
HQ (E, W)

Blue Cross/Blue Shield (Medicare intermediary)

Unisys (Medicaid Intermediary)

Vendors
RPMS

-
ARMS

-
CHS

LAN

WAN

E-mail

Servers

Intranet

Telephone

FAX

Workstations

Office Automation Packages

Sybase SQL

Modem

TABLE 7-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:
PROVIDE MANAGEMENT INFORMATION SYSTEMS (MIS) TECHNICAL SUPPORT

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS

-
ARMS
Application unavailable
HIGH: Customers unable to process procurements
TRIGGER: Application down

APPROACH: Coordinate with facility and IHS HQ to resolve the problem
None

RPMS

-
CHS
Application unavailable
MEDIUM: Customers unable to support contract Health Care Vendor Coordination
TRIGGER: Application down

APPROACH: Coordinate with facility and IHS HQ to resolve the problem
None

LAN
Network unavailable
HIGH: Needed to access RPMS, E-mail, servers, Intranet
TRIGGER: LAN down

APPROACH: See specific supporting systems and resources entries
None

WAN
WAN unavailable
HIGH: Needed to connect to CORE, FRS (financial reporting system), external e-mail, area facilities
TRIGGER: WAN down

APPROACH: Restore WAN
Telephone

Servers
Server unavailable
HIGH: Unable to access user files stored on server, Intranet and Internet applications, E‑mail, RPMS
TRIGGER: Server down

APPROACH: Recover individual files on backup server or user workstation; work with vendors to restore operations
Backup tapes

Existing backup server

Backup workstation

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

E-mail
Lack of electronic communication
HIGH: Customers unable to communicate
TRIGGER: E-mail down

APPROACH: Restore application
None

Intranet
Intranet unavailable
LOW: Customers unable to access information located on Intranet or use pager project located on Intranet
TRIGGER: Intranet unavailable

APPROACH: Work to restore Intranet functionality; distribute instructions and phone lists for paper system access through phone system
Hard copies of instructions and phone lists

Telephone/FAX
Lack of communication
HIGH: Unable to communicate with customers and vendors
TRIGGER: Telephone/FAX unavailable

APPROACH: Use alternative means of communication
E-mail

Cell Phones

Pagers/Beepers

Workstations
Workstations unavailable
HIGH: Required to access RPMS E-mail, office automation packages, dial-up communication
TRIGGER: Workstation unavailable

APPROACH: Use backup Y2K compliant workstation
Backup Workstation

Office Automation Packages
Applications unavailable
MEDIUM: Customers unable to run stand-alone applications
TRIGGER: Application unavailable

APPROACH: Restore applications
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Sybase SQL
Database unavailable
LOW: Used to support workers’ compensation database (non-critical application)
TRIGGER: Database down

APPROACH: Restore database
None

Modem
Dial-up communication unavailable
HIGH: Used to communicate with BCBS (Medicare intermediary) and Unisys (Medicaid intermediary) for processing billing claims
TRIGGER: Dial-up communication unavailable

APPROACH: Cut a tape or diskette to send to intermediary; restore application 
Tapes

Diskettes

7.2.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Print out instructions and phone lists from the pager project accessed through the internet for distribution in case access to the system is lost (complete by date – name)

· Backup all server files (complete COB 12/31/99 – name)
· Procure required resources for Y2K continuity and contingency planning (complete by December 10, 1999 – name)
· Publish list of numbers for all cell phones and pagers/beepers for use in contingency operations (December 17, 1999 – name)
· Publish list of E-mail addresses (internal to the hospital and external to employee’s homes, customer locations, and interface partners) (December 17, 1999 – name)
7.2.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 7-1B, Continuity Information for Core Process 1: Provide Management Information Systems (MIS) Technical Support.


Internal Notification Procedures:  (Name).will notify Area Office staff via memorandum of unavailability of data processing resource(s) with expected down time.  Updates will be provided twice a business day until the resource is restored.


Customer/Business Partner Notification:  None required.

7.2.1.6  Procedures for Operating in Response Mode


Coordinate with IHS HQ to Resolve RPMS Problems  (name) will coordinate with Area ISC (name, number) to coordinate problem resolution of RPMS system problems as per “Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service”


Restore WAN  (name) will coordinate with Area ISC (name, number) to coordinate problem resolution with WAN problems


Restore Servers/Server Files  Upon request from the users (name) will restore individual user files from the server backup tapes to the user’s workstation.  In addition, (name) will work with Severn to restore the server, and recover data from the backup files.  (need procedures for restoring user files to the user’s workstation?)


Restore E-mail System  (name) will restore the E-mail system and all E-mail messages saved on backup files (need name of e-mail vendor to coordinate problems with?)


Distribute Pager System Instructions/Phone List  (name) will distribute instructions and phone lists from the pager project to (need distribution list)


Restore Internet Access  (name) will restore the Internet access for the Area (need name of ISP vendor to coordinate problems with? Coordinate with IHS HQ?)


Restore Office Automation Package Functionality  (name) will restore the office automation package system functionality on user workstations (need name of vendor to coordinate problems with? Identification of web sites to possibly download Y2K compliant versions of software?)


Restore Sybase System  (name) will restore the Sybase database and data saved on backup files (need name/number of Sybase vendor to coordinate problems with?)


Use of Alternative Communications Methods  Request alternative communication devices (cell phones, pagers/beepers, workstations with E-mail capabilities) from (Department, name)


Obtaining Backup Y2K Compliant Workstations  (name) will coordinate installing backup workstations and transferring user files for users having workstation problems, and will coordinate getting the workstations restored with Severn

Restore Dial-Up Communications with FI  (name) will coordinate with the fiscal intermediaries (need name, number for Blue Cross/Blue Shield Medicare intermediary contact, Unisys Medicaid intermediary contact) to restore dial-up communications


Cut Tape for Fiscal Intermediaries  (name) will coordinate with the fiscal intermediaries (need name, number for Blue Cross/Blue Shield Medicare intermediary contact, Unisys Medicaid intermediary contact) and sent data via a tape or diskette (is there a tape or diskette drive available? Will FI accepts a tape or diskette? Do procedures need to be developed in advance?)

7.2.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: (name) will notify Area Office staff via memorandum that data processing resource(s) are back to normal operating mode.


Customer/Business Partner Notification: None required.

7.2.1.8  Procedures for Recovering Lost or Damaged Data


Need to verify that no server files (including user files and E-mail) are lost.

7.2.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

7.2.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Telephone system (already in facility)

Cell phones

Pagers/beepers

Backup server (already in facility)

Backup workstations with E-mail and LAN connectivity)

Total Other Direct Charges
Tape

Diskettes

7.2.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).


   X     Plan Review


   X     Plan Rehearsal (Desktop Exercise)


          Plan Rehearsal (Simulation)


          Plan Audit

7.3  STATISTICAL SERVICES


This section defines the business processes supported by the Statistical Services.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Statistical Services does not require a Y2K Business Continuity Plan.  The Statistical Services performs the following business process:
1. Respond to requests for statistics from tribal programs, universities, state government health agencies, and other federal agencies.

2. Coordinate the dissemination of revisions to the IHS Standard Code Book responding to questions of coding ambulatory and inpatient encounters.  Staff support for development of technical documents used in reports to IHS Headquarters, Tribal Health Programs or Tribal Governments.

3. Perform as Principle advisor to Area Office Program personnel, Tribal Health Programs, and State/Federal agencies for appropriate use of IHS statistical data.  Prepare, disseminate, and maintain statistical reports of ambulatory visits and inpatient discharges for Area health centers and hospitals.

4. Reviews status of data submission to the Albuquerque Data Center to prevent loss of data due to incomplete or inadequate download of facility data.  Develop statistical summaries used for determining direct funding allocations in self-governance or 638 contract negotiations.  Develop methodologies used for estimating allocation of administrative funding for self-governance or 638 contract negotiations.

5. Serve as Principle liaison with the Oklahoma State Department of Health coordinating disease surveillance of morbidity, mortality, and natality.  Prepare statistical reports submitted to IHS Headquarters for inclusion in documents responding to Congress and in support of budget requests.

6. Perform annual preparation of the Area/Service Unit Profile.  Provide assistance to tribal health programs in preparation of Tribal Health Profiles.

SECTION 8

OFFICE OF HEALTH PROGRAM SERVICES


This section defines the business processes supported by the Office of Health Program Services and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.


The Office of Health Program Services is organized into component divisions, as shown in Figure 8-1.



Figure 8-1.  Office of Health Program Services

The business processes of each office and division are defined in the following subsections.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.
8.1  DIVISION OF HUMAN SERVICES


This section defines the business processes supported by the Office Of Human Services.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Office Of Human Services does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. Provide and /or coordinate continuing education for Human Service personnel.  Evaluate Human Service personnel to determine the quality and appropriateness of patient care.  Review programs for quality of service delivered, efficiency and appropriate utilization of staff and other resources.  

2. Assist in preparation of Alcohol Program and Mental Health programs for accreditation.  Prepare budget proposals, allocate and administer resources to tribal human service/alcohol programs.  

3. Provide training for Human Service Staff , Medical personnel and others in sensitive areas such as domestic violence, abuse; and in the establishment and /or improvements of CQI programs; 

4. Provide intermediate and long range planning information for formulating future Alcohol and Mental Health prevention, intervention and treatment strategies.  Provide workload reports to IHS headquarters regarding quantity of services being provided as well as type of services, and on critical care areas (suicide).  

5. Coordinate Chemical Dependency Management Information Systems (CDMIS) program.  Coordinate Fetal Alcohol Syndrome and Fetal Alcohol Effects programs.  Development, identification and treatment protocols for Attention Deficit/Hyperactivity Disorder, learning disabilities and other chronic childhood disorders.  

6. Participate in development of treatment protocols for physical disorders with psychological components i.e., diabetes.

7. Provide personnel activity for MOA/IPAs for human services staff.
8.2  PHARMACY STAFF


This section defines the business processes supported by the Pharmacy Staff .  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Pharmacy Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. Perform personnel recruitment and management.  Coordinate training and serve as a liaison with schools and pharmacy organizations.  

2. Perform personnel activities for MOA/IPAs for pharmacists.  

3. Perform program evaluation, development of reporting formats, planning for pharmacy program, quality improvement and compliance with JCAHO and pharmacy standards of practice; 

4. Manage pharmacy computer system.  Regional Supply Service Center - provide extensive consultation regarding drug products, formulary, immunization issues, and the Prime Vendor program.

5. Coordinates Area HIV/AIDS - Consultation to SU and tribes regarding HIV/AIDS issues and program, coordinate reporting of HIV/AIDS data, and manage budget for HIV/AIDS program.  

6. Serve as chairperson for the Institutional Review Board (IRB) - review proposed research for protection of human subjects, maintain correspondence and records of research, review proposed publication, serve as liaison with HQ and National IRB

8.3  COMMUNICATIONS DISORDERS STAFF


This section defines the business processes supported by the Communications Disorders Staff.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Communications Disorders Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. (provide business processes)
8.4  MATERNAL AND CHILD HEALTH STAFF


This section defines the business processes supported by the Maternal And Child Health Staff.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Maternal And Child Health Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. Plan and develop comprehensive health services to Indian mothers, infants, and children.

2. Provide technical consultation and guidance to professional and auxiliary health personnel in MCH care.

3. Evaluate on-going Maternal and Child Health activities.  

4. Serve as a liaison with tribal, governmental, federal, state and local as well as professional and volunteer health and welfare agencies to improve maternal and child health.

8.5  DIVISION OF CONTRACT HEALTH SERVICES

1. Support contract health services (CHS) activities through negotiating, certifying, and overseeing contracts/agreements for specialized medical care.  Coordinate vendor relations to ensure on-going relationships for the benefit of the patient.  Coordinate activities with fiscal intermediary to ensure accurate and prompt payment of Contract Health Services claims; Coordinate data transmission activity to ensure accurate interface with finance system.

2. Coordinate submission of high cost cases for Catastrophic Health Emergency Fund reimbursement.

3. Coordinate the Area transplant registry and monitors the procurement of cyclosporine (anti-rejection drug).

4. Provide training and user support for Contract Health Management System software.  

5. Provide technical assistance, including program reviews, on all aspects of Contract Health Services operations.  Prepare financial and statistical reports for Area Office, Headquarters, Congressional and Tribes.

6. Conduct activities to close federal obligations for 638 and Self-Governance initiatives.

7. Investigate and rule on Contract Health Services appeals and inquiries from patients, providers, Headquarters, and Congress.
8.5.1  Core Business Process 1:  Support Contract Health Service (CHS) Activities


The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

8.5.1.1  Key Continuity Planning Information


Table 8-1A, Process Information for Core Process 1: Support Contract Health Service (CHS) Activities, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

8.5.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 8-1B, Continuity Information for Core Process 1: Support Contract Health Service (CHS) Activities, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

8.5.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
(name, title, phone number)




Responsible for Implementing the Plan:
(name, title, phone number)

TABLE 8-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:
SUPPORT CONTRACT HEALTH SERVICE (chs) ACTIVITIES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Support Contract Health Service (CHS) activities

-
Resolve patient or provider problems with CHS activities

-
Provide program support for customers not covered by Area Service Units

‑
Forward data to IHS HQ and fiscal intermediaries for payment for contract services
Respond to complaint from patients or provider within 4 hours

Provide Contract Health Care referral for urgent care within 24 hours of request

Forward data to IHS HQ and fiscal intermediaries within 30 days
Patients

Contract Care Providers
IHS HQ

Area facilities

Blue Cross/Blue Shield (Medicare intermediary)

Unisys (Medicaid intermediary)

Other IHS Area Offices
Telephone/FAX

E-mail

RPMS

-
CHS

Workstations

Office Automation Packages

Access

LAN

TABLE 8-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:
SUPPORT CONTRACT HEALTH SERVICE (chs) ACTIVITIES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone/FAX
Communication fails
HIGH: Unable to communicate with customers or interface partners
TRIGGER: Devices unavailable

APPROACH: Use alternative means of communication
Cell Phone

E-mail

E-mail
E-mail unavailable
MEDIUM: Unable to communicate with Area Facilities, IHS HQ, and other Area Offices
TRIGGER: E-mail unavailable

APPROACH: Use alternative means of communication
Telephone/FAX

Cell Phone

RPMS

-
CHS
Application unavailable
MEDIUM: Used to enter data necessary to pay Contract Care providers
TRIGGER: System down 15 days

APPROACH: Create a manual disbursement
Paper forms

Office Automation Packages

Access
Applications unavailable
MEDIUM: Used to create reports and memorandum
TRIGGER: Applications unavailable >1 week

APPROACH: Create reports manually
Typewriter

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Workstations
Workstation unavailable
MEDIUM: Used to access E-mail, RPMS, ACCESS, and Office Automation Packages
TRIGGER: Workstation unavailable

APPROACH: Use Y2K compliant backup workstation or see specific supporting systems and resources entries 
Backup Workstation

LAN
LAN unavailable
MEDIUM: Used to access E-mail, RPMS, and user files stored on server
See specific supporting systems and resources entries 
None

8.5.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Procure required resources for Y2K continuity and contingency planning (complete by December 10, 1999 – name)

· Identify or develop procedures for manually producing purchase orders (complete by date – name)
· Publish list of numbers for all cell phones, pagers/beepers and fax machines  for use in contingency operations (December 17, 1999 – name)
· Publish list of E-mail addresses (internal to the hospital and external to employee’s homes, customer locations, and interface partners) (December 17, 1999 – name)
8.5.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 8-1B, Continuity Information for Core Process 1: Support Contract Health Service (CHS) Activities


Internal Notification Procedures: None required.


Customer/Business Partner Notification:  Notify business partners (need list of partners with contact name and number) of alternative communications (cell phone number, fax machine number, e-mail address)

8.5.1.6  Procedures for Operating in Response Mode


Use of Alternative Communications Methods  Request alternative communication devices (cell phones, pagers/beepers, workstations with E-mail capabilities, fax machine) from (Department, name)


Obtain Backup Y2K Compliant Workstations  Request backup Y2K compliant workstations from Data Processing (name, phone number)


Manually Produce Purchase Orders/Disbursements  Need procedures, forms

8.5.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: None required.


Customer/Business Partner Notification: :  Notify business partners (need list of partners with contact name and number) of return to normal communications.

8.5.1.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

8.5.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

8.5.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Telephone system (already in facility)

Fax machines

Cell phones

Backup workstations with E-mail and LAN connectivity

Typewriters)


Total Other Direct Charges


8.5.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been check below, will be completed by (date).


   X     Plan Review


          Plan Rehearsal (Desktop Exercise)


          Plan Rehearsal (Simulation)


          Plan Audit

8.6  HEALTH PROMOTION & EDUCATIONAL STAFF


This section defines the business processes supported by the Health Promotion & Educational Staff.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Health Promotion & Educational Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. Perform personnel and program evaluation; plan and develop health education activities; support program resource management system.

2. Provide technical assistance in obtaining data for PL 94-437 health promotion objectives.  Assist in conducting needs assessments for communities/PID’s.  Implement comprehensive school health education in Indian communities.  Provide consultation support for Comprehensive School Health Education.

3. Prepare budget proposals and budget allocation.  Prepare requisitions and small contracts.  Prepare health education staff for JCAHO accreditation.  Serve on national/local committees.

8.7  DIABETES CONTROL STAFF


This section defines the business processes supported by the Diabetes Control Staff.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Diabetes Control Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. (provide business processes)
8.8  COMMUNITY HEALTH NURSING STAFF


This section defines the business processes supported by the Community Health Nursing Staff.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Community Health Nursing Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process: (determine which processes fall under Community Health Nursing Staff)

1. Serve as a nursing program consultant.  Assess program compliance with agency and JCAHO standards.  Interfaces with nursing education programs.

2. Perform recruitment and orientation of professional staff; career development and continuing education.  

3. Perform program budget justification and allocation.  

4. Analyze staffing requirements.  Identify equipment requirements.  Assist in facility construction planning.  Support information and data management.  Support nursing program objectives.  Respond to information requests.  

5. Provide technical assistance to RSSC on medical supplies relative to nursing care.  

6. Perform personnel activity related to MOA/IPAs for nurses.

8.9  HEALTH RECORDS STAFF


This section defines the business processes supported by the Health Records Staff.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Health Records Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. Perform personnel recruitment and management.  Perform training and liaison with schools and Health Information Management organizations.

2. Evaluate programs.  Provides technical assistance and quality improvement.  Develop and collect health records workload information.  Assure compliance with JCAHO standards.

3. Review Privacy Act compliance.  Review all contracts for Privacy Act clauses, compliance, and applicability.  Provide Privacy Act training and consultation.

4. Provide Freedom of Information Act (FOIA) training and consultation.  Coordinate all FOIA requests.

5. Provide consultation to RSSC concerning forms and health record needs.

6. Perform personnel activity related to MOA/IPAs for health record staff.

8.10  DIVISION OF CLINICAL NURSING


This section defines the business processes supported by the Division of Clinical Nursing.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Division of Clinical Nursing does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. Serve as a nursing program consultant.  Assess program compliance with agency and JCAHO standards.  Interface with nursing education programs.

2. Perform recruitment and orientation of professional staff; career development and continuing education.  

3. Perform program budget justification and allocation.  

4. Analyze staffing requirements, identifies equipment requirements, and assist in facility construction planning.  Support information and data management.  Support nursing program objectives.  Respond to information requests.  

5. Provide technical assistance to RSSC on medical supplies relative to nursing care.  

6. Perform personnel activity related to MOA/IPAs for nurses.

8.11  LABORATORY & RADIOLOGY STAFF


This section defines the business processes supported by the Laboratory & Radiology Staff.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Laboratory & Radiology Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. Perform professional and program consultation to health facilities and Tribes, including evaluation, technical assistance, and maintenance of workload data.  

2. Perform facility planning, construction, and re-modeling .

3. Assist facilities with obtaining and maintaining compliance with national accrediting standards and Federal laws.  Assist with interpretation of federal rules and regulations.

4. Serve as a liaison between HQ, Area, tribal, states, and other federal programs, as well as professional schools and organizations.

5. Perform recruitment and staff development.  

6. Develop and monitor professional services contracts.

7. Provide professional/technical consultation to RSSC on lab and x-ray supplies.

8.12  DENTAL STAFF


This section defines the business processes supported by the Dental Staff.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Dental Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process:

1. Certify procurements.

2. Evaluate quality of care of dental staff.  Recruit/orient dental staff.  Perform staff development/management.  Provide continuing dental education.  Provide training and utilization of area specialty consultants.  Support personnel activity related to MOA/IPAs for dentists and dental assistants.

3. Monitor dental health objectives (PL 94-437).  

4. Prepare dental clinics for JCAHO accreditation.  Serve on Area/national committees.  Provide consultation for field clinics.  Assist dental clinic expansion and construction including equipment purchases and PIDs.  Provide consultation for RSSC on dental items.

5. Perform dental health promotion, disease prevention, and public health services.  Perform policy planning, development, implementation, evaluation, and reporting.

6. Perform preparation of budget proposals, budget allocation, and budget management.  

7. Manage commercial contracts in support of clinical operations.  Prepare reports on quantity, quality, scope, and type of care provided.  Provide support of the dental management information system.

8.13  DIETETICS STAFF


This section defines the business processes supported by the Dietetics Staff.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Dietetics Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process (provide determination of which business processes fall under Dietetic or Nutrition Division):

1. Develop, plan, and implement the total Nutrition and Dietetic program for the Area.  Provide technical direction to the Dietary Manager in those SU without Dietitians.  Evaluate the overall dietary operations.

2. Prepare hospital dietary services for JCAHO accreditation.  Review all food service equipment and purchase requests and makes recommendations when requested.  Plan layout design and determines equipment requirements for new hospital facilities.  

3. Comply, evaluates, and reports on all SU and Area dietary activity.  Participate in area, state, and national committees.  Evaluate nutrition teaching tools and develop new materials as necessary.  Assist in developing and maintaining a current updated Area diet manual.

4. Recommend procedures for cost controls and subsistence items to be stocked at RSSC.  Support recruitment, staffing, and staff development for dieticians and nutritionists.  Monitor the food budget in area hospitals.

8.14  NUTRITION STAFF


This section defines the business processes supported by the Nutrition Staff .  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Oklahoma City Area Office to fulfill its mission and conduct its operations.  Therefore, the Nutrition Staff does not require a Y2K Business Continuity Plan.  This Division performs the following business process (provide determination of which business processes fall under Dietetic or Nutrition Division):

1. Develop, plan, and implement the total Nutrition and Dietetic program for the Area.  Provide technical direction to the Dietary Manager in those SU without Dietitians.  Evaluate the overall dietary operations.

2. Prepare hospital dietary services for JCAHO accreditation.  Review all food service equipment and purchase requests and makes recommendations when requested.  Plan layout design and determines equipment requirements for new hospital facilities.  

3. Comply, evaluate, and report on all SU and Area dietary activity.  Participate in area, state, and national committees.  Evaluate nutrition teaching tools and develop new materials as necessary.  Assist in developing and maintaining a current updated area diet manual.

4. Recommend procedures for cost controls and subsistence items to be stocked at RSSC.  Support recruitment, staffing, and staff development for dieticians and nutritionists.  Monitor the food budget in area hospitals.

section 9

summary matrix


One result of the business impact analysis for each of the identified core business processes has been the identification of critical dependencies on business-essential systems or other resources (desktop automation, telecommunications capability, power, etc.) which have a potential for experiencing a Y2K-induced failure.  In Table 9-1, these dependencies have been displayed across all of the core processes to provide an organization-wide view of process vulnerabilities.  Given that a Business Continuity Plan  is available for each process (row) in the table, and a contingency plan is available, under development, or being reviewed for each system/resource (column), this table serves as a summary of resources used across The Oklahoma City Area Office and the specific Contingency and Continuity Plans associated with each process.  

section 10

index to existing contingency plans


This section provides an index to contingency plans for the systems and other resources on which the Oklahoma City Area Office is dependent.  Table 12-1 lists each business-essential system and other resource that has been identified as requiring a Contingency Plan, the location of the plan (document section) if it exists (or the schedule and status of its development), and the Oklahoma City Area Office organization and individual responsible for the plan.  If the Oklahoma City Area Office is the “owner” of the system or resource, the identified Oklahoma City Area Office organization and individual is responsible for the development and maintenance of the plan.  The Oklahoma City Area Office may also have developed a Contingency Plan for a resource “owned” by a vendor or other third party.  In these cases, the Oklahoma City Area Office organization will have defined additional contingency measures for dealing with the failure of the resource, as well as relying on the vendor’s Contingency Plan.  A large part of the infrastructure on which the Oklahoma City Area Office’s business processes depend fall into this category.  The rows in Table 10-1 containing the Oklahoma City Area Office-developed plans are shaded.


If the system or resource is truly external to the Oklahoma City Area Office, the identified Oklahoma City Area Office organization and individual will be responsible for coordinating with the external owner to review the owner’s Contingency Plan.  If the external owner’s Contingency Plan is not satisfactory for the Oklahoma City Area Office processes, The Oklahoma City Area Office Business Continuity Plan for each process dependent on the resource should be enhanced to cover failure of the resource.


If acceptable work-arounds have been identified by the Oklahoma City Area Office process owners for the resource then the Contingency Plan only addresses the remedial actions that will be performed to bring the resource back up.

(Table 12-1 to be completed)

�  GAO/AIMD-10.1.19, Year 2000 Business Continuity and Contingency Planning, March 1998.


�  SSA, Business Continuity and Contingency Plan (updated).


�  FDA, Strategic Year 2000 Business Continuity and Contingency Plan, June 1998.
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