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EXECUTIVE SUMMARY

INTRODUCTION

Background


As with other federal agencies, the Indian Health Service (IHS) is addressing Y2K concerns.  IHS provides a comprehensive health services delivery system for American Indians and Alaska Natives with opportunity for maximum tribal involvement in developing and managing programs to meet health needs.  The Pawnee Indian Health Center helps to meet the IHS mission by providing health services to American Indians as it is one of three facilities that make up the Pawnee Service Unit in north-central Oklahoma.  The Pawnee Indian Health Center is organized into seven departments each responsible for particular functions and services, under the direction of the Service Unit Director.  These are the following:

· Administrative Officer

· Clinical Director

· Dental Services

· Human Services

· Facility Management

· Pawnee Benefit Package Program (PBPP) Contract Health Service (CHS)

· Improving Organizational Performance Office (IOP)


In addition, the Service Unit Director is responsible for a number of activities that support the Pawnee Indian Health Center’s services.


In fulfilling its mission, the Pawnee Indian Health Center uses a number of systems and infrastructure components to support its business processes.  Like most systems, these are vulnerable to failure due to Y2K problems, thus presenting a significant risk of disruption or failure of the Pawnee Indian Health Center’s core business processes.
  In response to the Y2K problem, the Pawnee Indian Health Center has initiated renovation programs for all application systems and infrastructure components essential to conduct the core business processes.  The Pawnee Indian Health Center also recognizes, however, that despite these efforts, there is still a significant risk that a system on which a Pawnee Indian Health Center business process is dependent may fail to operate properly during the Y2K time frame.  Thus, the Pawnee Indian Health Center has implemented rigorous business continuity planning designed to ensure that it is able to maintain an acceptable level of customer service until normal internal and external operations are restored.

Purpose and Scope of the Pawnee Indian Health Center Business Continuity and Contingency Plan


The objective of the Pawnee Indian Health Center business continuity planning is to ensure the successful operation of its core business processes through the date-sensitive Y2K period by identifying the potential Y2K-related risks to business operations and defining approaches and plans to address them.  This document, the Pawnee Indian Health Center Year 2000 Business Continuity and Contingency Plan, supports this objective in two ways:

· It documents the process by which the Pawnee Indian Health Center is conducting its continuity planning.  

· It serves as the repository of developed continuity planning information.  

Organization, Roles, and Responsibilities 


Dr. Church, IHS Chief Information Officer (CIO) initiated a business continuity planning effort as part of the overall Y2K Program and established an IHS BCCP team.  Area Office Directors are ultimately responsible for Year 2000 contingency planning and preparedness.  Area Office Y2K Coordinators are responsible for overall coordination of the Y2K contingency planning and preparedness.  Service Unit Directors are responsible for functional units, business impact analysis and continuum of patient care.  Health Care Facility Directors are responsible for developing, organizing, and planning of health care facility internal operations in preparation for Year 2000 contingencies.  They will assign lead individuals of each Functional unit in the health care facility.  

Methodology 


The IHS has adopted the structured approach to Y2K business continuity planning defined by the General Accounting Office (GAO).
  Figure ES-1 illustrates this approach, including four phases, each of which entails a set of key processes.  IHS activities have been carried out in accordance with the GAO guidance.
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Figure ES-1.  Year 2000 Business Continuity Planning Structure

Assumptions 


Some key assumptions and constraints in the Pawnee Indian Health Center’s operating environment when Y2K problems might occur include the following:

· It will be “Business as usual” at the start of the Year 2000.  That is, the Pawnee Indian Health Center will not scale back either the processes to be carried out or the expected workload.

· 1 January 2000 is the primary Y2K event.  However, the plans can also be used for other critical times (e.g., 1 October 1999, or 29 February 2000).

· Biomedical equipment may fail to function at a critical time and there is no backup or compliant equipment available in-house.

· Laboratory equipment may fail or be non-functional and there is no backup or compliant equipment in-house.

· There may be some, but not widespread, failures of infrastructure and services external to the Pawnee Indian Health Center resulting in loss of electrical, water, heating and telecommunications, coupled with ineffective or non-sustainable backup generation units.

· Resource Patient Management Systems (RPMS) or other computer application software may fail, disabling user to access critical patient data.

· If a problem is experienced, most resources and infrastructure components will be restored within 72 hours.  Sporadic problems may occur for 30 days.

Pawnee Indian Health Center Business Processes


The Pawnee Indian Health Center carries out a number of business processes in support of its mission.  These processes are shown in Table ES-1.  Those processes which, if the Pawnee Indian Health Center could not perform them, would result in an unacceptable impact on the business of the organization are considered core processes and are indicated in the table in boldface type.  For Y2K business continuity planning purposes, a core business process must also be sufficiently time critical that it could not be deferred for up to 72 hours or tolerate intermittent interruptions of less than 72 hours over a 30-day period.

Table ES-1.  Pawnee Indian Health Center Business Processes
(Core Processes Shown in Bold)

Service Unit Director’s Office

1.
Coordinates the Health Center Activities and ensures effective communication internally and externally.

2.
Consults and deals with tribal officials.

3.
Ensures Health Center regulatory and legal compliance.

4.
Ensures review and action on reports for accrediting agencies.

5.
Ensures internal controls to safeguard physical, financial, human resources.

6.
Ensures the monitoring of accuracy and reliability of financial data.

7.
Ensures the control of inventories and purchasing procedures.

8.
Ensures accountability reporting to the Governing Body.

administrative office

1.
Provides administrative guidance, support, and technical assistance.

2.
Supports all necessary personnel actions.

3.
Performs payroll services.
4.
Provides liaison function between the Management and local Union.

5.
Manages all aspects of supply:  issues and delivery, receiving processes, invoice reporting and payment, inventory control.

6.
Maintains coordination and accountability for Hospital and clinics, Medicare/Medicaid, Private Insurance, M & I, and preventive programs.

7.
Audits and reconciles accounts to ensure accuracy and validity of obligations, disbursements, and funds balances.

8.
Maintains a networking system of automated data processing systems; supports RPMS applications for clinical use.
9.
Maximizes reimbursement/collections from third party and alternate resources for beneficiaries that are eligible.

10.
Provides a Public Health Advisor to assist Tribal organizations with contracting procedures and the regulations of IHS for tribal contracts.

Table ES-1.  Continued

clinical director’s office

1.
Provides medical and ancillary services to the patient population; reviews refills and outside prescriptions; consults for referrals.
2.
Provides oversight of all clinical and ancillary medical services.

3.
Verifies credentials; recommends grants/denials of clinical privileges.

4.
Provides clinical nursing services to all patients and site staff; provides support for medical services and consults for referrals.
5.
Performs a variety of tests of patient medical related specimens; provides for inventory and control of inventory.

6.
Provides general diagnostic medical imaging services; coordinates the contract mobile mammography unit, ultrasound unit.

7.
Provides audiology services.

8.
Provides medical record services to the patient, medical staff, administration, private and contractual services.

9.
Maintains statistical data; provides guidance to clinical staff regarding confidentiality, Privacy Act issues, and various legal issues.

10.
Performs optometry services.

11.
Provides pharmacy services for eligible outpatients, and supervises the storage and delivery of pharmaceuticals within the facility.  Provides drug information to physicians, nurses, and other health professionals, concerning all aspects of drug therapy.
12.
Provides nutrition services

13.
Provides public health nursing services through home visits; consults with area tribes to provide home visits.
14.
Provides Women Infant and Children Program (WIC) clinic coverage, well child clinics, and immunization programs.

15.
Provides safe water and sewer systems to Indian families.  Inspects all Tribal, Bureau of Indian Affairs (BIA), and IHS food service facilities, solid waste management, institutional environmental health, injury prevention, hazard communication, celebrations, emergency/disaster planning, epidemiological investigations, and vector control.

16.
Develops patient educational materials and takes leadership in Health promotion/disease prevention activities.

Table ES-1.  Continued

facility management office

1.
Maintains the facility physical plant, grounds, and utilities, building security, and provides housekeeping services.
2.
Ensures compliance with regulations and standards.

3.
Prioritizes maintenance work orders and deploys skilled tradesmen to complete jobs.

4.
Protects the safety and welfare of patients, visitors, and employees by providing security services.

5.
Manages the safety program.

6.
Manages an ongoing facility-wide process to collect and evaluate information about hazards and safety practices.

7.
Performs all technical bio-medical activities for the service unit, including apparatuses.

8.
Controls all mailroom activities for the Service Unit.

Dental Office

1.
Provides routine dental services including exams, x-rays, prophylaxis (cleaning).

human service’s office

1.
Provides counseling services, resources information, crisis intervention services, family counseling, technical assistance, psychiatric and psychological evaluations.

PBPP Contract health service’s office

1.
Processing enrollments, responds to requests for care, previewing explanation of benefits with claims, resolves any explanation of benefit discrepancies.  Generates purchase orders, issues denials or defers services and prints and mails them to providers and/or patients.
2.
Establishes and manages contracts with contract service providers.

3.
Processes notification of delivery of services.

Table ES-1.  Concluded

IMPROVING ORGANIZATIONAL PERFORMANCE OFFICE

1.
Operates with the mission to continuously improve the quality of care by application of appropriate guidelines and standards and achieve accreditation.

2.
Guides, supports and coordinates efforts (through application of JCAHO [as well as local, state, and federal guidelines and standards]), to achieve continuous assessment and improvement of the quality of patient care and service.  

3.
Provides assistance to governance, managerial, clinical, and support processes most affecting patient outcomes.  Encourages and facilitates cross-functional communication, problem solving, and Improving Organizational Performance (IOP).  Assists all services in data collection and analysis; provides technical assistance, training, and orientation necessary to improve the quality of care.  Monitors and documents (and intervenes appropriately) recognized/suspected problems to avoid risk to patients, staff and visitors.

CONTINUITY PLANS FOR PAWNEE INDIAN HEALTH CENTER CORE PROCESSES


The Business Continuity Plans focus on reducing the risk to the business of the Pawnee Indian Health Center from Y2K-induced failures by identifying potential failure scenarios and defining an alternative approach for conducting business should a failure occur.  The Pawnee Indian Health Center will strive to provide the same volume and quantity of services as delivered during normal operations.  Key components of the Pawnee Indian Health Center continuity plan are summarized below.

Preparation Activities


The actions the Pawnee Indian Health Center will perform prior to the expected date of failure due to Y2K are summarized below.

November 1999:

· Coordinate activities with the community emergency support organizations (police, fire, etc) to identify contact points and methods (James Norris, Service Unit Director).

· Develop a plan for communications with the community, other health care providers, and Pawnee Indian Health Center staff (James Norris, Service Unit Director).

December 1999:

· Publish and distribute internally a list of all contact information (phone, cell phone, fax) for use in contingency operations (James Norris, Service Unit Director).  

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (James Norris, Service Unit Director, and Office Directors).

· Provide other healthcare facilities within the Pawnee Service Unit with a list of contact information including emergency contact information (James Norris, Service Unit Director).

· Develop written instructions for using alternative sites or methods for submitting time and attendance data to Program Support Center (PSC); publish alternative site contact information; publish PSC’s contact information, and educate staff on procedures (Lorene Baker, Payroll).

· Verify the existence of a laptop computer/modem loaded with Time and Attendance Information Management System (TAIMS) and designate a staff member to keep it at home.  Provide the designated staff member with written instructions and published contact information to keep at home (Lorene Baker, Payroll).

· Ensure that manual index card file (for medical records) is available and up-to date (Denise Moore, Medical Records).

· Maintain adequate supply of necessary drugs and paper prescription instructions for patients (Bill Lavalley, Pharmacy).  

· Maintain adequate supply of materials required for the operation of the programmed electronic typewriter and test its operation (Bill Lavalley, Pharmacy)
· Keep nursing bag at public health nurse’s home (late December) and maintain adequate nursing supplies for it (Kayte Pratt, Public Health Nursing)

· Keep confidential list (only for access by public health nurse) of patients’ contact information (of those who have future appointments to utilize home nursing services) for use in contingency operations (Kayte Pratt, Public Health Nursing)

· Maintain personal car for use in contingency operations (Kayte Pratt, Public Health Nursing)

· Maintain adequate supply of paper psychological tests to evaluate patients (Jeanie Findahl, Human Services)

· Maintain adequate supply of bottled water (Janet Gonzales, Facility Management)

· Develop a plan for relocation of offices (Al Brown, Facility Management)

· Test operation of heating units necessary to keep identified offices open (Al Brown, Facility Management) 

· Insert letter that includes alternative contact information in weekly mailing to contract care providers (Maryellen Birdinground, PBPP Contract Health Services)

· Obtain a list of backup medical devices and locations from the Facility Department and post (Dr. Robert F. Chesbro, Medical Services)

· Ensure staff training is up-to-date on possible manual interventions necessary due to the malfunction of medical devices (Dr. Robert F. Chesbro, Medical Services)

· Determine procedures for Bio-hazardous and excess waste disposal ( Al Brown, Facility Preparation Procedures)

· Develop list of backup medical devices and locations for use in contingency operations (Al Brown, Facility Preparation Procedures)

Customer and Business Partner Notification


If problems are experienced due to Y2K, which disrupts normal operating procedures, the following customers and business partners will be notified as appropriate to the modified procedures:

Community Notification


The Service Unit Director will coordinate with customers and information interface partners to coordinate communication outside the Pawnee Indian Health Center (James Norris).

Patient Notification


Patients will be contacted regarding cancelled appointments and rescheduled appointments (Lisa McDaniel, Clinical Nursing; Kayte Pratt, Public Health Nursing; Jeanie Findahl, Human Services).  

Procedures for Operating in Response Mode


The procedures that the Pawnee Indian Health Center will use in the event problems are encountered due to Y2K are summarized in Table ES-2.  The actual procedures to be followed will depend on the exact nature of the problem.  See the individual continuity plans for more detailed scenarios and processes.

Table ES-2.  Summary of Business Continuity Plans for Core Processes

Organization/Process
Approach for Continuing Business

Service Unit Director’s Office

Core Process 1: Coordinates the Health Center Activities and ensures effective communication internally and externally.
(
Use cell phone numbers, back up power failure telephone, Walkie-Talkies to communicate internally and externally.

(
Post signs regarding the status of Pawnee Indian Health Center’s services (at Center and in community).

Organization/Process
Approach for Continuing Business

Administrative Office

Core Process 3: Performs payroll services.
(
Input data at alternative sites and send transaction tapes to PSC.

(
Contact and coordinate with PSC help desk to have staff paid at base hours.

Core Process 8: Maintains a networking system of automated data processing systems
(
Communicate with vendors and Area Office to restore operations.

(
Communicate with internal staff to resolve problems.

(
Use backup Y2K workstation to access applications for specific customer needs.

Table ES-2.  Continued

Organization/Process
Approach for Continuing Business

Clinical Director’s Office

Core Process 1: Provides Medical Services.
· Use cell phones to respond to requests from contract health care providers and to communicate with patients.

· Contact the Facility Department for support in fixing equipment.

· If shortage of water, or lack of ability to sterilize equipment, wherever possible utilize disposable equipment.  Coordinate with Al Brown, Facility Department, for the removal of excess waste products.

· Contact the Facility Department regarding disposal of bio-hazardous waste products.

· Use backup equipment as appropriate.  See list developed by the Facility Department of backup devices and device locations.

· Use manual interventions as appropriate.

Core Process 4: Provides Clinical Nursing Services
(
Use cell phones to contact internal staff and respond to contract health care providers.

(
Respond to customers regarding the status of the health services offered by the Center.

Core Process 8: Provides Medical Record Services
(
Use cell phones to contact internal staff and contract health care providers to respond to their requests.

(
Manually pull medical charts using manual index card file.

Core Process 11: Provides Pharmacy Services
(
Use programmed electronic typewriter to print labels.

(
Use paper-copied instructions for patients.

(
Use textbooks, journals or call local commercial pharmacy to research drug interactions.

Table ES-2.  Continued

Clinical Director’s Office (Concluded)

Core Process 13: Provides Public Health Nursing Services
(
Use cell phones to contact internal staff and have available a confidential list of phone numbers of patients to contact or visit.

(
Use personal car to visit patients.

(
Purchase supplies from local commercial pharmacy/retail store used for nursing bag.

Organization/Process
Approach for Continuing Business

Human Service’s Office

Core Process 1: Provides Human Services
(
Use cell phone numbers, mail services, and/or FAX to communicate with patients, outside agencies, and internal staff.

(
Use a typewriter or manually develop necessary reports.

(
Request paper medical records from medical records department.

(
Refer to paper calendar to schedule patients.

(
Provide patients with paper-copy of psychological tests and handscore results

(
Perform research at local library.

(
Coordinate with Finance to cut manual purchase orders if emergency situation.  

(
Perform home visits when appropriate.

(
Use alternative method of coaching when appropriate..

Table ES-2.  Continued

Organization/Process
Approach for Continuing Business

Facility Management Office

Core Process 1: Provides Facility Management Services
(
Check status of services and communicate and work with vendors to restore services.

(
Use the PA system to broadcast fire alerts.

(
If elevator is not working, post signs of its status.

(
Use backup generator.

(
Use bottled water.

(
Coordinate latrine usage with other area facilities.

(
Use window heating units.

Organization/Process
Approach for Continuing Business

PBPP Contract Health Services

Core Process 1: Provides Contract Health Services
(
Use cell phones, FAX, mail services, to communicate with providers, patients, families.

(
Obtain patient demographic data from paper medical records.

(
Manually keep in alphabetical order issues or approvals or denials.  Issue when systems become available. Keep track of time when communications are unavailable so that time is not counted for the 72-hour notification period.

(
Manually issue purchase orders and travel orders.

(
Perform manual reconciliations.

Recovering Lost or Damaged Data


Upon return to normal operating mode, the following procedures will be followed to recover lost or damaged data:

· If utilizing base pay, payroll personnel will reconcile.

· Coordinate with medical records department to ensure that patient scheduling information is updated.

· Enter updated patient information and schedule data into Resource Patient Management Systems (RPMS) when system is available.

· Keep a manual log of nursing services provided to home patients and give to Patient Care Component (PCC) operator for data entry.

· Enter updated purchase order and denials information when systems restored.

CRITICAL DEPENDENCIES AND ASSOCIATED CONTINGENCY PLANS


One result of the business impact analysis for each of the identified core business processes has been the identification of critical dependencies on business-essential systems or other resources which have a potential for experiencing a Y2K-induced failure.  For the Pawnee Indian Health Center, critical dependencies were found in the areas of software applications (RPMS and PC software packages), communications hardware, building infrastructure, medical devices, and public infrastructure components.


A Contingency Plan is needed for each of the resources identified across the full set of Business Continuity Plans.  These Contingency Plans focus on the specific resource and the steps to be taken to restore the resource in the event of a Y2K failure.  How these plans are handled depends on whether the resource is the responsibility of Pawnee Indian Health Center or whether the resource is the responsibility of an external organization.


If Pawnee Indian Health Center is responsible for the resource, then an organization within the Pawnee Indian Health Center is responsible for the development and maintenance of the associated Contingency Plan.  The Contingency Plan will include preparation procedures, procedures for restoration of resources as well as procedures for executing the plan.  Additionally, the plan will detail the specific roles and responsibilities for certain staff in carrying out the plan.  The Contingency Plan may also include the identification of backup 

resources that may be required in order to continue delivering services to primary customers during the resource restoration phase.


If the resource is external to Pawnee Indian Health Center, an organization and individual within the Pawnee Indian Health Center has been designated to coordinate with the external owner, review the owners Contingency Plan, and maintain a status report of the Contingency Plan for that resource.  The Contingency Plan for an external resource may define a course of action or levy specific requirements on the systems/resources with which it interfaces.  In addition to impacting the contingency planning, external resources also impact the Pawnee Indian Health Center business continuity planning in a significant way.  If the external owner’s Contingency Plan is not deemed satisfactory by the Pawnee Indian Health Center business process owners, the Business Continuity Plan for each process dependent on that resource will address how to cover its failure with respect to meeting minimum levels of service.  Because of the impact of external resources on both the Business Continuity Plans and the Contingency Plans for which Pawnee Indian Health Center is responsible, open and frequent communication among all affected business partners has been, and will continue to be, a critical part of the planning process.

RESOURCES FOR IMPLEMENTING CONTINUITY PLANS


As part of the continuity planning process, the Pawnee Indian Health Center business owners identified the costs expected to be incurred if the plans needed to be invoked.  The Pawnee Indian Health Center determined that it would require overtime hours for existing Pharmacy and Data Processing staff to continue to meet the challenges of performing their functions while operating in response mode.  The Pawnee Indian Health Center also identified the following equipment that is necessary for the staff to continue to perform their core business processes:

· Cell Phones

· Walkie-Talkie

· Laptop loaded with TAIMS

· Workstations

· Backup Power-Failure Telephone

· Telephones

· Backup Generator

· Programmable Typewriter

· Typewriter

· FAX

· PA System

· Heating Units

· Backup Medical Equipment

· Disposable Equipment
Refer to Section 11.2 for more detail regarding this equipment.  The Pawnee Indian Health Center also identified mail services and bottled water as other direct charges that it may incur while operating in response mode.

TESTING OF THE PLANS 


The objective of Business Continuity Plan testing is to reliably estimate the extent to which individual plans are capable of providing the desired levels of service for the core business process.  Contingency Plan testing will verify how well the organization is prepared to restore a system or resource that has failed.  Testing will also indicate whether a given plan can be implemented within the necessary time period, and will provide an opportunity to make adjustments to the plan, particularly with regard to the facilities available and resources required.  The test process allows the staff to become familiar with the procedures and external contacts that may be involved and allows the opportunity for a detailed assessment of the cost of actual implementation of planned measures.


The Pawnee Indian Health Center has determined to utilize a testing strategy consisting of a plan review, plan rehearsal (desktop exercise), and a plan audit to determine the viability of the Business Continuity Plan.  The training on and testing of plans will be completed by 30 July 1999.  The Oklahoma City Area Office Y2K Committee will be performing the audit of the Pawnee Indian Health Center Business Continuity Plan.

SECTION 1

introduction

1.1  BACKGROUND


The Indian Health Service (IHS) provides a comprehensive health services delivery system for American Indians and Alaska Natives with opportunity for maximum tribal involvement in developing and managing programs to meet health needs.  The IHS currently provides health services to approximately 1.5 million American Indians and Alaska Natives who belong to more than 557 federally‑recognized tribes in 34 states.


The mission of the Indian Health Service, in partnership with American Indian and Alaska Native people, is to raise their physical, mental, social, and spiritual health to the highest level.  The goal of the IHS is to assure that comprehensive, culturally acceptable personal and public health services are available and accessible to American Indian and Alaska Native people.  


To carry out its mission and to attain its goal, IHS (1) assists Indian tribes in developing their health programs through activities such as health management training, technical assistance, and human resource development; (2) facilitates and assists Indian tribes in coordinating health planning, in obtaining and utilizing health resources available through Federal, State, and local programs, in operating comprehensive health care services, and in health program evaluation; (3) provides comprehensive health care services, including hospital and ambulatory medical care, preventive and rehabilitative, and development of community sanitation facilities; and (4) serves as the principal Federal advocate for Indians in the health field to ensure comprehensive health services for American Indian and Alaska Native people.


The Pawnee Service Unit helps to meet the mission of IHS by providing health services to over 15,000 American Indians.  The Pawnee Indian Health Center is one of three facilities that make up the Pawnee Service Unit in north-central Oklahoma.  The Center has two physicians assigned to it and offers ambulatory healthcare, dentistry, human services, optometry, community health nursing, pharmacy, laboratory, radiology, and nutrition services.  It records approximately 18,500 outpatient visits each year.


One of the main issues facing the Pawnee Indian Health Center today is the Year 2000 (Y2K) problem.  Since the inception of automated information systems, dates have most often been stored with two-digit year formats.  Now, with an impending century change, systems throughout IHS are vulnerable to failure due to incorrect interpretation or processing of two-digit year data.  Affected resources include patient data systems and health claim billing system software; embedded microprocessors found in biomedical devices and infrastructure components such as elevators, heating, and security systems; and electronic interconnections or interfaces.


Dates are a critical element in computer systems processing.  In general, most dates programmed in computers are based on a two-digit year field: for instance, “97” rather than “1997.”  The high cost of data storage in the early days of computing is the primary reason why a two-digit rather than four-digit year field has been the norm among system developers.  The current potential problem stems from when the Year 2000 is entered or calculated as “00,” systems may not recognize it as the correct year and programs may fail, reject legitimate year entries, or yield erroneous results.


The problem affects computations that calculate age, sort by date, compare dates or perform other specialized date-related tasks.  The problem can affect mainframe, mid-range, and personal computers alike.  The two-digit year field can also be found in microcode, operating systems, software compilers, applications, queries, procedures, screens, databases, biomedical equipment, facilities components, laboratory instruments, operating room equipment, and their relevant analysis and reporting data—anywhere there are components which use embedded microprocessors.


Although everyone is working diligently to ensure that a high percentage of Y2K and related problems will be resolved in a timely and effective fashion for the IHS, it must be anticipated that some things will be overlooked or not completed on time.  It is also a realization that there are things beyond IHS’ control that could affect its year 2000 initiatives.


Despite best efforts to renovate, validate and implement our mission-critical information systems, IHS, among other federal agencies, remains vulnerable to the disruption of its business processes.  Because IHS is highly dependent upon information technology to carry out its business, Y2K-induced failures of one or more mission-critical systems will have a significant (if not severe) impact on its ability to deliver vital services.


The risk of failure is not limited to IHS’ internal information systems.  IHS also depends on external information and data provided by its business partners that include other federal, state and local agencies, as well as private sector organizations.  Finally, like every other organization, IHS also depends on services provided by the public infrastructure, such as electric power, water and sewer, transportation, and voice and data communications.


Because of the various risks, known and unknown, IHS must build Business Continuity and Contingency Plans (BCCP) to reduce the potential impact of Y2K-related business process failures.  IHS must look ahead and examine the possible ramifications of these failures and plan to mitigate Y2K risks, not only in its own business operations, but also how these risks affect its partners and infrastructure service providers.  One weak link in the chain of critical dependencies and even the most successful Y2K program implementation will fail to protect against major disruption of IHS business operations, something which IHS cannot afford.


This document contains the Year 2000 Business Continuity and Contingency Plan for the Pawnee Indian Health Center operations.  

1.2  THE Y2K PROBLEM WITH RESPECT TO THE PAWNEE INDIAN HEALTH CENTER


The purpose and mission of the Pawnee Indian Health Center is to provide health services to American Indians residing in the Pawnee Service Unit.  The Pawnee Indian Health Center is one of three facilities that make up the Pawnee Service Unit in north-central Oklahoma.  It originally opened as a hospital but closed in 1981 and reopened to only offer ambulatory services.  Unlike most IHS hospitals, it does not offer emergency or inpatient surgery services.  Normal operating hours are eight hours Monday through Friday.  The Pawnee Indian Health Center is Joint Commission on Accreditation of Healthcare Organizations (JCAHO)‑accredited and is unique in that it offers the Pawnee Benefit Package Program (PBPP) which is similar to a private health insurance policy.  This was instituted after the hospital closed to provide enrollees emergency room, hospital, and outpatient surgery services.  Those eligible may select any provider for necessary inpatient or emergency services that are covered under the plan.  The Pawnee Indian Health Center has two physicians assigned to it and offers ambulatory health care, dentistry, human services, optometry, community health nursing, pharmacy, laboratory, radiology, and nutrition services.  Approximately 18,500 outpatient visits are recorded each year with 10,000 of them attended by the two physicians.  The core medical services provided by the Pawnee Indian Health Center to its service population must continue in spite of problems experienced due to Y2K issues.  The core functions of the Pawnee Indian Health Center that must remain operational are those functions that support the provision of medical care, pharmaceuticals, mental health services, contract health services, public health nursing, facility management, and the maintenance of the payroll system and computer department.  


As shown in Figure 1-1, the Center is organized into seven major divisions under the Service Unit Director:

· Administrative Officer

· Clinical Director

· Dental Services

· Human Services

· Facility Management

· PBPP Contract Health Services

· Improving Organizational Performance (IOP)



Figure 1-1.  Pawnee Indian Health Center

In some cases, these divisions are either responsible for, or are an essential participant in, business processes that are critical to the mission of the Pawnee Indian Health Center.  To the extent that those core business processes are dependent upon systems or resources that may be subject to Y2K-related problems, a business continuity and contingency plan must be in place for the Pawnee Indian Health Center.

1.3  DEFINITIONS


This document makes use of several terms that may be unfamiliar or may have non‑standard meanings:

· Business Continuity Plan:  In the context of the Y2K program, a plan that focuses on a specific business process.  The plan describes the approach and steps that will be taken to ensure the process can continue in spite of disruptions to systems or infrastructure components.

· Contingency Plan:  In the context of the Y2K program, a plan that focuses on a specific business-essential system or other critical resource (e.g., a building).  The plan addresses how the organization will respond to the loss or degradation of the system or resource due to Y2K problems and describes the steps to be taken to ensure it is restored.

· Core Business Process:  A series of actions, functions, or transformations that, if the organization is unable to perform it, results in an unacceptable impact on the mission of the organization.  For Y2K business continuity planning purposes, a core business process must also be sufficiently time critical that it could not be deferred for up to 72 hours or tolerate intermittent interruptions of less than 72 hours over a 30-day period.

· Priority:  The relative priority of the core process in meeting the organization’s goals.

· Minimum Acceptable Level of Service:  The minimum acceptable level of output or service from the core process that will be minimally acceptable to the user or customer for a finite period of time if Y2K-related problems impact the normal level of service delivery.

· Customers:  The customers, recipients, or users of the service or output of the core process.

· Information Interface Partners:  Vendors, service providers, regulatory or reporting agencies, or other external organizations (other than customers) with which the core process exchanges information.

· Supporting Systems and Resources:  Systems and other resources (including facilities and infrastructure components) upon which the core process depends.

· Failure Scenarios:  Potential failure scenarios for each supporting system and resource that may occur due to Y2K problems

· Impact on Process: The nature and severity each failure scenario would have on the core process, should it occur.

· Trigger:  A predetermined event or set of circumstances that will force the contingency operating plan to be implemented.

· Approach for Continuing Operations:  The business continuity strategy that will be followed for each failure scenario.

· Contingency Resource Requirement:  The resources that will be required to perform the business process in the contingency mode of operations.

1.4  PURPOSE AND SCOPE OF THE Y2K BUSINESS CONTINUITY AND CONTINGENCY PLAN


The objective of business continuity planning is to ensure the successful operation of the Pawnee Indian Health Center’s core processes through the date-sensitive Y2K period by identifying the potential Y2K-related risks to business operations and defining approaches and plans to address them.  This document supports this objective in two ways:

1. It documents the process by which the IHS is conducting its continuity planning, ensuring that a consistent and comprehensive effort is being carried out throughout the IHS.

2. It serves as the repository of developed continuity planning information.  It identifies core business processes, the minimum acceptable levels of outputs and services, the systems and infrastructure components that are essential to support these processes, and the steps and resources necessary to provide basic services in the event of Y2K‑induced problems and to restore critical resources.


It is important to note that this plan does not address mitigation of risks inherent in the IHS renovation projects themselves.  What it does address is the possibility that unanticipated problems could render even a renovated application or infrastructure support system temporarily unusable.

1.5  ORGANIZATION OF THE DOCUMENT


The following is a brief description of the contents of this document, by section.


Sections 1-2 contain the background information, including definitions, methodology, assumptions, and issues.


Section 3 contains the identification of all business processes supported by the Service Unit Directors’ Office and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 4 contains the identification of all business processes supported by the Administrative Officer and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 5 contains the identification of all business processes supported by the Clinical Directors’ Office and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 6 contains the identification of all business processes supported by the Dental Service’s Office and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 7 contains the identification of all business processes supported by the Human Service’s Office and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 8 contains the identification of all business processes supported by the Facility Management’s Office and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 9 contains the identification of all business processes supported by the PBPP Contract Health Services’ Office and the identification of the core processes/subprocesses which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 10 contains the identification of all business processes supported by the Improving Organizational Performance Office and the identification of the core processes/subprocesses  which must continue in spite of problems experienced with Y2K.  This section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures in case of failure of supporting systems and resources.


Section 11 provides a summary matrix that identifies, across core processes, the critical dependencies for these processes on systems and other resources.  This section also contains a summary of the required resources across the Pawnee Indian Health Center for Y2K BCCP implementation.


Section 12 provides an index to contingency plans for the systems and other resources on which the Pawnee Indian Health Center is dependent.

SECTION 2

business continuity planning approach

2.1  organization, roles and responsibilities


An IHS BCCP team was established by Dr. Richard Church, IHS Chief Information Officer (CIO) in December of 1998.  The workgroup consists of the following individuals:

John Daugherty, Service Unit Director, Oklahoma Area

Russell Pittman, CIO, Alaska Area

Dr.  Dale Armstrong, CIO, Tucson Area

Nancy Williams, Albuquerque Area

Alyssia Chapman, IHS Headquarters (Uniband contractor))

Suzy Buckovich (Mitretek contractor)

George Haynes (Mitretek contractor)

Mary Ann Myers (Mitretek contractor)


After review of IHS BCCP activities to-date, the group developed templates and step-by-step procedures for development of a BCCP, and provided BCCP training to representatives across the IHS in January, 1999.  In addition to developing a BCCP for IHS Headquarters, the group is also developing BCCPs for one IHS Area Office (Oklahoma Area Office), one IHS hospital (Claremore Indian Hospital), and one IHS clinic (Pawnee).  It is anticipated that these documents can be used as models for other Area Offices, hospitals, and clinics.


Area Office Directors are ultimately responsible for Year 2000 contingency planning and preparedness.  Area Office Y2K Coordinators are responsible for overall coordination of the Y2K contingency planning and preparedness.  Service Unit Directors are responsible for functional units, business impact analysis and continuum of patient care.  Health Care Facility Directors are responsible for developing, organizing, and planning of health care facility internal operations in preparation for Year 2000 contingencies.  They will assign lead individuals of each Functional unit in the health care facility.  
2.2  METHODOLOGY


The IHS has adopted the structured approach to Y2K business continuity planning defined by the General Accounting Office (GAO).
  This approach includes four phases, each of which entails a set of key processes.  These phases are Initiation, Business Impact Analysis, Contingency Planning, and Testing.  Specific IHS approaches and activities in accordance with the GAO guidance are summarized below.  Figure 2-1 depicts the analysis and planning involved in IHS’s continuity planning process.


Figure 2-1.  Year 2000 Business Continuity Planning Structure

2.2.1  Initiation Phase


The GAO document, Year 2000 Computing Crisis: Business Continuity and Contingency Planning, Exposure Draft, is being used as the guide to the overall planning process.  The draft plans prepared by other government organizations, including the Social Security Administration (SSA)
 and the Food and Drug Administration (FDA)
, were reviewed and considered as working models for document organization and testing methods.


Core processes are identified through review of organizational statements, and interviews with senior site management.  As existing continuity, contingency, and disaster recovery plans are identified they are incorporated in the continuity and contingency planning for Y2K.


The key processes followed by IHS in the Initiation phase are:

1. Establish a business continuity project work group

2. Develop and document a high-level business continuity planning strategy

3. Identify core business processes

4. Define roles and assign responsibilities

5. Develop a master schedule and milestones

6. Implement a risk management process and establish reporting system

7. Assess existing business continuity, contingency, and disaster recovery plans and capabilities

8. Implement quality assurance reviews

2.2.2  Business Impact Analysis Phase


The principal objective of the Year 2000 business impact analysis is to determine the effect of mission-critical information system failures on the viability and operations of agency core business processes.  The business impact analysis examines business process composition and priorities, dependencies, cycles, and service levels, and, most important, the business process dependency on mission-critical information systems.


The key processes followed by IHS in the Business Impact Analysis phase are:

1. Define and document information requirements, methods, and techniques to be used in developing the business continuity plan

2. Define and document Year 2000 failure scenarios

3. Perform risk and impact analyses of each core business process

4. Assess and document infrastructure risks

5. Define the minimum acceptable level of outputs and services for each core business process

2.2.3  Contingency Planning Phase


Contingency planning integrates and acts on the results of business impact analysis.  The output of this process is a business continuity plan consisting of a set of contingency plans, with a single plan for each core business process and infrastructure component.


The key processes followed by IHS in the Contingency Planning phase are:

1. Assess the costs and benefits of identified alternatives and select the best contingency strategy for each core business process

2. Identify and document contingency plans and implementation modes

3. Define and document triggers for activating contingency plans

4. Establish a business resumption team for each core business process

5. Develop and document “zero day” strategy and procedures

2.2.4  Testing Phase


The objective of business continuity testing is to evaluate whether individual contingency plans are capable of providing the desired level of support to the agency’s core business processes.


The key processes followed by IHS in the Testing phase are:

1. Validate business continuity strategy

2. Develop and document contingency test plans

3. Establish test teams and acquire contingency resources

4. Prepare for and execute tests

5. Validate the capability of contingency plans

6. Rehearse business resumption teams

7. Update the business continuity plan based upon lessons learned and re-test if necessary

8. Update disaster recovery plans and procedures

2.3  ASSUMPTIONS AND CONSTRAINTS


Some key assumptions and constraints in the Pawnee Indian Health Center’s operating environment when Y2K problems might occur include the following:

1. It will be “Business as usual” at the start of the Year 2000.  That is, the Pawnee Indian Health Center will not scale back either the processes to be carried out or the expected workload.

2. 1 January 2000 is the primary Y2K event.  However, the plans can also be used for other critical times (e.g., 1 October 1999, or 29 February 2000).

3. Biomedical equipment may fail to function at a critical time and there is no backup or compliant equipment available in-house.

4. Laboratory equipment may fail or be non-functioning and there is no backup or compliant equipment in-house.

5. There may be some, but not widespread, failures of infrastructure and services external to the Pawnee Indian Health Center resulting in loss of electrical, water, heating and telecommunications, coupled with ineffective or non-sustainable backup generation units.

6. RPMS or other computer application software may fail, disabling user to access critical patient data.

7. If a problem is experienced, most resources and infrastructure components will be restored within 72 hours.  Sporadic problems may occur for 30 days.

2.4  business continuity plan TESTING


This section describes the procedures that will be used to ensure that the Business Continuity Plan is feasible and will, if its execution is necessary, provide the desired level of business process support.

2.4.1  Testing Objectives


The objective of Business Continuity Plan testing is to reliably estimate the extent to which individual plans are capable of providing the desired levels of service for the core business process.  Testing will also indicate whether a given plan can be implemented within the necessary time period and will provide an opportunity to make adjustments to the plan, particularly with regard to the facilities available and resources required.  The test process also serves as a drill for execution of the contingency measure (should it become necessary to implement) and allows the staff to become familiar with the procedures and external contacts that may be involved.  Finally, testing allows the opportunity for a detailed assessment of the cost of actual implementation of planned measures.

2.4.2  Testing Methods


Each section of the plan should be tested using appropriate methods as described below.  While emphasis will be placed on sections of the plan involving the highest-risk situations, each section will be tested appropriately, and refined as necessary, to reasonably ensure the continuation of business in the event of occurrence of the events for which the plans were defined.

To ensure validity, the plan will be reviewed and tested within the guidelines set forth in the GAO’s February 1998 Exposure Draft, Year 2000 Computing Crisis: Business Continuity and Contingency Planning.  These guidelines include provisions for three levels of testing: review, rehearsal, and audit.

Review


On completion, the plan will be reviewed at a level determined appropriate by the Office Directors for sections of the plan under their purview.  These reviews may range from a thorough review by cognizant managers to a more structured or formal review involving other knowledgeable groups to see that all necessary elements are provided.  Elements of the plans to be checked include, but are not limited to, provisions for staff training, variability of supplies such as forms to be used when reverting to a manual process, availability of backup facilities, availability of procedures, and triggers for return to normal operations.  All plans will be tested, at a minimum, through Plan Review.

Rehearsal


There are two types of rehearsal: desktop exercise and simulation.

Desktop Exercise

In the desktop exercise, the manager responsible for implementing the contingency plan will be advised of a hypothetical contingency situation.  The manager, or his designee, will then use the plan to work out a response to the situation.  The manager will answer questions that relate to the availability of trained staff, adequacy of the facilities, adequacy of the machines, and whether necessary forms and supplies are on hand.  At this point, the plan can be more accurately documented, and adjustments will be made either to the plan or to its execution environment should any part of the plan fall short of its objective.

Simulation

Simulation testing takes the desktop exercise a step farther.  In simulation testing, a component or office (or part of an office) will conduct real business as if in a contingency situation.  The simulation will be thorough enough to assure the manager that on-site personnel can handle the work, the necessary training has been carried out or scheduled, needed supplies are available, and the facility can be adapted to the contingency measure.  At this point, any inadequacy in the plan or the preparation will be remedied.

Audit


To ensure objectivity in assessing the IHS’ plans, selected plans may be reviewed or audited by independent contractors or other agencies.  Such reviews or audits will be used to assess the adequacy, feasibility, and accuracy of the plans, and may include testing.

2.5  PROCESS FOR UPDATING PLANS


Business continuity planning for Y2K is an ongoing activity, and, as such, changes and additions to the plans may need to be made to reflect changes in processes or resources.  The Service Unit Director will be responsible for ensuring that an updated version of the complete plan will be produced on an as-needed basis if a major change to any of the individual plans is necessary.

section 3

service unit director’s office


This section defines the business processes supported by the Service Unit Director and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Pawnee Indian Health Center to fulfill its mission and conduct its operations.


The Service Unit Director is responsible for the overall direction of the Pawnee Indian Health Center and the supervision of the seven divisions under his direction.  The Director is also responsible for communications both within the Pawnee Indian Health Center’s environment, and externally with the community and tribes within the Pawnee Service Unit.


The Service Unit Director performs the following business processes.  The core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Coordinates the Pawnee Indian Health Center’s activities by ensuring the establishment, provision, and implementation of organized management and administration functions throughout the service unit.  Ensures the effective communication mechanisms between and among organizational units, the medical staff, Administration, and the Governing Body.

2. Consults and deals with tribal officials who identify health problems requiring immediate service unit action, and responds to those concerns by redirecting resources (personnel, financial, and material) to effect a resolution.  Develops mechanisms for the implementation of policies established by the Governing Board.

3. Ensures the establishment, provision, and implementation of clinic compliance with applicable laws and regulations.

4. Ensures the establishment, provision, and implementation of prompt review of, and action on, reports and recommendations of authorized planning, regulatory, and inspecting agencies, assuring that such reports, with actions taken in response, are available in a timely manner to the accrediting agency.

5. Ensures the establishment, provision, and implementation of internal controls to safeguard physical, financial, and human resources.

6. Ensures the establishment, provision, and implementation of monitoring accuracy and reliability of financial data.

7. Ensures the establishment, provision, and implementation of control of inventories and purchasing procedures.  

8. Ensures the establishment, provision, and implementation of management systems of comprehensive accountability reporting to the Governing Body.

SECTION 3.1

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

SERVICE UNIT DIRECTOR’S OFFICE

CORE BUSINESS PROCESS 1:
COORDINATE PAWNEE INDIAN HEALTH CENTER ACTIVITIES

Created by:  Service Unit Director’s Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

3.1  CORE BUSINESS PROCESS 1:  COORDINATE PAWNEE INDIAN HEALTH CENTER ACTIVITIES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

3.1.1  Key Continuity Planning Information


Table 3-1A,  Process Information for Core Process 1: Coordinate Pawnee Indian Health Center Activities, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

3.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 3-1B: Continuity Information for Core Process 1: Coordinate Pawnee Indian Health Center Activities, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

TABLE 3-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:
Coordinate PAWNEE INDIAN HEALTH CENTER Activities

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Coordinate Health Center Activities

-
Coordinate ongoing operations of the Health Center

-
Coordinate liaison with community
Maintain communication for immediate and daily contact
Health Center staff

American Indians within the Pawnee Service Unit
Tribes

RSSC

Area Office

Contract Vendors

Service Unit Facilities
Telephone

Facility

TABLE 3-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:
Coordinate PAWNEE INDIAN HEALTH CENTER Activities
Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone


Lack of communication 
HIGH: Unable to communicate with internal staff and community
TRIGGER: Telephone system unavailable

APPROACH: Use alternative means of communication (backup power telephone, signs to community, PA system)
Cell Phone

Backup power failure telephone 

Walkie-Talkie

Facility
Facility unavailable 
MEDIUM: Need facility to access information materials to communicate
TRIGGER: Facility inaccessible

APPROACH: Use alternative means of communicating (signs in community, signs at facility)
Cell Phone

(INSERT TABLES 3-1A, 3-1B)

3.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
James Norris

Service Unit Director

(918) 762-2517  Ext. 214




Responsible for Implementing the Plan:
James Norris

Service Unit Director

(918) 762-2517  Ext. 214

3.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame, responsible person, and/or existing plan are indicated in parentheses.

· Coordinate activities with the community emergency support organizations (police, fire, etc) to identify contact points and methods (ongoing activity; James Norris; refer to the Pawnee Service Unit’s Emergency Preparedness Plan: Life Safety Management Policies And Procedures for contact names and telephone numbers)

· Develop a plan for communications with the community, other health care providers, and Pawnee Indian Health Center staff (November, 1999; James Norris; refer to the Pawnee Service Unit’s Emergency Preparedness Plan: Life Safety Management Policies And Procedures -- includes numbers for other service unit facilities, internal staff, and emergency support organizations; includes PA system and Walkie-Talkie mechanisms for communication in emergency situations)

· Publish and distribute internally a list of all contact information (phone, cell phone, fax) for use in contingency operations (December 1999, James Norris; refer to the Pawnee Service Unit’s Emergency Preparedness Plan: Life Safety Management Policies And Procedures) 

· Educate internal staff on communication plan and operations of alternative methods of communication (December, 1999; James Norris)

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999; James Norris)

· Provide other healthcare facilities within the Pawnee Service Unit with a list of contact information including emergency contact information (staff telephone and cell phone numbers, back-up power failure Pawnee Indian Health Center phone number) (December, 1999; James Norris)

3.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 3-1B, Continuity Information for Core Process 1: Coordinate Pawnee Indian Health Center Activities


Internal Notification Procedures:  The Service Unit Director (James Norris) will notify Pawnee Indian Health Center staff of the implementation of alternative communications or operations (e.g., cell phone).


Customer/Business Partner Notification:  The Service Unit Director (James Norris) will coordinate with customers and information interface partners (reference Table 3-1B, Continuity Information for Core Process 1: Coordinate Pawnee Indian Health Center Activities) to coordinate communication outside the Pawnee Indian Health Center.

3.1.6  Procedures for Operating in Response Mode


Implement alternative means of communication using cell phones and backup power failure telephone:  Use the distributed list of cell phone numbers to contact internal staff and external contacts; use back up power failure telephone to communicate; use Walkie-Talkies in emergency mode to communicate both internally and externally (refer to the Pawnee Service Unit’s Emergency Preparedness Plan:  Life Safety Management Policies And Procedures).


Implement alternative means of communications within the community regarding the status of the Pawnee Indian Health Center:  Post signs around the Pawnee Indian Health Center and in the community regarding the status of the provision of the Pawnee Indian Health Center’s services as well as contact information for other facilities.  
3.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  A message will be broadcast on the PA System notifying Pawnee Indian Health Center staff that normal communications has been restored (refer to the Pawnee Service Unit’s Emergency Preparedness Plan: Life Safety Management Policies And Procedures).


Customer/Business Partner Notification:  The Service Unit Director (James Norris) will coordinate with customers and information interface partners (reference Table 3-1B, Continuity Information for Core Process 1: Coordinate Pawnee Indian Health Center Activities) if necessary.

3.1.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

3.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

3.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phones (1)

Walkie-Talkie

  (already have)

Backup power failure telephone

  (already have)



Total Other Direct Charges
None identified

3.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

section 4

administrative officer


This section defines the business processes supported by the Administrative Officer and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Pawnee Indian Health Center to fulfill its mission and conduct its operations.


The Administrative Office is organized into component divisions: Finance, Administrative Support, Property and Supply, Public Health Advisor, and Business Office, as shown in Figure 1-1.  The business processes of the Administrative Officer and each division follows.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Provides administrative guidance, support, and technical assistance to the service unit.  Develops and implements administrative policies and procedures and fulfills all managerial responsibilities to ensure proper provision of administrative services.  Develops and maintains open lines of communication with other service unit components, ensuring that information on administrative/managerial requirements are properly disseminated, actions are initiated within the components co meet these requirements, follow-ups are made to maintain an adequate course of action toward fulfillment of requirements, and proper support is rendered to complete actions.

2. Supports all the necessary personnel actions on behalf of all managers, supervisors, commissioned officers, and employees.

3. Performs payroll services.
4. Provides liaison function between the Management and local Union officials.  Provides various information and interpretation services regarding the management of employees.

5. Manages all aspects of supply, including issues and delivery, receiving processes, invoice reporting and payment, supply performance and economy, and inventory control.  Manages procurement functions for supplies and equipment within a $5,000 delegation of authority.  Maintains all local records on the status of property accountability, which includes the location, condition, utilization, replacement, and disposal of equipment.  Manages transportation and motor; vehicles for supported departments to include all Health and Human Services (HHS)‑and Government Services Administration (GSA)‑owned vehicles assigned to the service unit.  Manages the warehouse storage and distribution system.

6. Maintains coordination and accountability over the following financial accounts:  Hospital and clinics, Medicare/Medicaid, Private Insurance, M & I, and special preventive health programs.

7. Audits and reconciles accounts to ensure accuracy and validity of obligations, disbursements, and funds balances.  Certifies appropriation and other funding source data on financial documents such as for purchases of services, supplies, equipment, travel and training.

8. Maintains a networking system of automated data processing systems to provide medical, financial, and organizational data to the service unit on a need to know basis.  Supports a variety of Resource Patient Management Systems (RPMS) applications for clinical use.  Serves as chief advisory source to administrative and managerial staff for automated systems.  Coordinates with Area Office for system upgrades and troubleshooting activities.  Plans, obtains, and implements ADP hardware and software for service unit staff.  Maintains integrity and security of all data within the computer system.

9. Maximizes reimbursement/collections from third party and alternate resources for which American Indians and other beneficiaries are eligible.  Plans, implements, directs, manages, and coordinates third party billings and collections.  Processes claims in the manual system or the automated “Third Party Billing System” and pursues collections; patient registration; assists patients in obtaining all available and alternate resource agencies.

10. Provides a Public Health Advisor to assist Tribal organizations with guidance of contracting procedures and the regulations of IHS for tribal contracts.

SECTION 4.1

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

ADMINISTRATIVE OFFICE

CORE BUSINESS PROCESS 3:
PERFORM PAYROLL SERVICES

Created by:  Administrative Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

4.1  CORE BUSINESS PROCESS 3:  PERFORM PAYROLL SERVICES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

4.1.1  Key Continuity Planning Information


Table 4-1A,  Process Information for Core Process 3: Perform Payroll Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 4-1B: Continuity Information for Core Process 3: Perform Payroll Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
Anita Redeagle, Ext. 215




Responsible for Implementing the Plan:
Lorene Baker, Ext. 213

TABLE 4-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 3:
PERFORM PAYROLL SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Perform payroll services
Submit timecard data to PSC by 2nd day of next payroll cycle
Health Center Staff
PSC
TAIMS

Workstations

Modem

Telephone 

Facility

TABLE 4-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 3:
PERFORM PAYROLL SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

TAIMS
TAIMS unavailable
HIGH: Used to submit time and attendance data to PSC
TRIGGER: TAIMS unavailable 1 day prior to payroll processing

APPROACH: Use alternative sites to input data and transmit to PSC or coordinate with PSC help desk to have staff paid at base hours
None

Telephone 

Modem
Telephone, modem unavailable
HIGH: Used to submit time and attendance data to PSC
TRIGGER: Telephone, modem unavailable 1 day prior to payroll processing

APPROACH: Coordinate with PSC help desk to transmit files using alternative means (e.g., E-mail file, Federal Express files)
Workstation (with E-mail software hooked up to WAN)

US Mail

Federal Express

Workstations
Workstation unavailable
HIGH: Unable to access TAIMS application
See above TAIMS entry
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Facility
Facility unavailable
HIGH: Unable to access TAIMS workstation
TRIGGER: Facility unavailable

APPROACH: Use laptop computer/modem loaded with TAIMS
Laptop computer/
modem loaded with TAIMS application

Telephone

4.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999; Lorene Baker)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Lorene Baker)

· Develop written instructions for using alternative sites or methods for submitting time and attendance data to PSC; publish alternative site contact information; and educate staff on the procedures (December, 1999; Lorene Baker)

· Publish PSC’s contact information (telephone number – 301/504-3000) (December, 1999; Lorene Baker)  

· Verify the existence of a laptop computer/modem loaded with TAIMS and designate a staff member to keep it at home.  Provide the designated staff member with written instructions and published contact information to keep at home (December, 1999; Lorene Baker)

4.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 4-1B, Continuity Information for Core Process 3: Perform Payroll Services 


Internal Notification Procedures:  Lorene Baker will notify payroll staff (TAIMS data entry staff in facility) to use alternative methods of submitting time and attendance data to PSC.


Customer/Business Partner Notification:  If utilizing base pay, notify staff.

4.1.6  Procedures for Operating in Response Mode


Implement alternative means of submitting time and attendance data to PSC:  If TAIMS is unavailable at the Health Center, contact already identified alternative sites to input data and transmit to PSC. Send transaction files to PSC using alternative mechanisms if required (e.g., E-mail, U.S. Mail, Federal Express).  If not able to submit time and attendance data to PSC, contact and coordinate with PSC help desk to have staff paid at base hours..  

4.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  Lorene Baker will notify TAIMS data entry staff to operate in normal mode.


Customer/Business Partner Notification: None required.

4.1.8  Procedures for Recovering Lost or Damaged Data


If base pay, reconcile.

4.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

4.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Laptop computer/modem loaded with TAIMS application (1)

Workstation (with E-mail service hooked to WAN)

Telephone (already have)

Total Other Direct Charges
Mailings to PSC (US Mail, Federal Express)

4.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)
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Date:___________

4.2  CORE BUSINESS PROCESS 8:  MAINTAINS A NETWORKING SYSTEM OF AUTOMATED DATA PROCESSING SYSTEMS


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

4.2.1  Key Continuity Planning Information


Table 4-2A, Process Information for Core Process 8: Maintains A Networking System of Automated Data Processing Systems, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.2.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 4-2B: Continuity Information for Core Process 8: Maintains A Networking System of Automated Data Processing Systems, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

TABLE 4-2A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 8:
MAINTAINS A NETWORKING SYSTEM OF AUTOMATED DATA PROCESSING SYSTEMS

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Maintains a networking system of automated data processing systems

-
Provide operational support for RPMS (including backups)

-
Provide RPMS ad-hoc report and query development

-
Support local area network (LAN) and wide area network (WAN) operations

-
Support Workstation and office automation

-
Coordinate with Area Office for system upgrades, troubleshooting activities
Provide feedback to customers within 1 workday of complaint/problem

Provide a stable operating environment
Pawnee Indian Health Center Staff
Area Office (system backups -- Information System Coordinator (ISC)

Severn (hardware maintenance)
RPMS Server

Banyan Server

RPMS applications (all modules supported by Pawnee Health Systems)

LAN

WAN

E-mail

Telephone

Workstations; RPMS terminals/Printers

Office Automation Packages

MMPI

Internet

Facility

TABLE 4-2B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 8:
MAINTAINS A NETWORKING SYSTEM OF AUTOMATED DATA PROCESSING SYSTEMS

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS Applications
Applications unavailable
HIGH: Customers unable to access RPMS (electronic medical files, purchase orders, schedules)
TRIGGER: Applications down

APPROACH: Coordinate with Area Office ISC to resolve the problem
Telephone

Cell Phone

LAN
Network unavailable
HIGH: Needed to access RPMS, E-mail, servers, Internet
TRIGGER: LAN down

APPROACH: Reconnect network printers to PCs for local printing where needed and work with Area Office ISC to restore LAN
Telephone

Cell Phone

WAN
Network unavailable
HIGH: Needed to connect to external E-mail, area facilities, Internet
TRIGGER: WAN down

APPROACH: Work with Area Office ISC to restore WAN
Telephone

Cell Phone

RPMS Server
Server unavailable
HIGH: Unable to access RPMS
TRIGGER: Server down

APPROACH: Work with Area Office ISC and vendor to restore operations
Telephone

Cell Phone

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Banyan Server
Server unavailable
HIGH: Unable to access LAN, WAN, E-mail or Internet
TRIGGER: Server down

APPROACH: Work with Area Office ISC and  vendor to restore operations
Telephone

Cell Phone

E-mail
Lack of electronic communication
HIGH: Customers unable to communicate
TRIGGER: E-mail down

APPROACH: Work with Area Office to restore application
Telephone

Cell Phone

Internet
Internet unavailable
LOW: Customers unable to access information located on Internet
TRIGGER: Internet unavailable

APPROACH: Work with Area Office ISC to restore Internet functionality
Telephone

Cell Phone 

Telephone
Lack of communication
HIGH: Unable to communicate with customers and vendors
TRIGGER: Telephone unavailable

APPROACH: Use alternative means of communications
E-mail

Cell Phones

Walkie-Talkie

Workstations; RPMS terminals/Printers
System unavailable
HIGH: Required to access RPMS, E-mail, office automation packages, Internet
TRIGGER: Workstation unavailable

APPROACH: Coordinate  with Area Office ISC to restore workstation; use backup Y2K compliant workstation
Backup Workstations

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Office Automation Packages

MMPI (and other psychological testing software)
Applications unavailable
MEDIUM: Customers unable to run stand-alone applications
TRIGGER: Application unavailable

APPROACH: Restore applications; use backup applications
None

Facility
Facility unavailable
HIGH: Need access to computer equipment to provide customer support
TRIGGER: Facility unavailable

APPROACH: Wait until facility restored to provide services
None

(INSERT TABLES 4-2A, 4-2B)

4.2.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
James Norris

Service Unit Director

(918) 762-2517 Ext. 214




Responsible for Implementing the Plan:
Frank Adson, Ext. 284

4.2.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999, Bill Lavelley)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Bill Lavelley)

4.2.5  Procedures for Invoking the Plan


Triggers:  Reference Table 4-2B, Continuity Information for Core Process 8: Maintains A Networking System of Automated Data Processing Systems


Internal Notification Procedures: Notify Department Heads and heavy system users of the unavailability of data processing resource(s) with expected down time.  Provide status updates twice a business day until the resource(s) is restored.


Customer/Business Partner Notification: None required.  

4.2.6  Procedures for Operating in Response Mode


Communicate with vendors and Area Office to restore operations.

Use already posted list of identified contacts.


Use backup Y2K workstation to access applications for specific customer needs:  Provide backup workstations with required software applications and backup user files where necessary to support user needs.  


Reconnect network printers to PCs for local printing:  If network down, identify priority areas for printing in the facility and reconnect network printers to stand-alone PCs.  Inform users of location of workstations with printers.
4.2.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: None required.


Customer/Business Partner Notification: None required.

4.2.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

4.2.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

4.2.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
2 hours/day per each day down

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phone (only require access)

Backup Y2K Compliant Workstation

  (already have)

Telephone (already have)

Walkie-Talkie (already have)

Total Other Direct Charges
None identified

4.2.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

section 5

clinical director


This section defines the business processes supported by the Clinical Director and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Pawnee Indian Health Center to fulfill its mission and conduct its operations.


The Clinical Director’s Office is organized into the following component divisions: Medical Services, Clinical Nursing Services, Lab and X-Ray Services, Audiology Services, Medical Records, Optometry Services, Pharmacy Services, Nutrition Services, and Public Health Nursing, as shown in Figure 1-1.  The Clinical Director and the specific division’s perform the following business processes.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Provides medical services and ancillary professional services to the patient population with special emphasis on preventive care.  Reviews refills and outside prescriptions.  Consults for referrals.  

2. Provides professional oversight of all clinical and ancillary medical services.  Coordinates the planning and management of multi disciplinary clinical programs.  Represents the direct clinical services and multi disciplinary programs in the senior management group of the service unit.  

3. Verifies credentials of professionals, and recommends granting or denial of membership in the Medical Staff, as well as granting or denial of clinical privileges.  Monitors the performance of its members through peer review.  

4. Provides clinical nursing services to all patients and site staff.  Provides support for medical services and consults for referrals.  

5. Performs a variety of tests of patient medical related specimens; provides for inventory and control of inventory, interrelates with medical staff on available in-house testing; and projects reference testing to outside laboratories.  Provides representation on service unit wide multidisciplinary committees.

6. Provides general diagnostic medical imaging services, provides most general diagnostic radiology procedures and coordinates the contract mobile mammography unit, ultrasound unit, etc.  Produces quality radiographs and maintains records consisting of patient exams, film counts, quality control on processor radiographs, equipment, and monitoring and evaluation activities.  Adheres to federal government requirements and JCAHO certification, accreditation, and safety requirements for medical imaging.  Participates in multidisciplinary patient care activities and committees.

7. Provides audiology services.

8. Provides medical record services to the patient, medical staff, administration, private and contractual services.  Pulls medical records as needed.  Maintains adequate medical records to ensure the maximum possible information about a patient, yet assures that the records are confidential, secure, current, authenticated, legible, and complete.

9. Maintains statistical data for administrative and other programs and provides guidance to clinical staff regarding confidentiality, Privacy Act issues, and various legal issues.

10. Performs optometry services.

11. Provides pharmacy services for eligible outpatients, and supervises the storage and delivery of pharmaceuticals within the facility.  Provides patients with appropriate instructions and other informative materials.  Provides drug information to physicians, nurses, and other health professionals, concerning all aspects of drug therapy.  Operates in conformance with federal, and other insofar as possible, Oklahoma State Laws and regulations.

12. Provides nutrition services.

13. Provides public health nursing services through home visits.  Consults with area tribes to provide home visits.

14. Provides the following programs: WIC clinic coverage, well child clinics, and immunizations.

15. Provides safe water and sewer systems to Indian families.  Inspects all Tribal, Bureau of Indian Affairs (BIA), and IHS food service facilities, solid waste management, institutional environmental health, injury prevention, hazard communication, celebrations, emergency/disaster planning, epidemiological investigations, and vector control.

16. Develops patient educational materials and takes leadership in Health promotion/disease prevention activities.

SECTION 5.1

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

CLINICAL DIRECTOR’S OFFICE

CORE BUSINESS PROCESS 1:
PROVIDES MEDICAL SERVICES

Created by:  Clinical Director’s Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

5.1  CORE BUSINESS PROCESS 1:  PROVIDES MEDICAL SERVICES  


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

5.1.1  Key Continuity Planning Information


Table 5-1A, Process Information for Core Process 1: Provides Medical Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-1B: Continuity Information for Core Process 1: Provides Medical Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

TABLE 5-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:
PROVIDES MEDICAL SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provides Medical Services

-
Review refills and outside prescriptions

-
Consult for referrals

-
Provide clinical services to site staff and drop-in patients
Respond to referral consultations within 1 hour of request (or initial call, if possible)

Review refills and outside prescriptions within 15 minutes of emergency request; 4 hours of normal request
Contract Healthcare Providers

Patients
None
Telephone

FAX

Facility

Infusion Controllers

Defibrillators

Sterilizers

Laboratory Equipment

TABLE 5-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:
PROVIDES MEDICAL SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone
Telephone unavailable
HIGH: Needed to consult for referrals and communicate with medical records staff to obtain records
TRIGGER: Telephone unavailable

APPROACH: Use alternative means to communicate for consultations, manually pull paper charts
U.S. Mail

Cell Phone

Walkie-Talkie



FAX
FAX unavailable
LOW: Used to consult for referrals
TRIGGER: FAX unavailable

APPROACH: Use alternative means of communication
Telephone

Cell Phone

US Mail

Facility
Facility unavailable
HIGH: Need to access patient information for referrals and prescription refills
TRIGGER: Facility unavailable

APPROACH: Wait until facility is restored to provide services
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Infusion Controllers (I.V. pumps, blood warmers, feeding pumps, PCA pumps)
Infusion controller not functional
HIGH: Unable to infuse medication, provide properly warmed blood, provide tube feeding, or allow self-administration of pain medication through I.V.
TRIGGER: Equipment unavailable

APPROACH: Use backup equipment if available.  Switch to gravity Dial-A-Flow.  Warm fluids with hot water bath.  Monitor for side effects for incorrect dosage being delivered by pump.  Institute appropriate manual interventions.
Backup medical equipment

Defibrillators
Defibrillators not functional
HIGH: Unable to defibrillate or cardiovert life-threatening heart conditions
TRIGGER: Equipment unavailable

APPROACH: Use backup equipment if available.  Continue appropriate CPR.
Backup medical equipment

Sterilizers
Sterilizers not functional
HIGH: Unable to sterilize equipment
TRIGGER: Equipment unavailable

APPROACH: Use backup equipment if available. Use disposable equipment when possible.
Backup medical equipment

Disposable equipment

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Laboratory Equipment
Laboratory equipment not functional
HIGH: Unable to perform laboratory tests
TRIGGER: Equipment unavailable

APPROACH: Use backup equipment if available. Use services of the Laboratory Services Department.
Backup medical equipment

(INSERT TABLES 5-1A, 5-1B)

5.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
James Norris

Service Unit Director

(918) 762-2517  Ext. 214




Responsible for Implementing the Plan:
Dr. Robert F. Chesbro

Clinical Director

(918) 762-2517 (Pawnee)

(918) 287-4491 (Pawhuska) 



5.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible person are indicated in parentheses.

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999, Dr. Robert F. Chesbro)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Dr. Robert F. Chesbro)

· Obtain a list of backup medical devices and locations from the Facility Department and post (December, 1999, Dr. Robert F. Chesbro)

· Ensure staff training is up-to-date on possible manual interventions necessary due to the malfunction of medical devices (December, 1999, Dr. Robert F. Chesbro)

5.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-1B, Continuity Information for Core Process 1: Provides Medical Services


Internal Notification Procedures:  The Service Unit Director (James Norris) will notify the Pawnee Indian Health Center’s physicians regarding the status of the Pawnee Indian Health Center for providing services to patients.  Depending on the situation, James Norris may request the physicians to be available at the Pawnee Indian Health Center but not provide direct medical services to new patients.  


Customer/Business Partner Notification:  None required.

5.1.6  Procedures for Operating in Response Mode


Implement alternative means of communications:  Use cell phones or US Mail to respond to requests from contract health care providers and to communicate with patients.  Use Walkie-Talkies to communicate within the facility.


Reporting Medical Device Malfunctions:  Contact Al Brown (Facility) for support in fixing equipment.


Use of Disposable Equipment:  If shortage of water, or lack of ability to sterilize equipment, wherever possible utilize disposable equipment.  Coordinate with Al Brown, Facility Department, for the removal of excess waste products.


Disposal of Bio-hazardous Waste:  Contact Al Brown, Facility Department, regarding disposal of bio-hazardous waste products.


Use of Backup Medical Devices:  Use backup equipment as appropriate.  See list developed by the Facility Department of backup devices and device locations.


Use of Manual Interventions:  Use manual interventions as appropriate.

5.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None required.


Customer/Business Partner Notification:  None required.

5.1.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

5.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified 

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phones (1 -- share with nursing staff)

Telephone 

  (already have)

Walkie-Talkie

  (already have)

Backup Medical Equipment

Disposable equipment

Total Other Direct Charges
US Mail (current costs)

5.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

SECTION 5.2

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

CLINICAL DIRECTOR’S OFFICE

CORE BUSINESS PROCESS 4:
PROVIDES CLINICAL NURSING SERVICES

Created by:  Clinical Director’s Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

5.2  CORE BUSINESS PROCESS 4:  PROVIDES CLINICAL NURSING SERVICES  


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

5.2.1  Key Continuity Planning Information


Table 5-2A,  Process Information for Core Process 4: Provides Clinical Nursing Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).


NOTE:  In conjunction with the Joint Commission’s emphasis on an interdisciplinary approach to continuity of care for the patient, a consolidated approach has been used in developing the Business Continuity and Contingency Plans.  Therefore, a single plan has been developed for the delivery of patient care, and continuity plans for patient care provided by the nursing staff are included in the continuity plans under Section 5, Clinical Director’s Office.

5.2.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-2B: Continuity Information for Core Process 4: Provides Clinical Nursing  Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

TABLE 5-2A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 4:
PROVIDES CLINICAL NURSING SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provides Clinical Nursing Services

-
Provide nursing services to site staff and drop-in patients

-
Consult for referrals

‑
Provide support for Medical Services
Respond to referral consultations within 1 hour of request (or initial call, if possible)

Provide nursing services on an emergency basis
Clinic Staff

Contract Healthcare Providers

Patients
None
Telephone

FAX

Facility

TABLE 5-2B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 4:
PROVIDES CLINICAL NURSING SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone
Telephone unavailable
HIGH: Needed to respond to referral consultations and internal staff communication; needed to communicate with patients
TRIGGER: Telephone unavailable

APPROACH: Use alternative means of communication 
Cell Phone

Runners

Walkie-Talkie

FAX
FAX unavailable
MEDIUM: Used to send patient information; respond to requests; communicate with contract care providers
TRIGGER: FAX unavailable

APPROACH: Use alternative means of communication
Telephone

Cell Phone

Facility
Facility unavailable
HIGH: Needed to deliver care to patients and access medical records for consultations
TRIGGER: Facility unavailable

APPROACH: Wait until facility restored to continue to provide nursing services
None

 (INSERT TABLES 5-2A, 5-2B)

5.2.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
James Norris

Service Unit Director

(918) 762-2517  Ext. 214




Responsible for Implementing the Plan:
Lisa McDaniel, Ext. 226

5.2.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible person are indicated in parentheses.

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999, Lisa McDaniel)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Lisa McDaniel)

5.2.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-2B, Continuity Information for Core Process 4: Provides Clinical Nursing Services


Internal Notification Procedures: None required.


Customer/Business Partner Notification:  Cancel scheduled appointments.

5.2.6  Procedures for Operating in Response Mode


Implement alternative means of communications:  Use the list of cell phone numbers distributed by the Service Unit Director to contact internal staff and respond to contract health care providers.  Utilize runners or Walkie-Talkies within the facility.


Notification to Customers:  The clinical nursing staff will respond to customers (reference Table 5-2B, Continuity Information for Core Process 4: Provides Clinical Nursing Services) regarding the status of the provision of health services offered by the Pawnee Indian Health Center, including canceling or rescheduling appointments.

5.2.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: None required.


Customer/Business Partner Notification:  Reschedule appointments where necessary.

5.2.8  Procedures for Recovering Lost or Damaged Data


Coordinate with medical records department to ensure that the scheduling information is updated.

5.2.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.2.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phones (1 -- share with Clinical Director)

Telephone 

  (already have)

Walkie-Talkie 

  (already have)

Total Other Direct Charges
None identified

5.2.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

SECTION 5.3

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

CLINICAL DIRECTOR’S OFFICE

CORE BUSINESS PROCESS 8:
PROVIDES MEDICAL RECORD SERVICES

Created by:  Clinical Director’s Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

5.3  CORE BUSINESS PROCESS 8:  PROVIDES MEDICAL RECORD SERVICES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

5.3.1  Key Continuity Planning Information


Table 5-3A, Process Information for Core Process 8: Provide Medical Record Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.3.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-3B: Continuity Information for Core Process 8: Provide Medical Record Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.3.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
James Norris

Service Unit Director

(918) 762-2517  Ext. 214




Responsible for Implementing the Plan:
Denise Moore, Ext. 234

TABLE 5-3A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 8:
PROVIDES MEDICAL RECORD SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provides medical record services

-
Retrieve Medical Records

-
Update RPMS with patient data
Retrieve files for emergency purposes within 5 minutes

Retrieve files for consultations within 15 minutes

Retrieve files for pharmacy referrals within 4 hours
Clinic Staff

Patients

Contract Healthcare Providers
Contract Healthcare Providers
RPMS

-
Patient Registration

-
Patient Care Component (PCC)

Telephone

FAX

Workstations

LAN

Facility

RPMS Server

Banyan Server

TABLE 5-3B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 8:
PROVIDES MEDICAL RECORD SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone
Lack of communication 
HIGH: Needed to respond to pharmacy refill calls, used to communicate with internal staff, and to respond to requests from other health facilities
TRIGGER: Telephone unavailable

APPROACH: Use alternative means of communication
Cell Phone

Walkie-Talkie



FAX
FAX unavailable 
LOW: Used to send patient medical records on a referral basis
TRIGGER: FAX unavailable

APPROACH: Use alternative means of communications
U.S. Mail

Telephone

RPMS

-
Patient Registration
Application unavailable 
HIGH: Needed to identify chart numbers 
TRIGGER: Application unavailable

APPROACH: Obtain chart number through the manual  index cards file; if chart number is not in manual index card file, locate number from contact log to identify chart number
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS

-
Patient Care Component (PCC)
Application unavailable 
HIGH: Needed to update patient information
TRIGGER: Application unavailable

APPROACH: Manually update patient file then update RPMS when restored.
None

Workstation
Workstation unavailable 
HIGH: Needed to access RPMS
TRIGGER: Workstation unavailable

APPROACH: See RPMS entry; backup Y2K compliant workstation
Backup workstation

LAN
LAN unavailable 
HIGH: Needed to access RPMS
TRIGGER: LAN unavailable

APPROACH: See RPMS entry above.
None

Facility
Facility unavailable 
HIGH: Unable to obtain medical record information
TRIGGER: Facility unavailable

APPROACH: Wait until facility restored to provide services
None

RPMS Server
Server unavailable
HIGH: Unable to access RPMS
TRIGGER: Server down

APPROACH: See RPMS entries
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Banyan Server
Server unavailable
HIGH: Unable to access LAN
TRIGGER: Server down

APPROACH: See  LAN entry
None

5.3.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Ensure that manual index card file is available and up-to date (December, 1999, Denise Moore)

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999, Denise Moore)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Denise Moore)

5.3.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-3B, Continuity Information for Core Process 6: Provides Medical Record Services


Internal Notification Procedures:  None required.


Customer/Business Partner Notification:  None required.

5.3.6  Procedures for Operating in Response Mode


Implement alternative means of communications using cell phones, U.S. Mail, and Walkie-Talkies:  Use the list of cell phone numbers distributed by the Service Unit Director to contact internal staff; use published contact list of contract health care providers to respond to their requests.  Use U.S. Mail when appropriate.  Use Walkie-Talkies for internal communication.


Implement alternative means of retrieving medical records:  Manually pull medical charts using manual index card file for the Pawnee Indian Health Center staff needs and for external requests.  If chart number is not located in the manual index card file, locate chart number from contact log.

5.3.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures: None required.


Customer/Business Partner Notification: None required.

5.3.8  Procedures for Recovering Lost or Damaged Data


Enter updated patient information into RPMS when system is available.  

5.3.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.3.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phones (share with pharmacy)

Telephone (already have)

Back up workstation

  (already have)

Walkie-Talkie (already have)

Total Other Direct Charges
US Mail (current costs)

5.3.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

SECTION 5.4

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

CLINICAL DIRECTOR’S OFFICE

CORE BUSINESS PROCESS 11:
PROVIDES PHARMACY SERVICES

Created by:  Clinical Director’s Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

5.4  CORE BUSINESS PROCESS 11:  PROVIDES PHARMACY SERVICES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

5.4.1  Key Continuity Planning Information


Table 5-4A,  Process Information for Core Process 11: Provides Pharmacy Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.4.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-4B: Continuity Information for Core Process 11: Provides Pharmacy Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.4.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

James Norris







Service Unit Director







(918) 762-2517, Ext. 214
Responsible for Implementing the Plan:
Bill Lavalley, Ext. 230
TABLE 5-4A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 11:  
PROVIDEs PHARMACY SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provides Pharmacy Services

-
Fill prescriptions

-
Provide patient with instructions and other information materials

-
Order supplies


Fill prescription within 8 hours

Fill emergency prescriptions within 1 hour
Patients
None
RPMS

-
Pharmacy

Office automation packages

Internet

E-mail

Workstation

Modem

LAN

WAN

Facility

RPMS Server

Banyan Server

TABLE 5-4B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 11:  
PROVIDES PHARMACY SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS

-
Pharmacy
Pharmacy module unavailable 
HIGH: Need to print labels,  find medication profiles, search drug database, check drug interactions
TRIGGER: Pharmacy application down

APPROACH: Use electronic typewriter to type labels; call local commercial pharmacy for drug interactions or information on new drugs;  look at paper medical chart for list of current medications
Electronic Typewriter 

Office Automation Packages
Applications unavailable 
HIGH: Used to create memos and print medication instructions
TRIGGER: Application down

APPROACH: Use electronically programmed typewriter to type and print Distribute printed copies of instructions, type memos
Paper instructions

Programmable Electronic   

  Typewriter

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Internet
Internet unavailable 
LOW: Used for research and access to MicroMedX drug interaction
TRIGGER: Internet unavailable

APPROACH: Refer to medical textbooks for research, call local commercial pharmacy for drug interaction information
Telephone

Cell Phone

E-mail
E-mail unavailable 
LOW: Used for communication internally and interagency communication
TRIGGER: E-mail down

APPROACH: Use alternative means of communication; wait for system to be restored
Telephone

Cell phone

Walkie Talkie

Workstation
Workstation unavailable 
HIGH: Used to access RPMS, E-mail, Internet, Office Automation packages
TRIGGER: Workstation unavailable

APPROACH: Y2K compliant workstation
Backup workstation

LAN
LAN unavailable 
HIGH: Used to access Internet, E-mail, RPMS
TRIGGER: LAN unavailable

APPROACH: See specific supporting systems and resources entries above
None

WAN
WAN unavailable 
LOW: Unable to access the Internet
TRIGGER: WAN unavailable

APPROACH: See Internet entry above
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Facility
Facility unavailable
HIGH: Need facility to determine and fill prescriptions
TRIGGER: Facility unavailable

APPROACH: Wait to perform pharmacy services until facility is available
None

RPMS Server
Server unavailable
HIGH: Unable to access RPMS
TRIGGER: Server down

APPROACH: See RPMS entries
None

Banyan Server
Server unavailable
HIGH: Unable to access E-mail, LAN, WAN, Internet
TRIGGER: Server down

APPROACH: See E‑mail, LAN, WAN, Internet entries
None

Modem
Modem unavailable
HIGH: Used to order supplies from vendors
TRIGGER:  Modem unavailable

APPROACH:  Use alternative means of communicating with vendors 
Telephone

Cell Phone

5.4.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999; Bill Lavalley)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Bill Lavalley)

· Maintain adequate supply of paper patient prescription instructions for different drugs (December, 1999; Bill Lavalley) 

· Maintain adequate supply of necessary drugs (December, 1999; Bill Lavalley)

· Maintain adequate supply of materials required for the operation of the programmed electronic typewriter (i.e., ribbon) (December, 1999; Bill Lavalley)
· Test the operation of the programmed electronic typewriter (ongoing activity in December, 1999; Bill Lavalley) 

5.4.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-4B, Continuity Information for Core Process 11: Provide Pharmacy Services


Internal Notification Procedures:  Bill Lavalley will notify the Pawnee Indian Health Center clinical staff and administrative staff of the implementation of alternative communications or operating modes for the Pharmacy.


Customer/Business Partner Notification:  None identified.

5.4.6  Procedures for Operating in Response Mode


Implement alternative methods for printing labels, patient instructions:  Use programmed electronic typewriter (with back up power), use paper-copied instructions 


Implement alternative methods for researching drug interaction:  Use relevant textbooks, journals or call local commercial pharmacy 


Implement alternative means of communications   Use telephone and cell phone for interagency and internal communication.  Use Walkie-Talkie for internal communication.

5.4.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  Bill Lavalley will notify the Pawnee Indian Health Center clinical staff and administrative staff that the Pharmacy has returned to normal operating mode. 


Customer/Business Partner Notification:  None identified.

5.4.8  Procedures for Recovering Lost or Damaged Data


Enter updated patient information into RPMS when system is restored.  

5.4.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.4.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
4 hours/day for every day down

Total Temporary Contractor Support
None identified

Total Equipment Costs
Backup workstation 

  (already have)

Programmable Electronic typewriter

  (already have)

Telephone 

  (already have)

Cell Phone (1 -- share with Medical Records) 

Walkie-Talkie

  (already have)

Total Other Direct Charges
None identified

5.4.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

SECTION 5.5

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

CLINICAL DIRECTOR’S OFFICE

CORE BUSINESS PROCESS 13:
PROVIDES PUBLIC HEALTH NURSING SERVICES

Created by:  Clinical Director’s Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

5.5  CORE BUSINESS PROCESS 13:  PROVIDEs PUBLIC HEALTH
NURSING SERVICES  


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

5.5.1  Key Continuity Planning Information


Table 5-5A, Process Information for Core Process 13: Provides Public Health Nursing Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.5.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 5-5B: Continuity Information for Core Process 13: Provides Public Health Nursing Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

TABLE 5-5A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 13:
PROVIDES PUBLIC HEALTH NURSING SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provides public health nursing services

-
Performs home nursing care visits

-
Consults with Area tribes
Provide home nursing services within 1 day of Physician’s or family’s request (based on patient need)
Patients
None
Telephone

Facility

Health Center Car

Nursing Bag (Assessment equipment)

TABLE 5-5B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 13:
PROVIDES PUBLIC HEALTH NURSING SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone
Telephone unavailable
HIGH: Needed to communicate with patients, providers, suppliers, tribes
TRIGGER: Telephone unavailable

APPROACH: Use alternative means of communications
Cell Phone

Facility
Facility unavailable
MEDIUM: Needed to access information materials, nurse bag
TRIGGER: Facility inaccessible

APPROACH: Drive to patients’ homes to provide care
None

Health Center’s Car
Health Center’s car unavailable
HIGH: Needed to visit patients at home
TRIGGER: Car unavailable

APPROACH: Use alternative means of transportation (personal car)
None

Nursing Bag
Nursing Bag unavailable
HIGH: Needed to provide nursing care
TRIGGER: Nursing bag unavailable

APPROACH: Obtain equipment and other supplies from local commercial stores or other facilities
None

 (INSERT TABLES 5-5A, 5-5B)

5.5.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:
James Norris

Service Unit Director

(918) 762-2517 Ext. 214




Responsible for Implementing the Plan:
Kayte Pratt

Community Health Nurse

(918) 762-2517 Ext. 279

5.5.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible person are indicated in parentheses.

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999; Kayte Pratt)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Kayte Pratt)

· Keep nursing bag at community nurse’s home (late December, 1999; Kayte Pratt)

· Maintain adequate nursing supplies (late December, 1999; Katye Pratt)

· Keep list (only for access by community nurse) of patients’ name and contact information (of those who are already or who have future appointments to utilize home nursing services) in nursing bag for use in contingency operations (December, 1999; Kayte Pratt)

· Maintain personal car for use in contingency operations (December, 1999 -- Kayte Pratt)

5.5.5  Procedures for Invoking the Plan


Triggers:  Reference Table 5-5B, Continuity Information for Core Process 13: Provide Public Health Nursing Services 


Internal Notification Procedures: None required.


Customer/Business Partner Notification:  Ensure that  patients with appointments at the facility are contacted to cancel and/or reschedule their appointments.

5.5.6  Procedures for Operating in Response Mode


Implement alternative means of communications using cell phones:  Use the list of cell phone numbers distributed by the Service Unit Director to contact internal staff and have available a list of phone numbers of patients to contact or visit.  


Implement alternative means of transportation:  Use personal car to visit patients.  

Implement alternative means of obtaining nursing supplies and medical equipment contained in nursing bag:  Purchase supplies from local commercial pharmacy or other retail stores.

5.5.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None required.


Customer/Business Partner Notification: None required.

5.5.8  Procedures for Recovering Lost or Damaged Data


Keep manual log of nursing services provided to home patients.  Give to Patient Care Component (PCC) operator for data entry.

5.5.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

5.5.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phone (only require access)

Total Other Direct Charges
None identified

5.5.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

section 6

dental services


This section defines the business processes supported by Dental Services.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on the ability of the Pawnee Indian Health Center to fulfill its mission and conduct its operations.  Therefore, Dental Services does not require a Y2K Business Continuity Plan.  Dental Services performs the following business process:

1. Provides routine dental services including exams, x-rays, and prophylaxis (cleaning). 

section 7

human services


This section defines the business processes supported by Human Services and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Pawnee Indian Health Center to fulfill its mission and conduct its operations.


Human Services performs the following business processes.  The core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Provides Human Services by offering a wide variety of counseling services and resources information.  Provides crises intervention services, family counseling, technical assistance in Indian Child Welfare cases.  Performs psychiatric and psychological evaluations.

SECTION 7.1

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

HUMAN SERVICE’S OFFICE

CORE BUSINESS PROCESS 1:
PROVIDES HUMAN SERVICES

Created by:  Human Service’s Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

7.1  CORE BUSINESS PROCESS 1:  PROVIDES HUMAN SERVICES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

7.1.1  Key Continuity Planning Information


Table 7-1A, Process Information for Core Process 1: Provides Human Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

7.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 7-1B: Continuity Information for Core Process 1: Provides Human Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

7.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

James Norris







Service Unit Director







(918) 762-2517 Ext. 214
Responsible for Implementing the Plan:
Jeanie Findahl, Ext. 252
TABLE 7-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:
PROVIDES HUMAN SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provides human services

-
Provide therapy services

-
Perform resource finding for patients with special needs
Perform therapy intake for patients within 5 days

Provide feedback on information resource findings within 5 days
Patients
State and Federal agencies
Telephone

FAX

US Mail

Intercom System

Internet

Office Automation Packages

Workstation

RPMS

-
Patient Care Component

-
Patient Registration

-
Scheduling

-
ARMS

-
Mailman

-
QMAN

LAN

WAN

Facility

MMPI & other Psychological Testing Software

RPMS Server

Banyan Server

TABLE 7-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:
PROVIDES HUMAN SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephone
Lack of communication 
HIGH: Unable to communicate with patients, outside agencies, internal staff
TRIGGER: Telephone unavailable

APPROACH: Use alternative means of communications
Cell Phone

US Mail



FAX
FAX unavailable 
LOW: Used to send information to hospitals/health facilities
TRIGGER: FAX unavailable

APPROACH: Use alternative means of communication
Telephone

Cell Phone

U.S. Mail



U.S. Mail
Mail unavailable 
LOW: Used to provide written materials to patients
TRIGGER: Mail service unavailable

APPROACH: Use alternative means of communication
Telephone

Cell Phone

FAX



Internet
Internet unavailable 
LOW: Unable to quickly research
TRIGGER: Internet unavailable

APPROACH: Research at local library or delay research
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Intercom System
Intercom system unavailable 
LOW: Needed to perform parent-child coaching
TRIGGER: System down

APPROACH: Use alternative method of coaching such as staying in room in corner
None

Office Automation Packages
Applications unavailable 
MEDIUM: Needed to provide psychological reports for requesting agency, develop correspondence to patients, develop reports
TRIGGER: Application unavailable

APPROACH: Perform manual methods for developing reports as needed for urgent requests (type or handwritten)
Typewriter

Workstation
Workstation unavailable 
MEDIUM: Needed to access RPMS, office automation packages, Internet, MNP and the psychological testing software
TRIGGER: Workstation unavailable

APPROACH: Use backup Y2K compliant workstation, see specific supporting systems & resources entries
Y2K compliant backup workstation

RPMS

-
Patient Care Component
PCC Module unavailable 
HIGH: Unable to quickly obtain, review, and update patient charts for providing appropriate therapy
TRIGGER: PCC unavailable

APPROACH: Request paper charts; handwritten PCC and later enter data into system when restored
None

RPMS

-
Patient Registration
Patient registration module unavailable
MEDIUM: Unable to quickly access patient demographic information for contacts
TRIGGER: Patient registration unavailable

APPROACH: Manually obtain information from paper charts
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS

-
Scheduling
Scheduling module unavailable 
MEDIUM: Used to determine scheduling of patients
TRIGGER: Scheduling down

APPROACH: Refer to paper calendar and update RPMS when restored
None

RPMS

-
ARMS
ARMS unavailable 
LOW: Used for travel and to order supplies
TRIGGER: ARMS unavailable

APPROACH: work with finance to cut manual purchase order for emergencies; if no emergency, wait until system is restored
None

RPMS

-
MAILMAN
MAILMAN unavailable 
LOW: Unable to electronically communicate with IHS Staff
TRIGGER: MAILMAN unavailable

APPROACH: Use alternative means of communication
Telephone

FAX

U.S. Mail

RPMS

-
QMAN
QMAN unavailable 
LOW: Unable to make queries and generate reports
TRIGGER: QMAN unavailable

APPROACH: Delay queries and reports until QMAN is restored
None

LAN
LAN unavailable 
HIGH: Unable to access RPMS, Internet
TRIGGER: LAN unavailable

APPROACH: See specific supporting systems and resources entries
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

WAN
WAN unavailable 
LOW: Unable to access Internet
TRIGGER: WAN unavailable

APPROACH: See Internet entry above
None

Facility
Facility unavailable 
HIGH: Need facility room to provide therapy services
TRIGGER: Facility inaccessible

APPROACH: Perform home visit if appropriate; delay other services until facility available
None 

MMPI and other Psychological Testing Software
Applications unavailable
MEDIUM: Needed to perform psychological testing
TRIGGER: Application unavailable

APPROACH: Provide patient hard copy of test, handscore results
None

RPMS Server
Server unavailable
HIGH: Unable to access RPMS
TRIGGER: Server down

APPROACH: See RPMS entries
None

Banyan Server
Server unavailable
HIGH: Unable to access LAN, WAN, Internet
TRIGGER: Server down

APPROACH: See E‑mail, LAN, WAN, Internet entries
None

7.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999; Jeanie Findahl)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Jeanie Findahl)

· Maintain adequate supply of paper psychological tests to evaluate patients (December, 1999; Jeanie Findahl)

7.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 7-1B, Continuity Information for Core Process 1: Provide Human Services


Internal Notification Procedures:  Jeanie Findahl will notify Human Services staff through staff meetings of the implementation of alternative mode of communications and/or operations (e.g., phone, cell phone, fax).


Customer/Business Partner Notification:  Notify patients of rescheduled appointments.

7.1.6  Procedures for Operating in Response Mode


Implement alternative means of communications:  Use cell phones, mail services, and/or FAX to communicate with patients, outside agencies, and internal staff.  


Implement alternative means of developing reports:  Use a typewriter or handwrite to develop necessary reports.  Delay other reports until system is available.


Implement alternative means of obtaining patient information:  Request paper medical records from medical records department.


Implement alternative means of scheduling patients:  Refer to paper calendar to schedule patients.


Implement alternative means of psychological testing:  Provide patient with paper-copy of tests and handscore results.  Use alternative method of coaching such as staying in the room in a corner if PA system is down.


Implement alternative method of cutting a purchase order:  Work with Finance to cut manual purchase order for emergencies.  If no emergency, delay cutting purchase orders until system is restored.


Implement alternative method of performing research:  Perform research at local library or delay research.


Implement alternative method of providing human services if facility unavailable:  Perform home visits as appropriate or delay services until facility available.

7.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  Jeanie Findahl will notify Human Services staff that normal communications and operations have been restored.


Customer/Business Partner Notification:  None identified.

7.1.8  Procedures for Recovering Lost or Damaged Data


Enter updated information (from paper log) into RPMS (PCC, Scheduling) when system restored.

7.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

7.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phones

  (only require access)

Back up workstation (1)

Typewriter (already have)

Telephone (already have)

FAX (already have)

Total Other Direct Charges
U.S. Mail (current costs)

7.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

SECTION 8

facility management


This section defines the business processes supported by Facility Management and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Pawnee Indian Health Center to fulfill its mission and conduct its operations.


Facility Management performs the following business processes.  The core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Provides facility management by maintaining the facility physical plant, grounds, and utilities, maintaining the building security, and providing housekeeping services.

2. Ensures that maintenance procedures and the facility physical plant comply with IHS regulations, NFPA requirements, and JCAHO accreditation standards.

3. Prioritized maintenance work orders and deploys skilled tradesmen to complete jobs.  Carries out a comprehensive preventive maintenance program.  Requisitions supplies and materials needed for renovation projects.  Performs all Clerical activities necessary not fulfill maintenance responsibilities

4. Protects the safety and welfare of patients, visitors, and employees by providing security services.

5. Manages the safety program including performing risk assessments, evaluating the impact on patient care and safety of the buildings, grounds, equipment, occupants, and internal physical systems; timely reporting and resolution of situations posing an immediate threat to life, health, and property.

6. The Safety Officer manages an ongoing facility wide process to collect and evaluate information about hazards and safety practices that is used to identify safety management issues to be addressed by the Safety Committee.

7. Performs all technical bio-medical activities for the service unit, including apparatuses.  Maintains an accurate record of all repairs, modifications, and change order on a wide range of bio-medical equipment.  Prepares parts and material requisitions for a wide range of bio-medical and electro-mechanical equipment.

8. Controls all mailroom activities to include retrieving and sending mail for the service unit.

SECTION 8.1

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

FACILITY MANAGEMENT OFFICE

CORE BUSINESS PROCESS 1:
PROVIDES FACILITY MANAGEMENT SERVICES

Created by:  Facility Management Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

8.1  CORE BUSINESS PROCESS 1:  PROVIDES FACILITY MANAGEMENT SERVICES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

8.1.1  Key Continuity Planning Information


Table 8-1A,  Process Information for Core Process 1: Provides Facility Management Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

8.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 8-1B: Continuity Information for Core Process 1: Provides Facility Management Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

TABLE 8-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:
PROVIDES FACILITY MANAGEMENT SERVICES

Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provides facility management services

-
Maintain building security

-
Maintain facility

-
Provide housekeeping services
Make facility available 8:00 a.m. - 5:00 p.m., Monday-Friday

Provide a secure facility

Provide housekeeping services 8:00 a.m. - 5:00 p.m., Monday-Friday
Building occupants
Pawnee Tribe Housekeeping
Water

Gas/Boiler

Electricity

Telephone

Elevator

Fire Alarm

Facility

Biohazard Waste Disposal

TABLE 8-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:
PROVIDES FACILITY MANAGEMENT SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Water
Water unavailable
HIGH: Customers unable to access water for drinking and sanitation (latrines) purposes
TRIGGER: Drinking water unavailable for 2 hours

APPROACH: Use bottled water for drinking, contact city for estimate on restoration; coordinate with utility company to restore services

TRIGGER: Public water unavailable 8 hours

APPROACH: If water available in Community within .5 miles of the Health Center, coordinate access to latrines and continue to offer minimal services at the facility; if no water available in the Health Center or Community, close the Health Center
Bottled water

Telephone

Cell Phone

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Gas/Boiler
Gas/Boiler unavailable
HIGH: Need for heating the Health Center
TRIGGER: Gas/Boiler unavailable

APPROACH: Use window heating units, coordinate with utility company to restore service
Heating units (already installed in core areas: Administrative offices, pharmacy, medical records, medical services, nursing, public health nursing, human services, contract health services)

Telephone

Cell Phone

Electricity
Electricity unavailable
HIGH: Need for lighting Health Center and powering computer equipment, medical devices and telephone system
TRIGGER: Electricity unavailable

APPROACH: Use backup generator; relocate administrative offices, public health nursing, human services, and contract health services, coordinate with utility company to restore services
Backup generator

Telephone

Cell Phone

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Telephones
Telephones unavailable
HIGH: Need to provide occupant with telephone services for internal and external communications; used for PA system; needed for Facility staff to contact utility companies
TRIGGER: Telephone unavailable

APPROACH: Provide alternative telecommunications services, coordinate with utility company to restore services
Cell Phone

Walkie-Talkie

Elevators
Elevators unavailable
MEDIUM: May be difficult for patients and occupants to negotiate stairs
TRIGGER: Elevators unavailable

APPROACH: Use stairs, coordinate with service provider to restore elevator services. Post signs of elevator status.
Telephone

Cell Phone

Fire Alarm
Fire Alarm unavailable
HIGH: Need to communicate to patients and occupants of a fire
TRIGGER: Fire alarm unavailable

APPROACH: Use PA system to broadcast a fire alert
PA System

Facility
Facility unavailable
HIGH: Occupants can’t perform core functions
TRIGGER: Facility unavailable 

APPROACH: Close Center, coordinate with Service Unit Director to relocate services: human services, public health nursing, payroll
Alternative facilities

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Biohazard Waste Disposal
Waste stream disposal components not functional
HIGH: Biohazardous waste not disposed of properly. Increased infection risk and pest hazard.
TRIGGER: Components unavailable.

APPROACH: Contact vendor for backup waste handling.
None

8.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

James Norris







Service Unit Director







Ext. 214
Responsible for Implementing the Plan:
Al Brown 







Ext. 236 

8.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999, Al Brown)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Al Brown)

· Maintain adequate supply of bottled water (December, 1999 Janet Gonzales)  
· Develop a plan for relocation of offices (December, 1999, Al Brown)

· Test operation of heating units necessary to keep identified offices open (December, 1999, Al Brown)

· Determine procedures for Bio-hazardous and excess waste disposal (December, 1999, Al Brown)

· Develop list of backup medical devices and locations for use in contingency operations (December, 1999, Al Brown)

8.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 8-1B, Continuity Information for Core Process 1: Provide Facility Management Services


Internal Notification Procedures:  Al Brown will notify James Norris (Service Unit Director) of the implementation of alternative modes of communications or operations.  


Customer/Business Partner Notification:  None identified.  

8.1.6  Procedures for Operating in Response Mode


Communicate and work with vendors to restore services:  Use existing list of vendor contact information, including bio-hazardous waste disposal vendor.


Check status of services:  Maintain continual check on availability of services and report to Service Unit Director (James Norris) for his decision on the Pawnee Indian Health Center’s provision of services.


Implement alternative means of communicating fire alerts:  Use the PA system to broadcast fire alerts; refer to fire and evacuation procedures detailed in the Pawnee Service Unit’s Emergency Preparedness Plan: Life, Safety Management Policies and Procedures.  Plan also includes Fire Marshal contact information and roles and responsibilities for Pawnee Indian Health Center staff.


Communicate operational status of elevator:  If elevator is not working, post signs of its status and state that occupants are to use the stairs and not the elevators.


Implement alternative means of obtaining bottled water :  Purchase bottled water from local commercial grocery or other retail store as necessary.  If water is unavailable in the community within .5 miles of the Health Center, coordinate access to latrines and continue to offer minimal services at the Health Center.  If water is unavailable at the Health Center or in the community, close the Health Center.


Implement alternative means of heating the Health Center:  Use window heating units.  Coordinate with utility company to restore service.


Implement alternative means of providing electricity:  Use backup generator.  Relocate administrative office, public health nursing, human services, and contract health services.  Coordinate with utility company to restore services.


Implement alternative means of communication:  Provide alternative telecommunications services to customers.  Coordinate with utility company to restore services.


Provide alternative Health Center services if facility unavailable: Close the Health Center if facility unavailable and coordinate with Service Unit Director to relocate the following services: human services, public health nursing, and payroll.

8.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  Al Brown will notify James Norris (Service Unit Director) that normal communications and/or  operations have been restored.


Customer/Business Partner Notification:  None identified.

8.1.8  Procedures for Recovering Lost or Damaged Data


No data is expected to be lost or damaged.

8.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

8.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phones 

Walkie-Talkie

  (already have)

Telephone

  (already have)

Heating units

  (already have)

Backup generator

  (already have)

PA System

  (already have)

Total Other Direct Charges
Bottled Water

8.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999.  In addition to these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

section 9

pawnee benefit package program (pbpp)
contract health services


This section defines the business processes supported by the PBPP and Contract Health Services and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Pawnee Indian Health Center to fulfill its mission and conduct its operations.


The PBPP Contract Health Services performs the following business processes.  The core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

1. Provides contract health services by processing enrollments, responding to requests for care, previewing explanation of  benefits with claims, resolving any explanation of benefit discrepancies.  Generates purchase orders, issues denials or defers services and prints and mails them to providers and/or patients.  Works with patients, families, providers and IHS staff on obtaining information to generate purchase orders to be printed and mailed to providers.  Verifies and updates third party information of patients referred by CHS.

2. Establishes and manages contracts with contract service providers.

3. Processes notification of delivery of services.

SECTION 9.1

THE PAWNEE INDIAN HEALTH CENTER

Y2K BUSINESS CONTINUITY PLAN

for

PBPP CONTRACT HEALTH SERVICE’S OFFICE

CORE BUSINESS PROCESS 1:
PROVIDES CONTRACT HEALTH SERVICES

Created by:  PBPP Contract Health Service’s Office
Date:  28 May 1999

Office Director Approval:_________________
Date:___________

9.1  CORE BUSINESS PROCESS 1:  PROVIDES CONTRACT HEALTH SERVICES


The Business Continuity Plan focuses on reducing the risk to the business from Y2K‑induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks.

9.1.1  Key Continuity Planning Information


Table 9-1A, Process Information for Core Process 1: Provides Contract Health Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface whether automated or manual), and the supporting systems and other resources used in the process.  Only core subprocesses and associated components are included in the table.  Where appropriate and data is available, the information (minimum acceptable levels of service, customers, interface partners, and supporting systems and resources) is organized by subprocess.  Otherwise, the information pertains to the entire process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

9.1.2  Process Risks, Approaches for Continuing Operations, and Required Resources


Table 9-1B, Continuity Information for Core Process 1: Provides Contract Health Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

9.1.3  Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Maryellen Birdinground Ext. 203

Responsible for Implementing the Plan:
Maryellen Birdinground Ext. 203

TABLE 9-1A:  PROCESS INFORMATION

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:
PROVIDES CONTRACT HEALTH SERVICES
Core Business
Process Priority
Minimum Acceptable
Level of Service
Customers
Organizations which
are Information
Interface Partners
Supporting Systems
and Resources

·
Provides contract health services

-
Process enrollments

-
Respond to requests for care

-
Preview Explanation of Benefit with claims

-
Resolve any Explanation of Benefit discrepancies

-
Issue purchase orders

-
Issue denials

-
Issue deferrals of service
Process enrollments within 20 minutes if enrollee has all information

Respond to requests for care within 5 days

Preview Explanation of Benefit/audit within 48 hours
Patients

Contract healthcare providers
Blue Cross/Blue Shield (Fiscal Intermediary)

Contract healthcare providers

Oklahoma City Area Office

IHS Clinics
RPMS

-
Patient registration

-
CHS

-
ARMS

Telephone

Fax

E-mail

Referred Care Information System (RCIS)

Workstation

Office Automation Packages

Facility

Modem

RPMS Server

Banyan Server

LAN

WAN

TABLE 9-1B:  CONTINUITY INFORMATION

CONTINUITY PLAN FOR BUSINESS CORE PROCESS 1:
PROVIDES CONTRACT HEALTH SERVICES

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

RPMS

-
Patient registration
Application unavailable
HIGH: Needed to process enrollments
TRIGGER: Application unavailable

APPROACH: Use paper medical records to obtain patient demographic data
None

Telephone
Telephone unavailable
HIGH: Needed to communicate with providers, patients, families; needed to telnet to other Pawnee Service Unit RPMS Patient Registration systems to update data
TRIGGER: Telephone unavailable

APPROACH: Use alternative means of communication; call other Pawnee service unit facilities to notify them of changes in data
E-mail

Cell Phones

Courier

U.S. Mail

FAX
FAX unavailable
HIGH: Used to communicate with providers, patients, and fiscal intermediary
TRIGGER: FAX unavailable

APPROACH: Use alternative means of communication
Telephone

E-mail

U.S. Mail

Courier

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

E-mail
E-mail unavailable
LOW: Used to communicate with HHS, with IHS staff
TRIGGER: E-mail unavailable

APPROACH: Use alternative means of communication
Telephone

FAX

U.S. Mail

RPMS

-
CHS
Application unavailable
HIGH: Used to issue Purchase Orders and denials for contract care services; used to process EOBs
TRIGGER: Application unavailable >3 days

APPROACH: Contact vendors to let them know that purchase orders will be late; hold generation of purchase orders until system is available; wait until system is available to process EOBs
None

RPMS

-
ARMS
Application unavailable
LOW:  Used to issue purchase orders and travel orders
TRIGGER: Application unavailable for three days

APPROACH:  Manually  issue purchase orders and travel orders 
None

RCIS
Application unavailable
HIGH: Used to track physician referrals; track purchase orders against referrals
TRIGGER: Application unavailable

APPROACH: Manual reconciliation
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

Modem
Modem unavailable
MEDIUM: Needed to telnet to other Pawnee Service Unit RPMS Patient Registration systems to update data
TRIGGER: Modem unavailable

APPROACH: Use alternative means of communication; call other Pawnee sites to notify them of changes in data
E-mail

Cell Phones

Courier

U.S. Mail

Workstation
Workstation unavailable
HIGH: Need to access E-mail, RPMS, ARMS, RCIS, office automation packages
TRIGGER: Workstation unavailable

APPROACH: Use Y2K compliant backup workstation or see specific supporting systems & resources entries 
Backup workstation

Office Automation Packages
Application unavailable
HIGH: Need to issue purchase orders, issue denials, create financial and other reports and memorandum
TRIGGER: Application unavailable

APPROACH: Manually create denial reports, memorandum
Typewriter

Facility
Facility unavailable
HIGH: Need to access workstations, PBPP files, and CHS files
TRIGGER: Facility unavailable

APPROACH: Wait until facility restored to provide services
None

Supporting
Systems & Resources
Failure
Scenarios
Impact
on Process
Trigger/Approach for
Continuing Operations
Resource Requirements

LAN
Lan unavailable
HIGH: Need to access RPMS
TRIGGER: LAN unavailable

APPROACH: See RPMS entry
None

WAN
WAN unavailable
LOW: See E-mail entry
TRIGGER: WAN unavailable

APPROACH: See E-mail entry
None

RPMS Server
Server unavailable
HIGH: Unable to access RPMS
TRIGGER: Server down

APPROACH: See RPMS entries
None

Banyan Server
Server unavailable
HIGH: Unable to access E-mail, LAN, WAN
TRIGGER: Server down

APPROACH: See E‑mail, LAN, WAN, Internet entries
None

 (INSERT TABLES 9-1A, 9-1B)

9.1.4  Preparation Procedures for Continuity of Operations


The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

· Ensure all resources required for the Y2K Business Continuity and Contingency Plan have been procured (December, 1999; Maryellen Birdinground)

· Ensure staff contact information is given to the Service Unit Director for compilation of a master contact list to be distributed internally and externally for use in contingency operations (December, 1999, Maryellen Birdinground)

· Insert letter that includes alternative contact information in weekly mailing to contract care providers (December, 1999; Maryellen Birdinground)

9.1.5  Procedures for Invoking the Plan


Triggers:  Reference Table 9-1B, Continuity Information for Core Process 1: Provides Contract Health Services


Internal Notification Procedures:  None required.  


Customer/Business Partner Notification:  None identified.

9.1.6  Procedures for Operating in Response Mode


Implement alternative means of communicating with Fiscal Intermediaries, providers, patients, families, HHS, IHS staff  Use cell phones, FAX, mail services.


Implement alternative means of communicating with other Pawnee Service Unit facilities to update data in RPMS:  Notify these facilities (telephone, cell phone, mail services) of changes in data.


Implement alternative means of obtaining patient demographic data to process enrollments  Obtain patient demographic data from paper medical records (request charts from medical records department)


Implement alternative means of processing purchase orders and denial reports for CHS:  Keep in alphabetical order the approvals or denials.  Issue when systems become available.  Keep track of time when communications are unavailable so that time is not counted for the 72 hour notification period.  Process EOBs after system  is available.


Implement alternative means to issue purchase orders and travel orders:  Manually issue purchase orders and travel orders using existing procedures.


Implement alternative means to track physician referrals and to track purchase orders against referrals:  Perform manual reconciliation using existing procedures.


Implement alternative means to create reports and memorandum:  Manually create denial reports and other memorandum utilizing a typewriter.

9.1.7  Criteria and Procedures for Returning to Normal Operating Mode


Triggers:  Availability of resources


Internal Notification Procedures:  None required.


Customer/Business Partner Notification: None required.

9.1.8  Procedures for Recovering Lost or Damaged Data


Enter updated purchase order and denials information when systems are restored.

9.1.9  Expected Life of the Plan


It is expected that operations can continue in response mode for 30 days.

9.1.10  Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
Cell Phones (1)

Typewriter 

  (already have)

FAX (already have)

Telephone 

  (already have)

Workstation (with E-

  mail capacity)



Total Other Direct Charges
US Mail, Courier (current costs)

9.1.11  Training On and Testing of Plan


The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by 30 July 1999. In addition to

these tests specific to Y2K, portions of the plan are already tested as part of the Disaster Drills performed by the Health Center staff.

X
Plan Review

X
Plan Rehearsal (Desktop Exercise)


Plan Rehearsal (Simulation)

X
Plan Audit (to be audited by the Oklahoma City Area Office Y2K Committee)

section 10

improving organizational performance OFFICE


This section defines the business processes supported by the Improving Organizational Performance Office.  There were no identified core business processes which, if they could not be performed, would have an unacceptable impact on  the ability of the Pawnee Indian Health Center to fulfill its mission and conduct its operations.  Therefore, the Improving Organizational Performance Office does not require a Y2K Business Continuity Plan.  Improving Organizational Performance Office performs the following business processes:

1. Operates with the mission to continuously improve the quality of care by application of appropriate guidelines and standards and achieve accreditation.

2. Guides, supports and coordinates efforts (through application of JCAHO [as well as local, state, and federal guidelines and standards]), to achieve continuous assessment and improvement of the quality of patient care and service.  

3. Provides assistance to governance, managerial, clinical, and support processes most affecting patient outcomes.  Encourages and facilitates cross-functional communication, problem solving, and Improving Organizational Performance (IOP).  Assists all services in data collection and analysis; provides technical assistance, training, and orientation necessary to improve the quality of care.  Monitors and documents (and intervenes appropriately) recognized/suspected problems to avoid risk to patients, staff and visitors.

section 11

Core Business Processes and Supporting Resources and Systems

11.1  Summary Matrix


One result of the business impact analysis for each of the identified core business processes has been the identification of critical dependencies on business-essential systems or other resources (desktop automation, telecommunications capability, power, etc.) which have a potential for experiencing a Y2K-induced failure.  In Table 11-1, these dependencies have been displayed across all of the core processes to provide an organization-wide view of process vulnerabilities.  Given that a Business Continuity Plan  is available for each process (row) in the table, and a contingency plan is available, under development, or being reviewed for each system/resource (column), this table serves as a summary of resources used across the Pawnee Indian Health Center and the specific Contingency and Continuity Plans associated with each process.  

Table 11-1.  Critical Dependencies of Pawnee Indian Health Center
Core Processes on Application Systems and Common Infrastructure Components

[Separate—Excel file]
Table 11-1.  Concluded

[Separate—Excel file]
11.2  Summary of Required Resources for Y2K BCCP Implementation

The purpose of this section is to summarize the required resources across the Pawnee Indian Health Center to implement the BCCP.  There were no identified resources required for extra staff weeks for detailed staff or temporary contractor support.  However, the Pawnee Indian Health Center determined that it would require overtime hours for existing Pharmacy and Data Processing staff to continue to meet the challenges of performing their functions while operating in response mode.  Table 11-2 summarizes the estimated overtime hours for Pharmacy and Data Processing staff.  The Pawnee Indian Health Center also identified equipment that is necessary for the staff to continue to perform their core business processes.  Table 11-3 summarizes the total equipment required and provides cost estimates for acquiring these resources. Lastly, the Pawnee Indian Health Center identified mail services (e.g., U.S. Mail, Federal Express, Courier) and bottled water as other direct charges that it may incur (while operating in response mode) by the following core business processes:

· Performs Payroll Services

· Provides Medical Services

· Provides Medical Record Services

· Provides Human Services

· Provides Facility Management Services

· Provides Contract Health Services

Table 11-2.  Summary of Overtime Hours for Existing Staff

Core Business Process 
Number of Hours Required Each Day BCCP in Effect
Purpose 

Provide Data Processing Support
2 hours/day each day plan in effect
To provide continued support to customers and to contact Area Office for updates and to restore systems

Provide Pharmacy Services
4 hours/day each day plan in effect
To continue to fill prescriptions and manually prepare labels and check for drug interactions

Table 11-3.  Summary of Required Resources for Y2K BCCP 

Y2K BCCP Resource


TOTAL REQUIRED
Currently Available
ADDITIONAL NEEDED
NOTES


Quantity
Quantity
Quantity
$


Cell Phones
5
0
5
TBD
quantity to be determined;

Needed by Service Unit Director, Medical Services, Clinical Nursing, Medical Records, Pharmacy, CHS, Facility Management;  Access required by Data Processing, Public Health Nursing, and Human Services

Walkie-Talkie
6
7
0
N/A
Needed by Service Unit Director, Data Processing, Medical Services, Clinical Nursing, Medical Records, Pharmacy, Facilities Management

Laptop loaded w/TAIMS 

(Payroll)
1
TBD
TBD
TBD
must determine if Pawnee has a laptop;

only needed by payroll

Workstation
6
6+
0
N/A
back up quantity to be verified; 

Needed by Payroll, Medical Records, Pharmacy, CHS, Human Services, and Data Processing 

Backup Power-Failure Telephone
1
1
0
N/A


Telephone
1 system
1 system
0
N/A
All Office need access to telephones

Backup Generator
1
1
0
N/A


Programmable Typewriter (Pharmacy)
1
1
0
N/A
only needed by Pharmacy

Typewriter
2
2 (available in CHS and Human Services)
0
N/A
only needed by Human Services and CHS

Table 11-3.  Concluded

Y2K BCCP Resource


TOTAL REQUIRED
Currently Available
ADDITIONAL NEEDED
NOTES


Quantity
Quantity
Quantity
$


FAX
2
2 (available in CHS and Human Services)
0
N/A
only needed by Human Services and CHS

PA System
1
1
0
N/A
Needed by Service Unit Director and Facilities Management

Heating Units
8
(determine total count)

already available in core business processes
0
N/A
Needed by Administrative office (payroll), pharmacy, medical records, medical services, nursing, public health nursing, human services, contract health services

Backup Medical Equipment
TBD
TBD
TBD
TBD
Needed by Medical Services and Clinical Nursing Services

Disposable Equipment
TBD
TBD
TBD
TBD
Needed by Medical Services and Clinical Nursing Services

section 12

status of Y2k contingency plans


This section provides a status report to contingency plans for the systems and other resources on which the Pawnee Indian Health Center is dependent.  Table 12-1 lists each business-essential system and other resource that has been identified as requiring a Contingency Plan, the location of the plan (document section) if it exists (or the schedule and status of its development), and the Pawnee Indian Health Center organization and individual responsible for reviewing the plan.  If the Pawnee Indian Health Center is the “owner” of the system or resource, the identified Pawnee Indian Health Center organization and individual is responsible for the development and maintenance of the plan.  The Pawnee Indian Health Center may also have developed a Contingency Plan for a resource “owned” by a vendor or other third party.  In these cases, the Pawnee Indian Health Center organization will have defined additional contingency measures for dealing with the failure of the resource, as well as relying on the vendor’s Contingency Plan.  A large part of the infrastructure on which the Pawnee Indian Health Center’s business processes depend fall into this category.  The rows in Table 12-1 containing the Pawnee Indian Health Center—developed plans are shaded.


If the system or resource is truly external to the Pawnee Indian Health Center, the identified Pawnee Indian Health Center organization and individual will be responsible for coordinating with the external owner to review the status of the owner’s Contingency Plan.  If the external owner’s Contingency Plan is not satisfactory for the Pawnee Indian Health Center processes, the Pawnee Indian Health Center Business Continuity Plan for each process dependent on the resource should be enhanced to cover failure of the resource.


If acceptable work-arounds have been identified by the Pawnee Indian Health Center process owners for the resource then the Contingency Plan only addresses the remedial actions that will be performed to bring the resource back up.

Table 12-1.  Status of Y2K Contingency Plans

Category:  Applications RPMS Applications

Supporting Systems & Resources/
Reviewing Party
Status

ARMS

Bill Lavalley (Data Processing/Pharmacy)


Y2K Compliance: See IP address 161.223.249.131

Contingency Plan Identification: Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review: To be reviewed

Contact in case of failure: Oklahoma Area Office ISC

Clinical Scheduling

Bill Lavalley (Data Processing/Pharmacy)


Y2K Compliance: See IP address 161.223.249.131

Contingency Plan Identification: Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service

http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review: To be reviewed

Contact in case of failure: Oklahoma Area Office ISC

Contract Health Services

Bill Lavalley (Data Processing/Pharmacy


Y2K Compliance: See IP address 161.223.249.131

Contingency Plan Identification: Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service

http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review: To be reviewed

Contact in case of failure: Oklahoma Area Office ISC

Table 12-1.  Continued

Category:  Applications RPMS Applications

Supporting Systems & Resources/
Reviewing Party
Status

MailMan

Bill Lavalley (Data Processing/Pharmacy)


Y2K Compliance: See IP address 161.223.249.131

Contingency Plan Identification: Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service 

http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review: To be reviewed

Contact in case of failure: Oklahoma Area Office ISC

Outpatient Pharmacy

Bill Lavalley (Data Processing/Pharmacy)


Y2K Compliance: See IP address 161.223.249.131

Contingency Plan Identification: Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service

http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review: To be reviewed

Contact in case of failure: Oklahoma Area Office ISC

Patient Care Component

Bill Lavalley (Data Processing/Pharmacy)


Y2K Compliance: See IP address 161.223.249.131

Contingency Plan Identification: Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service 

http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review: To be reviewed

Contact in case of failure: Oklahoma Area Office ISC

Table 12-1.  Continued

Category:  Applications RPMS Applications

Supporting Systems & Resources/
Reviewing Party
Status

Patient Registration

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: See IP address 161.223.249.131

Contingency Plan Identification: Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service 

http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review: To be reviewed

Contact in case of failure: Oklahoma Area Office ISC

Q-Man

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: See IP address 161.223.249.131

Contingency Plan Identification: Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service

http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review: To be reviewed

Contact in case of failure: Oklahoma Area Office ISC

RCIS

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: See IP address 161.223.249.131

Contingency Plan Identification: Year 2000 Computing Issues: Business Continuity and Contingency Planning for the Indian Health Service

http://www2.IHS.gov/y2k (click on Library, Other Documents, IHS Contingency Plan)

Contingency Plan Review: To be reviewed

Contact in case of failure: Oklahoma Area Office ISC

Table 12-1.  Continued

Category:  Applications: other Applications

Supporting Systems & Resources/
Reviewing Party
Status

MMPI

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

E-Mail

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: Oklahoma Area Office ISC

Office Automation Packages

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined 

Contingency Plan Review: To be determined

Contact in case of failure: Oklahoma Area Office ISC

TAIMS

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined 

Contact in case of failure: Oklahoma Area Office ISC

Table 12-1.  Continued

Category:  internal infrastructure:  communication hardware

Supporting Systems & Resources/
Reviewing Party
Status

LAN

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance:To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: Oklahoma Area Office ISC

Intercom System

Al Brown (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

Modem

Al Brown (Facility Management)
Y2K Compliance: N/A

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

RPMS Server (RS 6000)

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined 

Contingency Plan Review: To be determined

Contact in case of failure: Oklahoma Area Office ISC

Banyan Server

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined 

Contingency Plan Review: To be determined

Contact in case of failure: Oklahoma Area Office ISC

Table 12-1.  Continued

Category:  internal infrastructure:  communication hardware

Supporting Systems & Resources/
Reviewing Party
Status

WAN

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: Oklahoma Area Office ISC

Workstations

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined 

Contingency Plan Review: To be determined

Contact in case of failure: Oklahoma Area Office ISC

Category:  internal infrastructure:  building infrastructure

Supporting Systems & Resources/
Reviewing Party
Status

Facility

Al Brown (Facility Management)
Y2K Compliance: N/A

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

Fire Alarm

Al Brown (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: Emergency Preparedness Plan 

Contingency Plan Review: To be reviewed

Contact in case of failure: To be determined

Table 12-1.  Continued

Category:  internal infrastructure:  building infrastructure

Supporting Systems & Resources/
Reviewing Party
Status

Biohazard Waste Disposal Facility

Al Brown (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined 

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

Elevator

Al Brown (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: Emergency Preparedness Plan 

Contingency Plan Review: To be reviewed

Contact in case of failure: To be determined

Category:  internal infrastructure:  other components

Supporting Systems & Resources/
Reviewing Party
Status

Health Center Car

Kayte Pratt (Public Health Nursing)
Y2K Compliance: N/A

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

Category:  medical devices

Supporting Systems & Resources/
Reviewing Party
Status

Defibrillators

Al Brown (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

Table 12-1.  Continued

Category:  medical devices

Supporting Systems & Resources/
Reviewing Party
Status

Nursing Bag

Kayte Pratt (Public Health Nursing)
Y2K Compliance: N/A

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure:To be determined

Infusion Controllers

Al Brown (Facility Management)
Y2K Compliance:To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure:To be determined

Sterilizers

Al Brown (Facility Management)
Y2K Compliance:To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure:To be determined

Laboratory Equipment

Al Brown (Facility Management)
Y2K Compliance:To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure:To be determined

Category:  public infrastructure

Supporting Systems & Resources/
Reviewing Party
Status

Electric Utility

Al Brown (Facility Management)
Y2K Compliance: To be determined
Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

Water

Janet Gonzales (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

Table 12-1.  Continued

Category:  public infrastructure

Supporting Systems & Resources/
Reviewing Party
Status

Gas Company

Al Brown (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

Internet

(ISP Provider)

Bill Lavalley (Data Processing/Pharmacy)
Y2K Compliance: To be determined (check with provider)

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: Oklahoma Area Office ISC

Telephone/FAX

Al Brown (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

UPS

Al Brown (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

U.S. Mail

Al Brown (Facility Management)
Y2K Compliance: To be determined

Contingency Plan Identification: To be determined

Contingency Plan Review: To be determined

Contact in case of failure: To be determined

acronym list

BCCP
Business Continuity and Contingency Plans

BIA
Bureau of Indian Affairs

CHS
Contract Health Service

CIO
Chief Information Officer

FDA
Food and Drug Administration

GAO
General Accounting Office

GSA
Government Services Administration

HHS
Health and Human Services

IHS
Indian Health Service

IOP
Improving Organizational Performance

ISC
Information System Coordinator

JCAHO
Joint Commission on Accreditation of Healthcare Organizations

LAN
Local Area Network

M & I
???

PBPP
Pawnee Benefit Package Program

PCC
Patient Care Component

PSC
Program Support Center

RPMS
Resource Patient Management Systems

SSA
Social Security Administration

TAIMS
Time and Attendance Information Management System

WAN
Wide Area Network

WIC
Women Infants and Children 

Y2K
Year 2000

� A series of actions, functions, or transformations that, if the organization is unable to perform it, results in an unacceptable impact on the mission of the organization.  For Y2K business continuity planning purposes, a core business process must also be sufficiently time critical that it could not be deferred for up to 72 hours or tolerate intermittent interruptions of less than 72 hours over a 30-day period.


� GAO/AIMD-10.1.19, Year 2000 Business Continuity and Contingency Planning, March 1998.


� GAO/AIMD-10.1.19, Year 2000 Business Continuity and Contingency Planning, March 1998.


�  SSA, Business Continuity and Contingency Plan (updated).


�  FDA, Strategic Year 2000 Business Continuity and Contingency Plan, June 1998.






