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YEAR 2000 BUSINESS CONTINUITY AND CONTINGENCY PLAN

INDIAN HEALTH SERVICE HEADQUARTERS
SECTION 1

INTRODUCTION

1.1 BACKGROUND

The Indian Health Service (IHS) provides a comprehensive health services delivery system for American Indians and Alaska Natives with opportunity for maximum tribal involvement in developing and managing programs to meet health needs. The IHS currently provides health services to approximately 1.5 million American Indians and Alaska Natives who belong to more than 557 federally recognized tribes in 34 states.

The mission of the Indian Health Service, in partnership with American Indian and Alaska Native people, is to raise their physical, mental, social, and spiritual health to the highest level.  The goal of the IHS is to assure that comprehensive, culturally acceptable personal and public health services are available and accessible to American Indian and Alaska Native people.  

To carry out its mission and to attain its goal, IHS (1) assists Indian tribes in developing their health programs through activities such as health management training, technical assistance, and human resource development; (2) facilitates and assists Indian tribes in coordinating health planning, in obtaining and utilizing health resources available through Federal, State, and local programs, in operating comprehensive health care services, and in health program evaluation; (3) provides comprehensive health care services, including hospital and ambulatory medical care, preventive and rehabilitative, and development of community sanitation facilities; and (4) serves as the principal Federal advocate for Indians in the health field to ensure comprehensive health services for American Indian and Alaska Native people.

One of the main issues facing the IHS today is the Year 2000 (Y2K) problem.  Since the inception of automated information systems, dates have most often been stored with two-digit year formats.  Now, with an impending century change, systems throughout the IHS, and the entire world, are vulnerable to failure due to incorrect interpretation or processing of two-digit year data.  Affected resources include patient data systems and health claim billing system software; embedded microprocessors found in biomedical devices and infrastructure components such as elevators, heating, and security systems; and electronic interconnections or interfaces.

Dates are a critical element in computer systems processing. In general, most dates programmed in computers are based on a two-digit year field: for instance, "97" rather than "1997."  The high cost of data storage in the early days of computing is the primary reason why a two-digit rather than four-digit year field has been the norm among system developers.  The current potential problem stems from when the Year 2000 is entered or calculated as "00", systems may not recognize it as the correct year and programs may fail, reject legitimate year entries, or yield erroneous results.

The problem affects computations that calculate age, sort by date, compare dates or perform other specialized date-related tasks.  The problem can affect mainframe, mid-range, and personal computers alike. The two-digit year field can also be found in microcode, operating systems, software compilers, applications, queries, procedures, screens, databases, biomedical equipment, facilities components, laboratory instruments, operating room equipment, and their relevant analysis and reporting data – anywhere there are components which use embedded microprocessors.

Although everyone is working diligently to ensure that a high percentage of Y2K and related problems will be resolved in a timely and effective fashion for the IHS, it must be anticipated that some things will be overlooked or not completed on time. It is also a realization that there are things beyond IHS’ control that could affect its year 2000 initiatives.

Despite best efforts to renovate, validate and implement our mission-critical information systems, IHS, among other federal agencies, remains vulnerable to the disruption of its business processes.  Because IHS is highly dependent upon information technology to carry out its business, Y2K-induced failures of one or more mission-critical systems will have a significant (if not severe) impact on its ability to deliver vital services.

The risk of failure is not limited to IHS’ internal information systems.  IHS also depends on external information and data provided by its business partners that include other federal, state and local agencies, as well as private sector organizations.  Finally, like every other organization, IHS also depends on services provided by the public infrastructure, such as electric power, water and sewer, transportation, and voice and data communications.

Because of the various risks, known and unknown, IHS must build Business Continuity and Contingency Plans (BCCP) to reduce the potential impact of Y2K-related business process failures.  IHS must look ahead and examine the possible ramifications of these failures and plan to mitigate Y2K risks, not only in its own business operations, but also how these risks affect its partners and infrastructure service providers.  One weak link in the chain of critical dependencies and even the most successful Y2K program implementation will fail to protect against major disruption of IHS business operations, something which IHS cannot afford.

This document contains the Year 2000 Business Continuity and Contingency Plans for IHS Headquarters operations.  BCCPs for IHS Area Offices and Service Units are contained in separate documents.

1.2 THE Y2K PROBLEM WITH RESPECT TO THE IHS HEADQUARTERS

While the recent reorganization of IHS Headquarters resulted in the delegation of operational controls and field support activities to the field, the essential services provided by the IHS Headquarters to the Area Offices, Service Units and Tribes must continue in spite of problems experienced due to Y2K issues.  The core functions of IHS Headquarters are those functions that support the role of advocacy, policy development, and health leadership.  Because most of the resources for Indian health comes from the Federal government, it is vital that IHS Headquarters advocate for Indian health, advance the community based approach, support a nationwide Indian health network, document Indian health needs, and furnish a strong voice for tribes and Indian people.  

As shown in Figure 1-1, IHS Headquarters is organized into three major offices:

· Office of the Director

· Office of Management Support

· Office of Public Health
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Figure 1-1

IHS Headquarters

In some cases, these Headquarters offices are either responsible for, or are an essential participant in, business processes that are critical to the mission of the IHS.  To the extent that those core business processes are dependent upon systems or resources that may be subject to Y2K-related problems, business continuity and contingency plans must be in place for IHS Headquarters.

1.3 DEFINITIONS

This document makes use of several terms that may be unfamiliar or may have non-standard meanings:

· Business Continuity Plan:  In the context of the Y2K program, a plan that focuses on a specific business process.  The plan describes the approach and steps that will be taken to ensure the process can continue in spite of disruptions to systems or infrastructure components.

· Contingency Plan:  In the context of the Y2K program, a plan that focuses on a specific business-essential system or other critical resource (e.g., a building).  The plan addresses how the organization will respond to the loss or degradation of the system or resource due to Y2K problems and describes the steps to be taken to ensure it is restored.

· Core Business Process:  A series of actions, functions, or transformations that, if the organization is unable to perform it, results in an unacceptable impact on the mission of the organization.  For Y2K business continuity planning purposes, a core business process must also be sufficiently time critical that it could not be deferred for up to 72 hours or tolerate intermittent interruptions of less than 72 hours over a 30-day period.

· Priority:  The relative priority of the core process in meeting the organization’s goals.

· Minimum Acceptable Level of Service:  The minimum acceptable level of output or service from the core process that will be minimally acceptable to the user or customer for a finite period of time if Y2K-related problems impact the normal level of service delivery.

· Customers:  The customers, recipients, or users of the service or output of the core process.

· Information Interface Partners:  Vendors, service providers, regulatory or reporting agencies, or other external organizations (other than customers) with which the core process exchanges information.

· Supporting Systems and Resources:  Systems and other resources (including facilities and infrastructure components) upon which the core process depends.

· Failure Scenarios:  Potential failure scenarios for each supporting system and resource that may occur due to Y2K problems

· Impact on Process: The nature and severity each failure scenario would have on the core process, should it occur.

· Trigger:  A predetermined event or set of circumstances that will force the contingency operating plan to be implemented.

· Approach for Continuing Operations:  The business continuity strategy that will be followed for each failure scenario.

· Contingency Resource Requirement:  The resources that will be required to perform the business process in the contingency mode of operations.

1.4 PURPOSE AND SCOPE OF THE Y2K BUSINESS CONTINUITY AND CONTINGENCY PLAN

The objective of business continuity planning is to ensure the successful operation of the IHS Headquarters core processes through the date-sensitive Y2K period by identifying the potential Y2K-related risks to business operations and defining approaches and plans to address them.  This document supports this objective in two ways:

1. It documents the process by which the IHS is conducting its continuity planning, ensuring that a consistent and comprehensive effort is being carried out throughout the IHS.

2. It serves as the repository of developed continuity planning information.  It identifies core business processes, the minimum acceptable levels of outputs and services, the systems and infrastructure components that are essential to support these processes, and the steps and resources necessary to provide basic services in the event of Y2K-induced problems and to restore critical resources.


It is important to note that this plan does not address mitigation of risks inherent in the IHS renovation projects themselves.  What it does address is the possibility that unanticipated problems could render even a renovated application or infrastructure support system temporarily unusable.
1.5 ORGANIZATION OF THE DOCUMENT

The following is a brief description of the contents of this document, by section.

Sections 1-2 contain the background information, including definitions, methodology, assumptions, and issues.

Sections 3 through 5 contain identification of all business processes supported by the Office of the IHS Director, the Office of Management Support, and the Office of Public Health, respectively, and identification of the core processes that must continue in spite of problems experienced with Y2K.  Each section also contains the business continuity plans for the core processes, including key continuity planning information (identification of process customers, minimum acceptable levels of service, interface partners, and supporting systems and resources), and detailed procedures to be followed in case of failure of supporting systems and resources.

Section 6 provides a summary matrix that identifies, across core processes, the critical dependencies for these processes on systems and other resources.

Section 7 provides an index to contingency plans for the systems and other resources on which IHS Headquarters is dependent.

SECTION 2

BUSINESS CONTINUITY PLANNING APPROACH

2.1 ORGANIZATION, ROLES AND RESPONSIBILITIES

An IHS BCCP team was established by Dr. Church, IHS Chief Information Officer (CIO) in December of 1998. The workgroup consists of the following individuals:

John Daugherty, Service Unit Director, Oklahoma Area

Russell Pittman, CIO, Alaska Area

Dr. Dale Armstrong, CIO, Tucson Area

Nancy Williams, Albuquerque Area

Alyssia Chapman, IHS Headquarters (Uniband contractor))

Suzy Buckovich (Mitretek contractor)

George Haynes (Mitretek contractor)

Mary Ann Myers (Mitretek contractor)

After review of IHS BCCP activities to-date, the group developed templates and step-by-step procedures for development of a BCCP, and provided BCCP training to representatives across the IHS in January, 1999.  In addition to developing a BCCP for IHS Headquarters, the group is also developing BCCPs for one IHS Area Office (Oklahoma Area Office), one IHS hospital (Claremore Indian Hospital), and one IHS clinic (Pawnee).  It is anticipated that these documents can be used as models for other Area Offices, hospitals, and clinics.

2.2 METHODOLOGY

The IHS has adopted the structured approach to Y2K business continuity planning defined by the General Accounting Office (GAO).
  This approach includes four phases, each of which entails a set of key processes.  These phases are Initiation, Business Impact Analysis, Contingency Planning, and Testing.  Specific IHS approaches and activities in accordance with the GAO guidance are summarized below.  Figure 2-1:  Year 2000 Business Continuity Planning Structure depicts the analysis and planning involved in IHS’s continuity planning process.
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Figure 2-1

Year 2000 Business Continuity Planning Structure

2.2.1 Initiation Phase

The GAO document, Year 2000 Computing Crisis: Business Continuity and Contingency Planning, Exposure Draft, is being used as the guide to the overall planning process. The draft plans prepared by other government organizations, including the Social Security Administration (SSA)
 and the Food and Drug Administration (FDA)
, were reviewed and considered as working models for document organization and testing methods.

Core processes are identified through review of organizational statements and interviews with senior site management.  As existing continuity, contingency, and disaster recovery plans are identified they are incorporated in the continuity and contingency planning for Y2K.

The key processes followed by IHS in the Initiation phase are:

1. Establish a business continuity project work group

2. Develop and document a high-level business continuity planning strategy

3. Identify core business processes

4. Define roles and assign responsibilities

5. Develop a master schedule and milestones

6. Implement a risk management process and establish reporting system

7. Assess existing business continuity, contingency, and disaster recovery plans and capabilities

8. Implement quality assurance reviews

2.2.2 Business Impact Analysis Phase

The principal objective of the Year 2000 business impact analysis is to determine the effect of mission-critical information system failures on the viability and operations of agency core business processes.  The business impact analysis examines business process composition and priorities, dependencies, cycles, and service levels, and, most important, the business process dependency on mission-critical information systems.

The key processes followed by IHS in the Business Impact Analysis phase are:

1. Define and document information requirements, methods, and techniques to be used in developing the business continuity plan

2. Define and document Year 2000 failure scenarios

3. Perform risk and impact analyses of each core business process

4. Assess and document infrastructure risks

5. Define the minimum acceptable level of outputs and services for each core business process

2.2.3 Contingency Planning Phase

Contingency planning integrates and acts on the results of business impact analysis.  The output of this process is a business continuity plan consisting of a set of contingency plans, with a single plan for each core business process and infrastructure component.

The key processes followed by IHS in the Contingency Planning phase are:

1. Assess the costs and benefits of identified alternatives and select the best contingency strategy for each core business process

2. Identify and document contingency plans and implementation modes

3. Define and document triggers for activating contingency plans

4. Establish a business resumption team for each core business process

5. Develop and document “zero day” strategy and procedures

2.2.4 Testing Phase

The objective of business continuity testing is to evaluate whether individual contingency plans are capable of providing the desired level of support to the agency’s core business processes.

The key processes followed by IHS in the Testing phase are:

1. Validate business continuity strategy

2. Develop and document contingency test plans

3. Establish test teams and acquire contingency resources

4. Prepare for and execute tests

5. Validate the capability of contingency plans

6. Rehearse business resumption teams

7. Update the business continuity plan based upon lessons learned and re-test if necessary

8. Update disaster recovery plans and procedures

2.3 ASSUMPTIONS AND CONSTRAINTS

Some key assumptions and constraints in the IHS operating environment when Y2K problems might occur include the following:

1. It will be “Business as usual” at the start of the Year 2000.  That is, the IHS will not scale back either the processes to be carried out or the expected workload.

2. 1 January 2000 is the primary Y2K event.  However, the plans can also be used for other critical times (e.g., 1 October 1999, or 29 February 2000).

3. There may be some, but not widespread, failures of infrastructure and services external to the IHS Headquarters facilities resulting in loss of electrical, water, heating and telecommunications, coupled with ineffective or non-sustainable backup generation units.

4. Headquarters operations are all dependent on the availability of the facilities in which they are located.  If the facility is unable to be occupied due to infrastructure problems, IHS Headquarters processes will cease or require relocation to alternate facilities.

5. RPMS or other computer application software may fail, disabling user access to critical patient data.

6. If a problem is experienced, most resources and infrastructure components will be restored within 72 hours.  Sporadic problems may occur for 30 days.
2.4 CONTINGENCY PLAN TESTING

This section describes the procedures that will be used to ensure that the Business Continuity Plan is feasible and will, if its execution is necessary, provide the desired level of business process support.

2.4.1 Testing Objectives

The objective of Business Continuity Plan testing is to reliably estimate the extent to which individual plans are capable of providing the desired levels of service for the core business process.  Testing will also indicate whether a given plan can be implemented within the necessary time period and will provide an opportunity to make adjustments to the plan, particularly with regard to the facilities available and resources required.  The test process also serves as a drill for execution of the contingency measure (should it become necessary to implement) and allows the staff to become familiar with the procedures and external contacts that may be involved.  Finally, testing allows the opportunity for a detailed assessment of the cost of actual implementation of planned measures.
2.4.2 Testing Methods

Each section of the plan should be tested using appropriate methods as described below.  While emphasis will be placed on sections of the plan involving the highest-risk situations, each section will be tested appropriately, and refined as necessary, to reasonably ensure the continuation of business in the event of occurrence of the events for which the plans were defined.
To ensure validity, the plan will be reviewed and tested within the guidelines set forth in the GAO’s February 1998 Exposure Draft, Year 2000 Computing Crisis: Business Continuity and Contingency Planning.  These guidelines include provisions for three levels of testing: review, rehearsal, and audit.

Review
On completion, the plan will be reviewed at a level determined appropriate by the Office Directors for sections of the plan under their purview.  These reviews may range from a thorough review by cognizant managers to a more structured or formal review involving other knowledgeable groups to see that all necessary elements are provided. Elements of the plans to be checked include, but are not limited to, provisions for staff training, availability of supplies such as forms to be used when reverting to a manual process, availability of backup facilities, availability of procedures, and triggers for return to normal operations.  All plans will be tested, at a minimum, through Plan Review.

Rehearsal

There are two types of rehearsal: desktop exercise and simulation.
Desktop Exercise

In the desktop exercise, the manager responsible for implementing the contingency plan will be advised of a hypothetical contingency situation. The manager, or his designee, will then use the plan to work out a response to the situation. The manager will answer questions that relate to the availability of trained staff, adequacy of the facilities, adequacy of the machines, and whether necessary forms and supplies are on hand. At this point, the plan can be more accurately documented, and adjustments will be made either to the plan or to its execution environment should any part of the plan fall short of its objective.

Simulation

Simulation testing takes the desktop exercise a step farther. In simulation testing, a component or office (or part of an office) will conduct real business as if in a contingency situation.  The simulation will be thorough enough to assure the manager that on-site personnel can handle the work, the necessary training has been carried out or scheduled, needed supplies are available, and the facility can be adapted to the contingency measure. At this point, any inadequacy in the plan or the preparation will be remedied.

Audit
To ensure objectivity in assessing the IHS’s plans, selected plans may be reviewed or audited by independent contractors or other agencies.  Such reviews or audits will be used to assess the adequacy, feasibility, and accuracy of the plans, and may include testing.

2.5 PROCESS FOR UPDATING PLANS

Business continuity planning for Y2K is an ongoing activity, and, as such, changes and additions to the plans may need to be made to reflect changes in processes or resources.  The Office Directors will be responsible for reviewing the plans whenever significant changes to business processes occur, and at least semi-annually.  An updated version of the complete plan will be produced on an as-needed basis if a major change to any of the individual plans is necessary.  During these reviews, any changes to risk management processes and risk mitigation strategies will be determined and cost estimates will be updated.

SECTION 3

OFFICE OF THE DIRECTOR

This section defines the business processes supported by the Office of the Director of IHS, and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Indian Health Service to fulfill its mission and conduct its business.

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section identifies the core processes and subprocesses covered by the plan.  In addition, this section provides key information concerning the processes/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.
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The Office of the Director is organized into component offices and staff divisions, as shown in Figure 3-1.  The business processes of each office and division are defined in the following subsections.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

Figure 3-1

Office of the Director

3.1 Immediate Office of the Director

The IHS Director is responsible for establishing the goals, objectives, policies, and priorities in pursuit of the IHS mission, providing leadership to ensure delivery of high quality comprehensive health services, and coordinating IHS activities and resources.  The business processes of the Immediate Office of the Director are as follows:

1. Establishes goals, objectives, policies, and priorities in pursuit of IHS mission

2. Provides leadership to ensure delivery of high quality comprehensive health services

3. Coordinates IHS activities and resources internally and externally with other programs, promoting optimum utilization of all available health resources
4. Develops tribal capacities to participate in Indian health programs through means which they deem appropriate to their needs

5. Provides leadership during the development of healthcare policy

6. Advocates for the health needs and concerns of American Indians and Alaska Natives (AI/AN) and promoting the IHS programs at the local, State, national, and international levels

7. Develops and demonstrates alternative methods and techniques of health services management and delivery with maximum participation by Indian tribes and Indian organizations

8. Affords Indian people an opportunity to enter a career in the IHS by applying Indian preference

9. Disseminates information to IHS consumers and the general public regarding the activities of the IHS and the health status of AI/AN people and communities

10. Ensures full application of the principles of Equal Employment Opportunity laws and the Civil Rights Act in managing the human resources of the IHS

3.1.1 Core Business Process 3: Coordinate IHS Activities and Resources

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

3.1.1.1 Key Continuity Planning Information

Table 3-1A,  Process Information for Core Business Process 3: Coordinate IHS Activities and Resources, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

3.1.1.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 3-1B: Continuity Information for Core Business Process 3: Coordinate IHS Activities and Resources, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

3.1.1.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Luana L. Reyes







Director, Headquarters Operations







(301) 443-1083

Responsible for Implementing the Plan:
Luana L. Reyes







Director, Headquarters Operations







(301) 443-1083

TABLE 3-1A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF THE DIRECTOR

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 3:

COORDINATE IHS ACTIVITIES AND RESOURCES
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Coordinate IHS activities and resources internally and externally with other programs, promoting optimum utilization of all available health resources
Delays of not more than hour in normal level of communication and coordination


-HHS OS

-HQ Staff

-Area Offices

-Public

-Congress

-Tribal Leaders

-State and local Governments

-International Health Organizations
-Same as Customers
-E-mail

-PC Workstations

-LAN

-Telephone/fax



TABLE 3-1B:  CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF THE DIRECTOR

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 3:

COORDINATE IHS ACTIVITIES AND RESOURCES

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

E-mail
E-mail not available or reliable
High: Loss of electronic communication with IHS and outside parties
TRIGGER: E-mail unavailable for 1 hour

APPROACH: Use alternate communications
-Telephone/fax

-US Mail

-Courier services

PC Workstations
PCs fail. Unable to access E-mail
High: Loss of electronic communication with IHS and outside parties
TRIGGER: Workstations down for 1 hour

APPROACH: Use alternate means of communication
-Telephone/fax

-US Mail

-Courier services

LAN
LAN fails. Unable to access E-mail
High: Loss of electronic communication with IHS and outside parties
TRIGGER: LAN down for 1 hour

APPROACH: Use alternate means of communication
-Telephone/fax

-US Mail

-Courier services

Telephone/fax
Telephone/fax service not available or reliable
High: Loss of voice and image communication with IHS and outside parties
TRIGGER: Service unavailable for 1 hour

APPROACH: Use alternate communications
-Cellular phones

-E-mail

-Courier services

3.1.1.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

1. Update and distribute emergency contact lists (late December 1999 – Luana Reyes)

2. Verify availability and readiness of cellular phones (late December 1999 – Luana Reyes)

3. Verify availability of alternate mail and courier services (late December 1999 – Luana Reyes)

3.1.1.5 Procedures for Invoking the Plan

Triggers: Reference Table 3-1B, Continuity Information for Core Process 3: Coordinate IHS Activities and Resources

Internal Notification Procedures: Director, Headquarters Operations (Luana Reyes) or authorized representative will notify key Headquarters staff, by best available means, of the implementation of alternative communications or modes of operation.

Customer/Business Partner Notification: Director, Headquarters Operations (Luana Reyes) or authorized representative will notify customers and information interface partners, by best available means, of the implementation of alternative communications or modes of operation.

3.1.1.6 Procedures for Operating in Response Mode

Use alternate means of communications: Use telephone/fax, cellular phones, courier services or mail as appropriate and available.  Monitor status of unavailable resources.

3.1.1.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Return of resources to usable status

Internal Notification Procedures: Director, Headquarters Operations (Luana Reyes) or authorized representative will notify key Headquarters staff, by best available means, of the return to normal operating mode

Customer/Business Partner Notification: Director, Headquarters Operations (Luana Reyes) or authorized representative will notify customers and business partners, by best available means, of the return to normal operating mode

3.1.1.8 Procedures for Recovering Lost or Damaged Data

No data is expected to be lost or damaged.
3.1.1.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

3.1.1.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified]

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

3.1.1.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)


_____ Plan Audit

3.2 Office of Tribal Self-Governance

The Office of Tribal Self-Governance is responsible for implementation of Tribal Self-Governance Demonstration Project policies and programs under Title III of the Indian Self-determination and Education Assistance Act.  The business processes of the Office of Tribal Self-Governance are as follows:

1. Develops, directs, and oversees implementation of Tribal Self-Governance Demonstration Project policies and programs under Title III of Indian Self-determination and Education Assistance Act

2. Provides technical support in development of Tribal Self-Governance Demonstration Projects

3. Oversees the negotiation of Self-governance compacts and annual funding agreements with participating tribal governments

4. Ensures United States responsibilities are not waived, modified, or diminished with respect to Indian tribes and individual Indians

5. Develops and recommends policies, administrative procedures, and guidelines for self-governance tribal activities, with maximum input from IHS staff and workgroups, tribes and tribal organizations, and the Tribal Self-Governance Advisory Committee

6. Advises the Director on Agency compliance with self-governance policies, administrative procedures and guidelines and coordinates activities for resolution of problems with appropriate IHS and HHS staff

7. Participates in the reviews, and recommends approval, of proposals from tribes for self-governance planning and negotiation grants

8. In conjunction with IHS Area and Headquarters components, identifies the amount of Area office and Headquarters managed funds necessary to implement the annual funding agreements and prepares annual budgets for available tribal shares

9. Reviews and approves payments of funds to tribes under Self-governance compacts.

10. Coordinates semi-annual reconciliation of funding agreements with IHS Headquarters components, Area offices, and participating tribes

11. Is the principal IHS office for developing, releasing, and presenting information on behalf of the IHS Director related to the IHS tribal self-governance activities to tribes, tribal organizations, HHS officials, IHS officials, and officials from other Federal agencies, State and local government agencies, and other agencies and organizations

12. Arranges national self-governance meetings to promote the participation by all AI/AN tribes in IHS self-governance activities and program direction

13. Coordinates meetings for self-governance tribal delegations visiting IHS Headquarters

3.2.1 Core Business Process 9: Review and Approve Payments of Funds to Tribes under Self-governance Compacts

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

3.2.1.1 Key Continuity Planning Information
Table 3-2A, Process Information for Core Business Process 9: Review and Approve Payments of Funds to Tribes under Self-governance Compacts, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

3.2.1.2 Process Risks, Approaches for Continuing Operations, and Required Resources
Table 3-2B: Continuity Information for Core Business Process 9: Review and Approve Payments of Funds to Tribes under Self-governance Compacts, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

3.2.1.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Paula Williams







Director, Tribal Self-Governance







(301) 443-7821

Responsible for Implementing the Plan:
Paula Williams







Director, Tribal Self-Governance







(301) 443-7821

TABLE 3-2A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF THE DIRECTOR

OFFICE OF TRIBAL SELF-GOVERNANCE

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 9:

REVIEW AND APPROVE PAYMENTS OF FUNDS TO TRIBES UNDER SELF-GOVERNANCE COMPACTS
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Review and approve payments of funds to tribes under self-governance compacts
Review and approve Forms OTSG-871, “Amendment”, and OTSG-870, “Obligation/Payment Authorization” when due.  Make payments due to tribes on or before January 2, 2000.  Interest charges accrue if payment is not made within 10 days of due date.


-Area Offices

-Tribes
-Division of Financial Management

-Area Offices

-Tribes
Currently:

-PC Workstations

-Microsoft Excel

-Telephone/fax

-E-mail

Effective April 2, 1999:

-LAN/SQL Server with database and forms software

-PC Workstations

-Telephone/fax

-E-mail

TABLE 3-2B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF THE DIRECTOR

OFFICE OF TRIBAL SELF-GOVERNANCE

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 9:

REVIEW AND APPROVE PAYMENTS OF FUNDS TO TRIBES UNDER SELF-GOVERNANCE COMPACTS

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

Effective April 2, 1999:





LAN/SQL Server with database and forms software


Unable to access Server database and applications to generate payment forms
High: Cannot generate automated payment forms. Could incur interest charges.
TRIGGER: Unable to access LAN/SQL Server for 8 hours

APPROACH: Manual preparation of forms
-Preprinted forms

-PC Workstations

-Microsoft Excel

-Telephone/fax

-E-mail

PC Workstations
PCs fail. Unable to access Server applications or E-mail
High: Cannot generate automated payment forms. Could incur interest charges.
TRIGGER: Unable to access LAN/SQL Server for 8 hours

APPROACH: Manual preparation of forms
-Y2K compliant PC Workstations

Or:

-Preprinted forms

-PC Workstations

-Microsoft Excel

Telephone/fax
Telephone/fax service not available or reliable
Low: Impacts delivery of payment forms to Area Offices, follow-up, responses
TRIGGER: Service unavailable for 8 hours

APPROACH: Use alternate communications
-Courier services

-E-mail

-US Mail

E-mail
E-mail not available or reliable
Low: Impacts delivery of payment forms to Area Offices, follow-up, responses
TRIGGER: E-mail unavailable for 8 hours

APPROACH: Use alternate communications
-Telephone/fax

-US Mail

3.2.1.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

1. Verify availability of stock of preprinted Forms OTSG-871, “Amendment”, and OTSG-870, “Obligation/Payment Authorization” (late December 1999 – Paula Williams)

2. Prepare back-up files (PC disks or paper) of Obligation/Payment Authorization database (late December 1999 – Paula Williams)

3.2.1.5 Procedures for Invoking the Plan

Triggers: Reference Table 3-2B, Continuity Information for Core Process 9: Review and Approve Payments of Funds to Tribes Under Self-governance Compacts

Internal Notification Procedures: Director, Tribal Self-governance (Paula Williams) or authorized representative will notify Headquarters staff, by best available means, of the implementation of alternative communications or mode of operation

Customer/Business Partner Notification: Director, Tribal Self-governance (Paula Williams) or authorized representative will notify customers and business partners, by best available means, of the implementation of alternative communications or mode of operation

3.2.1.6 Procedures for Operating in Response Mode

Manual preparation of forms:

1. Prepare necessary forms manually for transactions that cannot be deferred.

2. Communicate Payment Authorizations to Division of Financial Management, Area Offices and Tribes by best available means (fax, telephone, courier).

3. Defer all transactions that are not time constrained.

4. Monitor status of unavailable resources.

Use alternate means of communications:

1. Use telephone/fax, cellular phones, courier services or mail as appropriate and available.

2. Monitor status of unavailable resources.

3.2.1.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Return of resources to usable status

Internal Notification Procedures: Director, Tribal Self-governance (Paula Williams) or authorized representative will notify Headquarters staff, by best available means, that normal communications or operations have been restored.

Customer/Business Partner Notification: Director, Tribal Self-governance (Paula Williams) or authorized representative will notify customers and business partners, by best available means, that normal communications or operations have been restored.
3.2.1.8 Procedures for Recovering Lost or Damaged Data

1. Keep log and records of all transactions performed in response mode.

2. Upon restoral of database system, enter manually processed transactions to bring data up to date.

3.2.1.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

3.2.1.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
[To be completed]

Total Overtime Hours for Existing Staff
[To be completed]

Total Temporary Contractor Support
[To be completed]

Total Equipment Costs
[To be completed]

Total Other Direct Charges
[To be completed]

3.2.1.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)


_____ Plan Audit

3.3
Office of Tribal Programs

The Office of Tribal Programs is responsible for implementation of self-determination under Title I of the Indian Self-Determination and Education Assistance Act.  The business processes of the Office of Tribal Programs are as follows:

1. Advises the Director, IHS, on the activities and issues related to IHS’ implementation of self-determination under Title I of the Indian Self-Determination and Education Assistance Act, as amended

2. Develops and recommends policies, administrative procedures, and guidelines for a range of IHS services and activities for Title I tribes and direct service tribes, and advises the Director of the effect they have on health programs

3. Assures that Indian tribes and tribal organizations are informed regarding pertinent health policy and program management issues, and that consultation and participation by tribes and Indian organizations occurs during the development of IHS policy

4. Supports Title I tribes in managing health programs and coordinates support available from other public and private agencies and organizations

5. Advises the Director, IHS, on Agency compliance to IHS self-determination policies, administrative procedures, and guidelines

6. Coordinates implementation of special Indian legislation and authorities

7. Maintains relevant information on Indian tribes and programs, and IHS tribal self-determination policies

8. Coordinates meetings and other communications with non‑self‑governance tribal delegations

9. Is the principal IHS office for developing, releasing, and presenting information on behalf of the IHS Director related to the IHS tribal self-determination activities to tribes, tribal organizations, HHS officials, IHS officials, and officials from other Federal agencies, State and local governmental agencies, and other agencies and organizations

3.4 Equal Employment Opportunity and Civil Rights Staff

The Equal Employment Opportunity and Civil Rights Staff is responsible for administering the IHS equal employment opportunity, civil rights, and affirmative action programs.  The business processes of the Equal Employment Opportunity and Civil Rights Staff are as follows:

1. Administers the IHS equal employment opportunity, civil rights, and affirmative action programs, in accordance with applicable laws, regulations, and HHS policies

2. Plans and oversees the implementation of IHS affirmative employment and special emphasis programs

3. Reviews data on IHS employee personnel actions and advises IHS managers of discriminatory trends

4. Ensures immediate action on complaints of alleged sexual harassment or discrimination on the basis of sexual orientation

5. Decides on accepting, for investigation, or dismissing discrimination complaints and evaluates accepted complaints for procedural sufficiency and investigates, adjudicates, and resolves such complaints

6. Develops EEO education and training programs for IHS managers, supervisors, counselors, and employees

3.5 Urban Indian Health Program Staff

The Urban Indian Health Program Staff is responsible for supporting urban Indian health programs and organizations under Title V of the Indian Health Care Improvement Act.  The business processes of the Urban Indian Health Program Staff are as follows:

1. Advises the Director, IHS, on the activities and issues related to the IHS’ implementation of Title V of the Indian Health Care Improvement Act, as amended

2. Develops and recommends policies, administrative procedures and guidelines for IHS services and activities for urban Indian health programs and organizations

3. Assures that urban Indian health programs and organizations are informed of pertinent health policy and that consultation with urban Indian health programs and organizations occurs during the development of IHS policy

4. Supports urban Indian health programs and organizations in managing health programs and coordinates support available from other public and private agencies and organizations

5. Advises the Director, IHS, on agency compliance to urban Indian health program policies, administrative procedures and guidelines

6. Maintains relevant information on urban Indian health programs and organizations

7. Coordinates meetings and other communications with urban Indian health program representatives

3.5.1 Core Business Process 4: Support Urban Indian Health Programs

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

3.5.1.1 Key Continuity Planning Information
Table 3-3A, Process Information for Core Business Process 4: Support Urban Indian Health Programs, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

3.5.1.2 Process Risks, Approaches for Continuing Operations, and Required Resources
Table 3-3B: Continuity Information for Core Business Process 4: Support Urban Indian Health Programs, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

3.5.1.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

James Cussen







Urban Indian Health Program Staff







(301) 443-4680

Responsible for Implementing the Plan:
James Cussen







Urban Indian Health Program Staff







(301) 443-4680

TABLE 3-3A:  PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF THE DIRECTOR

URBAN INDIAN HEALTH PROGRAM STAFF

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 4:

SUPPORT URBAN INDIAN HEALTH PROGRAMS
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Support urban Indian health programs and organizations in managing health programs and coordinate support available from other public and private agencies and organizations
Advise funds for programs within ????

days of fund availability


Urban Indian Health Programs
None
-E-mail

-PC Workstations

-LAN



TABLE 3-3B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF THE DIRECTOR

URBAN INDIAN HEALTH PROGRAM STAFF

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 4:

SUPPORT URBAN INDIAN HEALTH PROGRAMS

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

E-mail
E-mail not available or reliable
High: Needed to advise funds to Division of Financial Management
TRIGGER: E-mail unavailable for 8 hours

APPROACH: Use paper memorandum to advise funds
None

PC Workstations
PCs fail. Unable to access  E-mail
High: Used to access E-mail
TRIGGER: Workstations down for 8 hours

APPROACH: Use paper memorandum to advise funds
None

LAN
LAN unavailable
High: Used to access E-mail
TRIGGER: LAN unavailable for 8 hours

APPROACH: Use paper memorandum to advise funds
None

3.5.1.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

None required.

3.5.1.5 Procedures for Invoking the Plan

Triggers: Reference Table 3-3B: Continuity Information for Core Business 4: Support Urban Indian Health Programs

Internal Notification Procedures: James Cussen or authorized representative will notify Urban Indian Health Program Staff, by best available means, of the implementation of alternative communications or mode of operation.

Customer/Business Partner Notification: None required.

3.5.1.6 Procedures for Operating in Response Mode

1. Advise funds availability by best available means (fax, telephone, mail, courier)

2. Monitor status of affected resources

3.5.1.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Availability of resources

Internal Notification Procedures: James Cussen or authorized representative will notify Urban Indian Health Program Staff, by best available means, that normal communications and operations have been restored.

Customer/Business Partner Notification: None required
3.5.1.8 Procedures for Recovering Lost or Damaged Data

No data is expected to be lost or damaged.

3.5.1.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

3.5.1.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

3.5.1.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)


_____ Plan Audit

3.6 Congressional and Legislative Affairs Staff

The Congressional and Legislative Affairs Staff is responsible for advising the Director and other IHS officials on the need for changes in legislation, managing the development of IHS legislative initiatives, and representing the IHS on congressional and legislative matters.  The business processes of the Congressional and Legislative Affairs Staff are as follows:

1. Is the principal advisor to the Director, IHS, on all legislative and congressional relations matters

2. Advises the Director and other IHS officials on the need for changes in legislation and manages the development of IHS legislative initiatives

3. Serves as the IHS liaison office for congressional and legislative affairs with congressional offices, the Department of Health and Human Services (HHS), the Office of Management and Budget (OMB), other Federal agencies, and the White House

4. Tracks all major legislative proposals in Congress that would impact on Indian health and ensures that the Director and appropriate IHS and HHS officials are briefed on potential impact of proposed legislation

5. Represents the IHS in discussions regarding policy, legislative initiatives/implementation and provides technical assistance and advice relative to the effect initiatives/implementation would have on the IHS

6. Collaborates with the Office of Management Support and the Office of Public Health on programmatic and financial issues related to budget formulation

7. Coordinates the preparation and IHS internal review and clearance process for the Agency Congressional Budget Justification and the Development level

8. Conducts the legislative analysis, and provides support and liaison to the Director relative to IHS appropriations efforts
9. Directs the development of IHS briefing materials for congressional hearings, testimony, and bill reports

10. Analyzes legislation for necessary action within the IHS, and develops appropriate Legislative Implementation Plans

11. Provides leadership, advocacy, and technical support to respond to requests from the public, including tribal governments, tribal organizations, and Indian community organizations regarding IHS legislative issues

3.7 Policy Support Staff

The Policy Support Staff is responsible for review, analysis and leadership of IHS policy-related matters.  The business processes of the Policy Support Staff are as follows:

1. Coordinates the review and analysis of policy-related issues, and advises the Director, IHS, of options for resolving problems caused by existing or proposed IHS policy

2. Forecasts the costs, benefits, and long-term results of policy options

3. Assures IHS policies are consistent and do not conflict

4. Provides leadership on behalf of the Director to functional area managers at IHS Headquarters in developing or modifying and overseeing the implementation of IHS policies and procedures

5. Organizes, facilitates, and supports stakeholder task teams to advise the Director on major policy issues

6. Completes special assignments for the Director that may require coordination with other IHS offices or other Federal agencies, tribes, or tribal organizations

7. Serves as the IHS liaison for intergovernmental and private sector initiatives that impact health care services and management of the IHS, and participates on intergovernmental task forces

8. Represents the Director in meetings with IHS employees and high-level management officials within the IHS, the HHS, or other Federal agencies, tribes, and other organizations

9. Provides staff support to the Director, including preparation of presentations and briefings

10. Provides staff support to the Council of Area and Associate Directors (the Council), the Executive Leadership Group of the Council, and other standing committees of the Council

3.8 Public Affairs Staff

The Public Affairs Staff is responsible for communications, media relations and public affairs activities of the IHS.  The business processes of the Public Affairs Staff are as follows:

1. Is the principal advisor to the Director, IHS, for strategic planning on communications, media relations, and public affairs policy formulation and implementation and for assuring that IHS policy is consistent with directives from the Assistant Secretary for Public Affairs
2. Establishes and implements policy for the internal and external dissemination of Agency information

3. Is the central focus office for technical guidance and assistance to IHS staff for the development of internal and external communications, media relations, and public affairs activities

4. Coordinates the IHS communications and public affairs activities with other public and private sector organizations

5. Coordinates the clearance of IHS public relations activities and communications materials

SECTION 4

OFFICE OF MANAGEMENT SUPPORT

This section defines the business processes supported by the Office of Management Support, and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on  the ability of the Indian Health Service to fulfill its mission and conduct its business.

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section identifies the core processes and subprocesses covered by the plan.  In addition, this section provides key information concerning the processes/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.
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The Office of Management Support is organized into component divisions and staff, as shown in Figure 4-1.  The business processes of each division are defined in the following subsections.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type

Figure 4-1

Office of Management Support
.

4.1 Office of Management Support

The Office of Management Support is responsible for advising and supporting the IHS Director and managers on administrative and management regulations, policies and procedures, and for providing leadership, guidance and support in the management of financial, human, personal property, supply and information resources.  The business processes of the Office of Management Support are as follows:

1. Provides advice and support to the Director and IHS managers on administrative and management regulations, policies, and procedures

2. Provides IHS-wide leadership, guidance, and support in the management of financial, human, personal property, supply, and information resources

3. Formulates, administers, and supports IHS-wide policies, delegations of authority, and organizations and functions development

4. Provides leadership, direction, and coordination of activities for continuous improvement of management accountability and administrative systems and for effective and efficient program support services IHS-wide

5. Administers a program for assuring the integrity of IHS employees in performance of their official duties and responsibilities that conforms with applicable laws, regulations, and guidance from within the Department and from other Federal oversight agencies, and directs the process for personnel security and suitability in the IHS

6. Ensures the accountability and integrity of acquisition and grants management, personal property utilization, and disposition of IHS resources

7. Assures that the IHS management services, policies, procedures, and practices support IHS Indian Self-Determination policies

8. Administers the control and quality of IHS reports, correspondence, and publications charged to Headquarters’ officials for internal or external dissemination, including regular and special reports required by the Department and the Congress

9. Advises the Director on statutory and regulatory issues related to the IHS and coordinates resolution of IHS legal issues with the Office of the General Counsel (OGC), IHS staff, and other Federal agencies

10. Provides leadership and advocacy of the IHS mission and goals with the Department, Administration, Congress, and other external authorities

11. Assures that IHS appeal systems meet legal standards

12. Assists in the assurance of Indian access to State, local, and private health programs

13. Manages IHS compliance with ethics requirements including the Federal Managers Financial Integrity Act

14. Assures that access to IHS records meet statutory requirements

4.1.1 Core Business Process 1: Provide Advice and Support to the Director and IHS Managers

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.1.1.1 Key Continuity Planning Information
Table 4-1A, Process Information for Core Business Process 1: Provide Advice and Support to the Director and IHS Managers, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.1.1.2 Process Risks, Approaches for Continuing Operations, and Required Resources
Table 4-1B: Continuity Information for Core Business Process 1: Provide Advice and Support to the Director and IHS Managers, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.1.1.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Robert G. McSwain

Director, Office of Management Support







(301) 443-6290

Responsible for Implementing the Plan:
Robert G. McSwain

Director, Office of Management Support







(301) 443-6290

TABLE 4-1A:  PROCESS INFORMATION

IHS HEADQUARTERS:  OFFICE OF MANAGEMENT SUPPORT

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:

PROVIDE ADVICE AND SUPPORT TO THE DIRECTOR AND IHS MANAGERS
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Provide advice and support to the Director and IHS managers on administrative and management regulations, policies, and procedures
Maintain normal high level of coordination


-IHS OD

-IHS HQ Staff

-Area Offices

-Service Units


-Same as Customers
-PC Workstations

-LAN

-Telephone/fax

-E-mail

TABLE 4-1B:  CONTINUITY INFORMATION

IHS HEADQUARTERS:  OFFICE OF MANAGEMENT SUPPORT

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:

PROVIDE ADVICE AND SUPPORT TO THE DIRECTOR AND IHS MANAGERS

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

PC Workstations
PCs fail. Unable to access E-mail
High: Loss of electronic communication with IHS and outside parties
TRIGGER: Workstations down for 4 hours

APPROACH: Use alternate means of communication
-Telephone/fax

-US Mail

-Courier services

LAN
LAN fails. Unable to access E-mail
High: Loss of electronic communication with IHS and outside parties
TRIGGER: LAN down for 4 hours

APPROACH: Use alternate means of communication
-Telephone/fax

-US Mail

-Courier services

Telephone/fax
Telephone/fax service not available or reliable
High: Loss of voice and image communication with IHS and outside parties
TRIGGER: Service unavailable for 4 hours

APPROACH: Use alternate communications
-Cellular phones

-E-mail

-Courier services

E-mail
E-mail not available or reliable
High: Loss of electronic communication with IHS and outside parties
TRIGGER: E-mail unavailable for 4 hours

APPROACH: Use alternate communications
-Telephone/fax

-US Mail

-Courier services

4.1.1.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

1. Update and distribute emergency contact lists (late December 1999 – Robert McSwain)

2. Verify availability and readiness of cellular phones (late December 1999 – Robert McSwain)

3. Verify availability of alternate mail and courier services (late December 1999 – Robert McSwain)

4.1.1.5 Procedures for Invoking the Plan

Triggers: Reference Table 4-1B, Continuity Information for Core Process 1: Provide Advice and Support to the Director and IHS Managers

Internal Notification Procedures: Director, Office of Management Support (Robert McSwain) or authorized representative will notify key Headquarters staff, by best available means, of the implementation of alternative communications or modes of operation.

Customer/Business Partner Notification: Director, Office of Management Support (Robert McSwain) or authorized representative will notify customers and information interface partners, by best available means, of the implementation of alternative communications or modes of operation.

4.1.1.6 Procedures for Operating in Response Mode

Use alternate means of communications: Use telephone/fax, cellular phones, courier services or mail as appropriate and available.  Monitor status of unavailable resources.

4.1.1.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Return of resources to usable status

Internal Notification Procedures: Director, Office of Management Support (Robert McSwain) or authorized representative will notify key Headquarters staff, by best available means, of the return to normal operating mode

Customer/Business Partner Notification: Director, Office of Management Support (Robert McSwain) or authorized representative will notify customers and business partners, by best available means, of the return to normal operating mode

4.1.1.8 Procedures for Recovering Lost or Damaged Data

No data is expected to be lost or damaged.
4.1.1.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

4.1.1.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified]

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

4.1.1.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)


_____ Plan Audit

4.2 Executive Secretariat

The Executive Secretariat is responsible for supporting the IHS Office of the Director in matters relating to the management of internal and external correspondence.  The business processes of the Executive Secretariat are as follows:

1. Reviews, analyzes, and coordinates correspondence received by the IHS Office of the Director (OD)

2. Assigns and controls required correspondence follow-up action by appropriate functional areas at IHS Headquarters and Areas
3. Assigns, controls, and tracks reports required by the Congress

4. Ensures the quality of correspondence, reports, and publications from IHS Headquarters and Area offices that require signature by IHS OD for internal and external distribution

5. Conducts training to promote conformance by IHS Headquarters and Area staff on the IHS Executive Correspondence Guidelines, other good correspondence practices, and/or the requirements of higher echelon organizations

6. Maintains an automated document tracking system to assist in timely processing of internal and external correspondence

7. Maintains official records for OD correspondence and conducts topic research of files, as needed

8. Writes, develops, prepares, and coordinates documents for IHS OD signature

9. Coordinates the review of policy issues that surface in prepared responses or initiatives and resolves differences

10. Ensures accurate flow of correspondence and related information to tribes, tribal organizations, heads of Federal Government departments and agencies, congressional staff offices, and members of Congress

4.2.1 Core Business Process 2: Control Correspondence Follow-up

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.2.1.1 Key Continuity Planning Information

Table 4-2A, Process Information for Core Business Process 2: Control Correspondence Follow-up, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.2.1.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 4-2B: Continuity Information for Core Business Process 2: Control Correspondence Follow-up, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.2.1.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Doris Johnson







Executive Secretariat







(301) 443-4724

Responsible for Implementing the Plan:
Mike Buckley







Executive Secretariat







(301) 443-1011
TABLE 4-2A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

EXECUTIVE SECRETARIAT

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 2:

CONTROL CORRESPONDENCE FOLLOWUP ACTION
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Assign and control correspondence follow-up action for OD
Maintain tracking and control of priority correspondence follow-up action
-IHS OD

-IHS HQ Staff

-Area Offices

-HHS OS

-Public

-Congress

-Tribal Leaders

-State Governments

-International Health Organizations

-Universities/Colleges
-IHS OD

-IHS HQ Staff

-Area Offices

-HHS OS

-Public

-Congress

-Tribal Leaders

-State Governments

-International Health Organizations

-Universities/Colleges
-Action Tracking System (ATS)

-LAN/SQL Server

-PC Workstations

-Telephone/fax

-E-mail

TABLE 4-2B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

EXECUTIVE SECRETARIAT

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 2:

CONTROL CORRESPONDENCE FOLLOWUP ACTION

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

Action Tracking System (ATS)
ATS fails or is unreliable
Med: Loss of tracking
TRIGGER: ATS down for 4 hours

APPROACH: Manual routing and tracking. Use PC application for backup
-Action Control Sheets

-Standalone PCs (2)

-Temp staff (2) if more than 3 days

LAN/SQL Server


Unable to access ATS
Med: Loss of tracking
TRIGGER: Unable to access ATS for 4 hours

APPROACH: Manual routing and tracking. Use PC application for backup
-Action Control Sheets

-Standalone PCs (2) 

-Temp staff (2) if more than 3 days

PC Workstations
PCs fail. Unable to access ATS or E-mail
Med: Loss of tracking
TRIGGER: Unable to access ATS for 4 hours

APPROACH: Manual routing and tracking
-Action Control Sheets

-Standalone PCs (2) 

-Temp staff (2) if more than 3 days

Telephone/fax
Telephone/fax service not available or reliable
Low/Med: Impacts phone follow-up, responses
TRIGGER: Service unavailable for 4 hours

APPROACH: Use alternate communications
-Cellular phones

-E-mail

E-mail
E-mail not available or reliable
Low/Med: Impacts follow-up, responses
TRIGGER: E-mail unavailable for 4 hours

APPROACH: Use alternate communications
-Telephone/fax

-US Mail

4.2.1.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

Verify availability of adequate supply of Action Control Sheets (late December 1999 – Doris Johnson)

4.2.1.5 Procedures for Invoking the Plan

Triggers: Reference Table 4-2B, Continuity Information for Core Process 3: Control Correspondence Followup Action

Internal Notification Procedures: Notify Executive Secretariat staff of the implementation of alternative communications or mode of operation.

Customer/Business Partner Notification: Notify IHS Office of the Director of the implementation of alternative communications or mode of operation.

4.2.1.6 Procedures for Operating in Response Mode

Manual routing and tracking:

1. Use available standalone PC correspondence tracking program if operational.

2. If PC program not operational, prepare Action Control Sheets manually.

3. Maintain copies of Action Control Sheets in a suspense file for tracking by action/response date.

4. Use best available means of communication (telephone, E-mail, fax, etc.) to monitor status of urgent documents.

4.2.1.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Restored availability of Action Control System

Internal Notification Procedures: Notify Executive Secretariat staff of return to normal operations.

Customer/Business Partner Notification: Notify IHS Office of the Director staff of return to normal operations.

4.2.1.8 Procedures for Recovering Lost or Damaged Data

[To be completed]

4.2.1.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.  If manual tracking in response mode continues more than three days, additional clerical staff (2) may be required.

4.2.1.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
[To be completed]

Total Overtime Hours for Existing Staff
[To be completed]

Total Temporary Contractor Support
[To be completed]

Total Equipment Costs
[To be completed]

Total Other Direct Charges
[To be completed]

4.2.1.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)


_____ Plan Audit

4.3 Management Policy Support Staff

The Management Policy Support Staff is responsible for analysis, advisory, and assistance services to IHS managers and staff for organizational and management policy matters.  The business processes of the Management Policy Support Staff are as follows:

1. Provides analysis, advisory, and assistance services to IHS managers and staff for the development, clearance, and filing of IHS directives and delegations of authority

2. Serves as principal advisor and source for technical assistance for establishment or modification of organizational infrastructures, functions, and Standard Administrative Code configurations

3. Administers a program for assuring IHS’ compliance with management control requirements in the Federal Managers’ Financial Integrity Act

4. Coordinates the development, clearance, and transmittal of IHS responses and follow-up to reports issued by the Office of Inspector General (OIG), the General Accounting Office (GAO), and other Federal internal and external authorities

5. Provides assistance and support to special assigned task groups, and conducts special program or management integrity reviews as required

4.4 Division of Administrative Support

The Division of Administrative Support is responsible for the policy, development, planning, and implementation of administrative functions.  The business processes of the Division of Administrative Support are as follows:

1. Plans, develops and directs program support and general services programs

2. Develops and disseminates policy and procedural guidelines for uniform administrative services and practices

3. Provides guidance and support to IHS Headquarters and field in the development, planning, and implementation of administrative functions

4. Maintains liaison with Department and General Services Administration (GSA) on logistics issues affecting the IHS

5. Monitors, evaluates, and reports on administrative programs and services

6. Provides advice and technical assistance on design and layout, inventories, and print order tracking for IHS publications

7. Manages a variety of special projects

8. Maintains property and supply system for IHS

4.5 Division of Financial Management

The Division of Financial Management is responsible for the preparation of IHS budgets and the distribution, coordination and monitoring of resource allocations.  The business processes of the Division of Financial Management are as follows:

1. Develops and prepares the budget for the Office of Management and Budget (OMB) submission and the President's budget for the Indian Health Service and Facilities Appropriation

2. Participates with Department officials in budget briefings for the OMB and Congress

3. Distributes, coordinates, and monitors resource allocations
4. In collaboration with the Headquarters officials and the tribes, develops and implements budget, fiscal, and accounting procedures and conducts reviews and analyses to ensure compliance in budget activities

4.5.1 Core Business Process 3: Distribute, Coordinate and Monitor Resource Allocations

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.5.1.1 Key Continuity Planning Information

Table 4-3A: Process Information for Core Business Process 3: Distribute, Coordinate and Monitor Resource Allocations, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.5.1.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 4-3B: Continuity Information for Core Business Process 3: Distribute, Coordinate and Monitor Resource Allocations, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.5.1.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Carl Fitzpatrick







Director, Financial Management







(301) 443-1270

Responsible for Implementing the Plan:
Carl Fitzpatrick







Director, Financial Management







(301) 443-1270

TABLE 4-3A:  PROCESS INFORMATION

IHS HEADQUARTERS:  OFFICE OF MANAGEMENT SUPPORT

DIVISION OF FINANCIAL MANAGEMENT

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 3:

DISTRIBUTE, COORDINATE AND MONITOR RESOURCE ALLOCATIONS 
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Distribute, coordinate and monitor resource allocations
Distribution of resource allocations within ???? working days of due date


IHS Area Offices
-HHS

-IHS Area Offices
-CORE Accounting System

-RPMS/ ARMS

-LAN

-Workstations

TABLE 4-3B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

DIVISION OF FINANCIAL MANAGEMENT

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 3:

DISTRIBUTE, COORDINATE AND MONITOR RESOURCE ALLOCATIONS

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

CORE Accounting System
CORE fails or access is not available
Med/High: Unable to access financial data. Delays in distributing resource allocations.
TRIGGER: CORE down more than 4 hours

APPROACH: Follow PSC contingency plans for CORE. Manual operation
-Telephone/fax

-E-mail

-Paper backup files

-Standalone PCs

RPMS/ARMS
ARMS fails or access is not available
Med/High: Unable to access financial data. Delays in distributing resource allocations.
TRIGGER: ARMS down more than 4 hours

APPROACH: Manual operation
-Telephone/fax

-E-mail

-Paper backup files

-Standalone PCs

LAN
LAN unavailable. Unable to access CORE or ARMS
Med/High: Unable to access financial data. Delays in distributing resource allocations.
TRIGGER: LAN services down more than 4 hours

APPROACH: Alternate access or manual operation
-PC with dial-up access to CORE and ARMS, or
-Telephone/fax

-E-mail

-Paper backup files

-Standalone PCs

Workstations
Workstations unavailable
Med/High: Unable to access financial data. Delays in distributing resource allocations.
TRIGGER: PCs down more than 4 hours

APPROACH: Alternate workstations or manual operation
-Replacement Y2K-compliant PCs or
-Standalone PCs with dial-up access to CORE and ARMS

4.5.1.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

Verify that paper back-up files of resource allocation data from CORE and ARMS are current and available (late December 1999 – Carl Fitzpatrick)

4.5.1.5 Procedures for Invoking the Plan

Triggers: Reference Table 4-3B, Continuity Information for Core Process 3: Distribute, Coordinate and Monitor Resource Allocations

Internal Notification Procedures: Director, Financial Management Division (Carl Fitzpatrick) or an authorized representative will notify Financial Management staff of the implementation of alternative communications or modes of operation.

Customer/Business Partner Notification: Director, Financial Management Division (Carl Fitzpatrick) or an authorized representative will notify IHS AREA Offices of the implementation of alternative communications or modes of operation.

4.5.1.6 Procedures for Operating in Response Mode

[To be completed]

4.5.1.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Restored availability of resources

Internal Notification Procedures: None required

Customer/Business Partner Notification: None required
4.5.1.8 Procedures for Recovering Lost or Damaged Data

[To be completed]

4.5.1.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

4.5.1.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
[To be completed]

Total Overtime Hours for Existing Staff
[To be completed]

Total Temporary Contractor Support
[To be completed]

Total Equipment Costs
[To be completed]

Total Other Direct Charges
[To be completed]

4.5.1.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)


_____ Plan Audit

4.6 Division of Acquisition and Grants Management

The Division of Acquisition and Grants Management is responsible for the implementation of policies and procedures and delegations of authority for the acquisition and grants management activities in the IHS.  The business processes of the Division of Acquisition and Grants Management are as follows:

1. Develops, recommends, and oversees the implementation of policies and procedures and delegations of authority for the acquisition and grants management activities in the IHS, including self-governance compacts, consistent with applicable regulations, directives, and guidance from higher echelon in the Department and Federal government oversight agencies

2. Executes and administers contracts for IHS Headquarters, grant awards IHS-wide, and assists in acquisition and grants operations at field components as required

3. Evaluates compliance with acquisition and grants management related directives at IHS Headquarters and Area offices and oversees actions required to correct identified weaknesses

4. Provides cost advisory and audit resolution services in accordance with applicable statutes and regulations

5. Advises the Director, Office of Management Support, of proposed legislation, regulations, and directives that affect contracts and financial assistance programs in the IHS

6. Manages the IHS acquisition and grant information systems and conducts analysis of data for reports and/or responses to inquiries from internal and external authorities

7. Conducts training and provides advice and technical consultation for contracts and grants policies and procedures to IHS Headquarters and field components

8. Coordinates the IHS Small, Disadvantaged, and Women-Owned Business programs and oversees compliance with the Buy Indian Act

9. The IHS contact point for contract protests, and to the Department and the GAO regarding contract-related issues

10. Administers the interagency agreements program in the IHS

11. Coordinates the collection of disallowed costs cited in reports of contractor and grantee audits

4.6.1 Core Business Process 2: Execute and Administer Contracts and Grants

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.6.1.1 Key Continuity Planning Information

Table 4-4A: Process Information for Core Business Process 2: Execute and Administer Contracts and Grants, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.6.1.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 4-4B: Continuity Information for Core Business Process 2: Execute and Administer Contracts and Grants, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.6.1.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Robyn York

Director, Office of Acquisition and Grants Management







(301) 443-3134

Responsible for Implementing the Plan:
Robyn York

Director, Office of Acquisition and Grants Management







(301) 443-3134

TABLE 4-4A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

DIVISION OF ACQUISITION AND GRANTS MANAGEMENT

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 2:

EXECUTE AND ADMINISTER CONTRACTS AND GRANTS
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Execute and administer contracts for IHS Headquarters, grant awards IHS-wide, and assist in acquisition and grants operations at field components as required
Pre-award review and approval of contracts for physicians, pharmaceuticals and medical equipment within ???? working days.

Approval of payments for contracts, grants, and student loan repayment within ???? working days.


-IHS Area Offices

-IHS Service Units

-Tribes
-IHS Area Offices

-IHS Service Units

-Tribes

-Contractors

-Grantors
-E-mail

-Phone/fax

-Express delivery services

TABLE 4-4B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

DIVISION OF ACQUISITION AND GRANTS MANAGEMENT

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 2:

EXECUTE AND ADMINISTER CONTRACTS AND GRANTS

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

E-mail
Not available or reliable
Low: Reduced efficiency and speed of written communication
TRIGGER: E-mail not available for 4 hours
APPROACH: Use alternate means of communication
-Telephone/fax

-US Mail, FedEx, UPS, etc

Telephone/fax
Not available or reliable
Low: Reduced efficiency and speed of oral/written communication
TRIGGER: Phone/fax service not available for 1 hour
APPROACH: Use alternate means of communication
-Cellular phones

-E-mail

-US Mail, FedEx, UPS, etc

Express delivery services
Severe disruption of service
Low: Reduced efficiency of written communication
TRIGGER: Express services not available for 8 hours
APPROACH: Use alternate means of communication
-E-mail

-Telephone/fax

-US Mail, FedEx, UPS, etc

4.6.1.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

None identified.

4.6.1.5 Procedures for Invoking the Plan

Triggers: Reference Table 4-4B, Continuity Information for Core Process 2: Execute and Administer Contracts and Grants

Internal Notification Procedures: Director, Office of Acquisition and Grants Management (Robyn York) or authorized representative will notify departmental staff of the implementation of alternative communications or modes of operation.

Customer/Business Partner Notification: Director, Office of Acquisition and Grants Management (Robyn York) or authorized representative will notify Area Offices of the implementation of alternative communications or modes of operation.

4.6.1.6 Procedures for Operating in Response Mode

1. Utilize best available means of communication to advise and approve funds.

2. Monitor status of unavailable resources.

4.6.1.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Restored availability of resources

Internal Notification Procedures: None required

Customer/Business Partner Notification: None required
4.6.1.8 Procedures for Recovering Lost or Damaged Data

No data is expected to be lost or damaged.

4.6.1.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

4.6.1.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

4.6.1.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)


_____ Plan Audit

4.6.2 Core Business Process 9: Respond to Contract Protests and Issues

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.6.2.1 Key Continuity Planning Information

Table 4-5A: Process Information for Core Business Process 9: Respond to Contract Protests and Issues, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.6.2.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 4-5B: Continuity Information for Core Business Process 9: Respond to Contract Protests and Issues, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.6.2.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Robyn York

Director, Office of Acquisition and Grants Management







(301) 443-3134

Responsible for Implementing the Plan:
Robyn York

Director, Office of Acquisition and Grants Management

(301) 443-3134

TABLE 4-5A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

DIVISION OF ACQUISITION AND GRANTS MANAGEMENT

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 9:

RESPOND TO CONTRACT PROTESTS AND ISSUES
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Is the IHS contact point for contract protests, and to the Department and the GAO regarding contract-related issues
Response to protests within ???? working days
-IHS Headquarters

-IHS Area Offices

-IHS Service Units

-Tribes
-HHS

-GAO
-E-mail

-Phone/fax

-Express delivery services

TABLE 4-5B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

DIVISION OF ACQUISITION AND GRANTS MANAGEMENT

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 9:

RESPOND TO CONTRACT PROTESTS AND ISSUES

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

E-mail
Not available or reliable
Low: Reduced efficiency and speed of written communication
TRIGGER: E-mail not available for 4 hours
APPROACH: Use alternate means of communication
-Telephone/fax

-US Mail, FedEx, UPS, etc

Telephone/fax
Not available or reliable
Low: Reduced efficiency and speed of oral/written communication
TRIGGER: Phone/fax service not available for 1 hour
APPROACH: Use alternate means of communication
-Cellular phones

-E-mail

-US Mail, FedEx, UPS, etc

Express delivery services
Severe disruption of service
Low: Reduced efficiency of written communication
TRIGGER: Express services not available for 8 hours
APPROACH: Use alternate means of communication
-E-mail

-Telephone/fax

-US Mail, FedEx, UPS, etc

4.6.2.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

None identified.

4.6.2.5 Procedures for Invoking the Plan

Triggers: Reference Table 4-5B, Continuity Information for Core Process 9: Respond to Contract Protests and Issues

Internal Notification Procedures: Director, Office of Acquisition and Grants Management (Robyn York) or authorized representative will notify departmental staff of the implementation of alternative communications or modes of operation.

Customer/Business Partner Notification: Director, Office of Acquisition and Grants Management (Robyn York) or authorized representative will notify customers and business partners of the implementation of alternative communications or modes of operation.

4.6.2.6 Procedures for Operating in Response Mode

1. Utilize best available means of communication to advise and approve funds.

2. Monitor status of unavailable resources.

4.6.2.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Restored availability of resources

Internal Notification Procedures: None required

Customer/Business Partner Notification: None required
4.6.2.8 Procedures for Recovering Lost or Damaged Data

No data is expected to be lost or damaged.

4.6.2.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

4.6.2.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

4.6.2.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)

_____ Plan Audit

4.6.3 Core Business Process 10: Administer Interagency Agreements
The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.6.3.1 Key Continuity Planning Information

Table 4-6A: Process Information for Core Business Process 10: Administer Interagency Agreements, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.6.3.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 4-6B: Continuity Information for Core Business Process 10: Administer Interagency Agreements, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.6.3.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Robyn York

Director, Office of Acquisition and Grants Management







(301) 443-3134

Responsible for Implementing the Plan:
Robyn York

Director, Office of Acquisition and Grants Management








(301) 443-3134

TABLE 4-6A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

DIVISION OF ACQUISITION AND GRANTS MANAGEMENT

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 10:

ADMINISTER INTERAGENCY AGREEMENTS
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Administer the interagency agreements program in the IHS
Processing of agreements related to health care within ???? working days
????
????
-E-mail

TABLE 4-6B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

DIVISION OF ACQUISITION AND GRANTS MANAGEMENT

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 10:

ADMINISTER INTERAGENCY AGREEMENTS

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

E-mail
Not available or reliable
Low: Reduced efficiency and speed of written communication
TRIGGER: E-mail not available for 4 hours
APPROACH: Use alternate means of communication
-Telephone/fax

-US Mail, FedEx, UPS, etc

4.6.3.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

None identified.

4.6.3.5 Procedures for Invoking the Plan

Triggers: Reference Table 4-6B, Continuity Information for Core Process 10: Administer Interagency Agreements

Internal Notification Procedures: Director, Office of Acquisition and Grants Management (Robyn York) or authorized representative will notify departmental staff of the implementation of alternative communications or modes of operation.

Customer/Business Partner Notification: Director, Office of Acquisition and Grants Management (Robyn York) or authorized representative will notify customers and business partners of the implementation of alternative communications or modes of operation.

4.6.3.6 Procedures for Operating in Response Mode

1. Utilize best available means of communication to advise and approve funds.

2. Monitor status of unavailable resources.

4.6.3.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Restored availability of resources

Internal Notification Procedures: None required

Customer/Business Partner Notification: None required
4.6.3.8 Procedures for Recovering Lost or Damaged Data

No data is expected to be lost or damaged.

4.6.3.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

4.6.3.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

4.6.3.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)


_____ Plan Audit

4.7 Division of Human Resources

The Division of Human Resources is responsible for providing personnel management policies and services throughout IHS.  The business processes of the Division of Human Resources are as follows:

1. Advises the Director, IHS, on personnel management issues, programs and policies for Civil Service and Commissioned Corps personnel programs

2. Assures implementation of the Indian Preference policy in all personnel practices

3. Develops personnel management policies, programs, and reports in accordance with applicable laws, regulations, and policies

4. Provides personnel management and services throughout IHS, to include, but not limited to, manpower planning and utilization, staffing, recruitment, compensation and classification, human resource development, pay administration, labor, and employee relations

5. Provides advice, consultation, and assistance to IHS management and tribal officials on tribal health program personnel policy issues

6. Provides technical support, guidance, and assistance on all personnel programs to IHS Headquarters operations and other organizations as necessary

7. Provides liaison for IHS commissioned corps activities with the Department Division of Commissioned Personnel

8. Represents IHS in all personnel management matters

4.7.1 Core Business Process 4: Provide Personnel Management and Services

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

4.7.1.1 Key Continuity Planning Information

Table 4-7A: Process Information for Core Business Process 4: Provide Personnel Management and Services, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

4.7.1.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 4-7B: Continuity Information for Core Business Process 4: Provide Personnel Management and Services, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

4.7.1.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Sara Matte

Director, Division of Human Resources







(301) 443-7294

Responsible for Implementing the Plan:
Sara Matte

Director, Division of Human Resources








(301) 443-7294
TABLE 4-7A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

DIVISION OF HUMAN RESOURCES

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 4:

PROVIDE PERSONNEL MANAGEMENT AND SERVICES
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Provide personnel management and services throughout IHS, to include, but not limited to, manpower planning and utilization, staffing, recruitment, compensation and classification, human resource development, pay administration, labor, and employee relations
Send payroll data to PSC not later than one day prior to processing
IHS Headquarters employees
PSC
-TAIMS

-Commissioned Corps Personnel and Payroll System

-Civilian Personnel and Payroll System

-PC Workstations

-LAN

-WAN



TABLE 4-7B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF MANAGEMENT SUPPORT

DIVISION OF HUMAN RESOURCES

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 4:

PROVIDE PERSONNEL MANAGEMENT AND SERVICES

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

TAIMS
TAIMS unavailable
High: Used to submit time and attendance to PSC
TRIGGER: TAIMS not available one day prior to payroll processing
APPROACH: Use alternate sites to input data and transmit to PSC; or coordinate with PSC Help Desk to have staff paid at base hours
None

Commissioned Corps Personnel and Payroll System
System unavailable
Med: Unable to process personnel actions prior to payroll
TRIGGER: System unavailable for one week

APPROACH: Hold personnel actions; manually process priority exceptions
None

Civilian Personnel and Payroll System
System unavailable
Med: Unable to process personnel actions prior to payroll
TRIGGER: System unavailable for one week

APPROACH: Hold personnel actions; manually process priority exceptions
None

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

PC Workstations
PCs fail
High: Unable to access  TAIMS and Personnel/Payroll Systems
TRIGGER: Workstations down for 8 hours

APPROACH: Hold personnel actions; manually process priority exceptions
None

LAN
LAN unavailable
High: Unable to access  TAIMS and Personnel/Payroll Systems
TRIGGER: LAN unavailable for 8 hours

APPROACH: Hold personnel actions; manually process priority exceptions
None

WAN
WAN unavailable
High: Unable to transmit data to PSC
TRIGGER: Lack of WAN communications one day prior to payroll processing

APPROACH: Send data tapes to PSC or transmit data via modem
-Tape unit or:

-Telephone and modem

4.7.1.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

None identified.

4.7.1.5 Procedures for Invoking the Plan

Triggers: Reference Table 4-7B, Continuity Information for Core Process 4: Provide Personnel Management and Services

Internal Notification Procedures: Director, Division of Human Resources (Sara Matte) or authorized representative will notify PSC Help Desk and Office of the Director of the implementation of alternative communication or mode of operation.

Customer/Business Partner Notification: Depending on the approach taken for continuing operations, it may be necessary to notify IHS Headquarters employees of any anticipated changes in payroll and personnel actions.

4.7.1.6 Procedures for Operating in Response Mode

TAIMS unavailable

1. Send time and attendance to an alternate site (to be identified) for entry into TAIMS if TAIMS is available there; or,
2. Arrange with PSC to have staff paid at base hours for this pay period.

Commissioned Corps or Civilian Personnel Systems unavailable

1. Hold routine personnel actions for up to one week.

2. Manually process priority personnel actions and those routine actions held more than one week.

PC Workstations or LAN unavailable

1. Hold routine personnel actions for up to one week.

2. Manually process priority personnel actions and those routine actions held more than one week.

3. Send time and attendance to an alternate site (to be identified) for entry into TAIMS

WAN unavailable
1. Prepare data tapes and deliver to PSC; or,

2. Use modem and telephone line to transmit data to PSC.

4.7.1.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Service restored to normal operating mode

Internal Notification Procedures: None required

Customer/Business Partner Notification: Notify PSC and Office of the Director of return to normal mode of operation.
4.7.1.8 Procedures for Recovering Lost or Damaged Data

1. Any personnel actions held and not processed will be processed in chronological sequence.

2. Any required adjustments to payrolls will be processed by PSC.

4.7.1.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

4.7.1.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
[To be completed]

Total Overtime Hours for Existing Staff
[To be completed]

Total Temporary Contractor Support
[To be completed]

Total Equipment Costs
[To be completed]

Total Other Direct Charges
[To be completed]

4.7.1.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


__X__ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)


_____ Plan Audit

4.8 Division of Information Resources

The Division of Information Resources is responsible for the design, development/purchase, implementation, and support of information systems and services used in the IHS, and providing information technology services and support to IHS, tribal, and urban Indian health programs.  The business processes of the Division of Information Resources are as follows:

1. Advises the Director, IHS, on all aspects of information management

2. Directs the development and implementation of policies, procedures, and standards for information management activities and services in the IHS

3. Directs the design, development/purchase, implementation, and support of information systems and services used in the IHS

4. Provides information technology services and support to IHS, tribal, and urban Indian health programs

5. Represents the IHS to, and enters into information technology agreements with, Federal, tribal, State, and other organizations

4.8.1 Core Business Process 3: Direct the Design, Development/Purchase, Implementation and Support of Information Systems and Services

The Business Continuity and Contingency Plans for this core business process are addressed in the IHS document “Business Continuity and Contingency Planning for the Indian Health Service” Rev. 2, December 1998.

4.8.2 Core Business Process 4: Provide Information Technology Services and Support to IHS, Tribal, and Urban Indian Health Programs

The Business Continuity and Contingency Plans for this core business process are addressed in the IHS document “Business Continuity and Contingency Planning for the Indian Health Service” Rev. 2, December 1998.

4.9 Division of Regulatory and Legal Affairs

The Division of Regulatory and Legal Affairs is responsible for advising, coordinating and managing regulatory and legal processes for the IHS.  The business processes of the Division of Regulatory and Legal Affairs are as follows:

1. Manages the IHS’ overall regulations program and responsibilities, including determining the need for and developing plans for changes in regulations, developing or assuring the development of needed regulations, and maintaining the various regulatory planning processes

2. Provides all IHS liaison with the Office of the Federal Register on matters relating to the submission and clearance of documents for publication in the Federal Register
3. Assures proper agency clearance and processing of Federal Register documents

4. Informs management and program officials of regulatory activities of other Federal agencies

5. Manages the IHS review of non-IHS regulatory documents that impact the delivery of health services to Indians

6. Advises the Director and serves as liaison with the Office of the General Counsel (OGC) on such matters as litigation, regulations, and related policy issues

7. Determines need for and obtains legal clearance of IHS directives and other issuances

8. Coordinates legal issues with the OGC, IHS, HHS components, and other Federal agencies, including the identification and formulation of legal questions, and advising on the implementation of OGC opinions

9. Assures that IHS’ appeals processes meet legal standards

10. Advises on and participates in Indian Self-Determination and Education Assistance Act appeals and hearings

11. Provides guidance and assistance on State and Federal health reform efforts, including access and civil rights aspects and State Medicaid waiver applications

12. Advises on the administration of the contract health services (CHS) appeals system and is a participant with the Office of Public Health in the Director’s CHS appeal decisions

13. Manages the retrieval and transmittal of information in response to requests received under the Freedom of Information Act (FOIA) or the Privacy Act, and ensures the security of IHS documents used in such responses that contain sensitive and/or confidential information

4.10 Division of Health Professions Support

The Division of Health Professions Support is responsible for IHS health care professional staffing and education programs.  The business processes of the Division of Health Professions Support are as follows:

1. Develops the IHS program to recruit, select, assign, and retain health care professionals, in accordance with policies and guidance provided by the Division of Human Resources

2. Assesses IHS professional staffing needs

3. Provides research and analysis functions for Chief Medical Officers, Clinical Directors, and senior clinicians

4. Manages and supports health professions education programs and activities

5. Develops and administers Indian Health Professions programs authorized by the Indian Health Care Improvement Act (IHCIA), as amended

SECTION 5

OFFICE OF PUBLIC HEALTH

This section defines the business processes supported by the Office of Public Health, and identifies the core processes, which, if they could not be performed, would have an unacceptable impact on the ability of the Indian Health Service to fulfill its mission and conduct its business.  

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section identifies the core processes and subprocesses covered by the plan.  In addition, this section provides key information concerning the processes/subprocesses, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.
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The Office of Public Health is organized into component divisions and staff, as shown in Figure 5-1.  The business processes of each division are defined in the following subsections.  Core business processes that have been determined to require Y2K Business Continuity Plans are identified in bold type.

Figure 5-1

Office of Public Health
5.1 Office of Public Health

The Office of Public Health is responsible for advising and supporting the IHS Director and providing agency-wide leadership and consultation on the operation and management of IHS direct, tribal and urban public health programs.  The business processes of the Office of Public Health are as follows:

1. Advises and supports the Director, IHS, on policy, budget formulation, and resource allocation regarding the operation and management of IHS direct, tribal and urban public health programs, quality assurance, and self-determination

2. Provides agency-wide leadership and consultation to IHS direct, tribal, and urban public health programs on IHS goals, objectives, policies, standards, and priorities

3. Represents the IHS within the HHS and external organizations for purposes of liaison, professional collaboration, cooperative ventures, and advocacy

4. Manages and provides national leadership and consultation for IHS and Area Offices on strategic and tactical planning, program evaluation and assessment, public health and medical services, research agendas, and special public health initiatives for the agency

5. Manages the design, development, and assessment, for facilities implementation of resource requirements and resource allocation methodology models for the agency

6. Carries out IHS responsibilities as required by the United States Federal Response Plan under Emergency Support Function No. 8

7. Assures agency compliance with the Code of Federal Regulations 45, Part 46, Protection of Human Subjects

8. Administers the functions related to clinical services, managed care, hospitals and ambulatory care centers, community and environmental health, and facilities and environmental engineering

5.1.1 Core Business Process 1: Policy, Budget and Resource Allocation

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.1.1.1 Key Continuity Planning Information

Table 5-1A: Process Information for Core Business Process 1: Policy, Budget and Resource Allocation, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.1.1.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 5-1B: Continuity Information for Core Business Process 1: Policy, Budget and Resource Allocation, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.1.1.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Carl Harper







Executive Officer







(301) 443-3024

Responsible for Implementing the Plan:
Carl Harper







Executive Officer







(301) 443-3024

TABLE 5-1A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF PUBLIC HEALTH 

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 1:

SUPPORT POLICY, BUDGET AND RESOURCE ALLOCATION
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Advise and support Director, IHS on policy, budget and resource allocation
Adequate and timely communication


Direct, tribal and urban public health programs
-HHS

-IHS Director 

-Area IHS Offices


-E-mail

-Telephone/fax

-US Postal Service

TABLE 5-1B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF PUBLIC HEALTH 

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 1:

SUPPORT POLICY, BUDGET AND RESOURCE ALLOCATION

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

E-mail
E-mail not available or reliable
Low: Reduced efficiency and speed of written communication
TRIGGER: E-mail not available for 4 hours
APPROACH: Use alternate means of communication
-Telephone/fax

-US Mail

Telephone/fax
Telephone/fax service not available or reliable
Low: Reduced efficiency and speed of oral/written communication
TRIGGER: Phone/fax service not available for 1 hour
APPROACH: Use alternate means of communication
-Cellular phones

-E-mail

-US Mail

US Postal Service
Severe disruption or delays of mail service
Low: Reduced efficiency of written communication
TRIGGER: US Mail not available for 8 hours
APPROACH: Use alternate means of communication
-E-mail

-Telephone/fax

-FedEx, UPS, etc.



5.1.1.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

None identified.

5.1.1.5 Procedures for Invoking the Plan

Triggers: Reference Table 5-1B, Continuity Information for Core Process 1: Support Policy, Budget and Resource Allocation

Internal Notification Procedures: Executive Officer, Office of Public Health (Carl Harper) or authorized representative will notify departmental staff of the implementation of alternative communications or modes of operation.

Customer/Business Partner Notification Executive Officer, Office of Public Health (Carl Harper) or authorized representative will notify customers and business partners, by best available means, of the implementation of alternative communications or modes of operation.

5.1.1.6 Procedures for Operating in Response Mode

1. Utilize best available means of communication to advise and approve funds and respond to requests for information.

2. Monitor status of unavailable resources.

5.1.1.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Restored availability of resources

Internal Notification Procedures: None required

Customer/Business Partner Notification: None required
5.1.1.8 Procedures for Recovering Lost or Damaged Data

No data is expected to be lost or damaged.

5.1.1.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

5.1.1.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

5.1.1.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)

_____ Plan Audit

5.1.2 Core Business Process 2: Leadership and Consultation to IHS Direct, Tribal and Urban Public Health Programs

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.1.2.1 Key Continuity Planning Information

Table 5-2A: Process Information for Core Business Process 2: Leadership and Consultation to IHS Direct, Tribal and Urban Public Health Programs, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.1.2.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 5-2B: Continuity Information for Core Business Process 2: Leadership and Consultation to IHS Direct, Tribal and Urban Public Health Programs, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.1.2.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Carl Harper







Executive Officer







(301) 443-3024

Responsible for Implementing the Plan:
Carl Harper







Executive Officer








(301) 443-3024

TABLE 5-2A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF PUBLIC HEALTH 

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 2:

LEADERSHIP AND CONSULTATION TO IHS DIRECT, TRIBAL AND URBAN PUBLIC HEALTH PROGRAMS
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Provide agency-wide leadership and consultation to IHS direct, tribal and urban public health programs on IHS goals, objectives, policies, standards, and priorities
Adequate and timely communication
Direct, tribal and urban public health programs
-HHS OS

-IHS Director

-Area IHS Offices


-E-mail

-Telephone/fax

-US Postal Service

TABLE 5-2B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF PUBLIC HEALTH 

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 2:

LEADERSHIP AND CONSULTATION TO IHS DIRECT, TRIBAL AND URBAN PUBLIC HEALTH PROGRAMS

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

E-mail
Not available or reliable
Low: Reduced efficiency and speed of written communication
TRIGGER: E-mail not available for 4 hours
APPROACH: Use alternate means of communication
-Telephone/fax

-US Mail

Telephone/fax
Not available or reliable
Low: Reduced efficiency and speed of oral/written communication
TRIGGER: Phone/fax service not available for 1 hour
APPROACH: Use alternate means of communication
-Cellular phones

-E-mail

-US Mail

US Postal Service
Severe disruption of mail service
Low: Reduced efficiency of written communication
TRIGGER: US Mail not available for 8 hours
APPROACH: Use alternate means of communication
-E-mail

-Telephone/fax

-FedEx, UPS, etc.



5.1.2.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

1. Update and distribute emergency contact lists (late December 1999 – Carl Harper)

2. Verify availability and readiness of cellular phones (late December 1999 – Carl Harper)

3. Verify availability of alternate mail and courier services (late December 1999 – Carl Harper)

5.1.2.5 Procedures for Invoking the Plan

Triggers: Reference Table 5-2B, Continuity Information for Core Process 1: Provide Agency-wide Leadership and Consultation

Internal Notification Procedures: Executive Officer, Office of Public Health (Carl Harper) or authorized representative will notify departmental staff of the implementation of alternative communications or modes of operation.

Customer/Business Partner Notification Executive Officer, Office of Public Health (Carl Harper) or authorized representative will notify customers and business partners, by best available means, of the implementation of alternative communications or modes of operation.

5.1.2.6 Procedures for Operating in Response Mode

1. Utilize best available means of communication to advise and respond to requests for information.

2. Monitor status of unavailable resources.

5.1.2.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Restored availability of resources

Internal Notification Procedures: None required

Customer/Business Partner Notification: None required
5.1.2.8 Procedures for Recovering Lost or Damaged Data

No data is expected to be lost or damaged.

5.1.2.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

5.1.2.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

5.1.2.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


_____ Plan Rehearsal (Desktop Exercise)


_____ Plan Rehearsal (Simulation)

_____ Plan Audit

5.1.3 Core Business Process 6: Carry Out Responsibilities Required By U.S. Federal Response Plan

The Business Continuity Plan focuses on reducing the risk to the business from Y2K-induced failures by identifying potential failure scenarios and defining alternative approaches for conducting business should a failure occur.  This section provides key information concerning the process, including the minimum acceptable levels of service, customers, interface partners, and supporting systems and resources.  Finally, this section summarizes the risk and impact analysis for the core business process and the planning to address the identified risks

5.1.3.1 Key Continuity Planning Information

Table 5-3A: Process Information for Core Business Process 6: Carry Out Federal Response Plan Responsibilities, summarizes key continuity planning information for the core process, including the minimum acceptable levels of service, the customers, the organizations that are information interface partners (either input or output interface, whether automated or manual), and the supporting systems and other resources used in the process.  The priorities for each process indicate the relative importance of the process (with Priority 1 being the highest priority).

5.1.3.2 Process Risks, Approaches for Continuing Operations, and Required Resources

Table 5-3B: Continuity Information for Core Business Process 6: Carry Out Federal Response Plan Responsibilities, summarizes the risk and impact analysis for the core business processes and the planning to address the identified risks.  Identified are the potential failure scenarios for the supporting systems and resources; the priority and impact on the business of each failure, and the general approach for continuing business operations and the trigger for implementing the approach should a failure occur.  Resource requirements to implement this approach are also identified.

5.1.3.3 Roles, Responsibilities and Authority

Responsible for Invoking the Plan:

Bruce Chelikowsky






Office of Public Health







(301) 443-1247

Responsible for Implementing the Plan:
Bruce Chelikowsky






Office of Public Health







(301) 443-1247

TABLE 5-3A: PROCESS INFORMATION

IHS HEADQUARTERS: OFFICE OF PUBLIC HEALTH

KEY CONTINUITY PLANNING INFORMATION FOR CORE BUSINESS PROCESS 6:

CARRY OUT FEDERAL RESPONSE PLAN RESPONSIBILITIES
Core Business Process/ Priority
Minimum Acceptable Level of Service
 Customers
Organizations which are Information Interface Partners
Supporting Systems & Resources

Carry out IHS responsibilities as required by the US Federal Response Plan under Emergency Support Function No. 8
Coordinate activities to assemble IHS emergency response team within ???? hours of request


-IHS Area Offices

-IHS Service Units

-Tribes
-Office of Federal Emergency Preparedness

-Federal Emergency Management Agency
-Telephone/fax

-RPMS/ARMS

TABLE 5-3B: CONTINUITY INFORMATION

IHS HEADQUARTERS: OFFICE OF PUBLIC HEALTH

CONTINUITY PLAN FOR CORE BUSINESS PROCESS 6:

CARRY OUT FEDERAL RESPONSE PLAN RESPONSIBILITIES

Supporting Systems & Resources
Failure Scenarios
Impact on Process
Trigger/Approach for Continuing Operations
Resource Requirements

Telephone/fax
Telephone/fax service not available or reliable
High: Unable to contact emergency response team
TRIGGER: Service unavailable for 10 minutes

APPROACH: Use Government Emergency Telecommunications Service
None

RPMS/ARMS
ARMS unavailable
Med: Unable to process orders in ARMS
TRIGGER: ARMS down 2 hours

APPROACH: Prepare emergency

orders manually; authorize by phone/fax/

E-mail
-Telephone/fax service

-E-mail

-PC with Word processing or typewriter

5.1.3.4 Preparation Procedures for Continuity of Operations

The following actions will be carried out prior to the expected date of failure of any critical resources supporting this business process.  The time frame and responsible organization are indicated in parentheses.

1. Update and distribute emergency contact lists (late December 1999 – Bruce Chelikowsky)

2. Verify availability and readiness of PC or typewriter and supplies (late December 1999 – Bruce Chelikowsky)

3. Verify availability of alternate mail and courier services (late December 1999 – Bruce Chelikowsky)

5.1.3.5 Procedures for Invoking the Plan

Triggers: Reference Table 5-3B, Continuity Information for Core Process 6: Carry Out Federal Response Plan Responsibilities

Internal Notification Procedures: Executive Officer, Office of Public Health (Carl Harper) or authorized representative will notify departmental staff of the implementation of alternative communications or modes of operation.

Customer/Business Partner Notification Executive Officer, Office of Public Health (Carl Harper) or authorized representative will notify customers and business partners, by best available means, of the implementation of alternative communications or modes of operation.

5.1.3.6 Procedures for Operating in Response Mode

RPMS/ARMS unavailable

Prepare emergency orders manually, using PC or typewriter

Telephone/fax unavailable

1. Utilize best available means of communication to coordinate and communicate with Emergency Response Team

2. Monitor status of unavailable resources.

5.1.3.7 Criteria and Procedures for Returning to Normal Operating Mode

Triggers: Restored availability of resources

Internal Notification Procedures: None required

Customer/Business Partner Notification: None required
5.1.3.8 Procedures for Recovering Lost or Damaged Data

No data is expected to be lost or damaged.

5.1.3.9 Expected Life of the Plan

It is expected that operations can continue in response mode for 30 days.

5.1.3.10 Estimated Cost to Implement the Plan

Total Staff Weeks for Detailed Staff
None identified

Total Overtime Hours for Existing Staff
None identified

Total Temporary Contractor Support
None identified

Total Equipment Costs
None identified

Total Other Direct Charges
None identified

5.1.3.11 Training On and Testing of Plan

The following methods will be used to determine the viability of the Business Continuity Plan (check all appropriate methods).  The training on and testing of plans, using whichever methods have been checked below, will be completed by (date).


__X__ Plan Review


__X__ Plan Rehearsal (Desktop Exercise)


__X__ Plan Rehearsal (Simulation)

_____ Plan Audit

5.2 Division of Clinical and Preventive Services

The Division of Clinical and Preventive Services is responsible for providing technical and policy advice for IHS, and Area Offices and IHS direct, tribal, and urban public health programs on the full scope of clinical health care programs; articulating clinical needs; and administering public health program functions.  The business processes of the Division of Clinical and Preventive Services are as follows:

1. Serves as the primary source of technical and policy advice for IHS, and Area Offices and IHS direct, tribal, and urban public health programs on the full scope of clinical health care programs, including their quality assurance and preventive aspects, and tort claims

2. Provides leadership in articulating the clinical needs of the AI/AN population and competing health care needs

3. Advocates the resource needs of specialized health care delivery providers of clinical services disciplines

4. Provides consultation and technical support to IHS direct, tribal, and urban public health programs including, but not limited to, alcohol and substance abuse, dental services, diabetes and other chronic disease prevention, emergency medical services training and material support, mental health, nutrition services training and education, services for children with special needs, and sensory disabilities services

5. Administers the program functions that include, but are not limited to, alcohol and substance abuse, chronic disease such as diabetes and cancer, clinical engineering, dental services, emergency medical services, health records, maternal and child health, mental health and social services, pharmacy services, nursing services, and nutrition and dietetics

5.3 Division of Managed Care

The Division of Managed Care is responsible for providing technical and policy advice on the full scope of clinical health programs; administering and implementing guidelines for the IHS contract health services (CHS) program; and managing the national IHS payment policy with a fiscal intermediary.  The business processes of the Division of Managed Care are as follows:

1. Serves as the primary source of technical and policy advice for IHS, and Area Offices and IHS direct, tribal, and urban public health programs on the full scope of clinical health programs, including their quality assurance and preventive aspects, managed care services, third party collections and reimbursements, health care facility accreditation, risk management and quality assurance

2. Administers and implements guidelines for the IHS contract health services (CHS) program including funds management, alternate resources, the Catastrophic Health Emergency Fund (CHEF), claims adjudication, and manages the national IHS payment policy with a fiscal intermediary

3. Provides leadership at a national and State level for Medicare and Medicaid and the private insurance sector

4. Serves as liaison with the Health Care Financing Administration for rate setting

5. Performs analytical studies to address managed care issues

6. Serves as the focal point regarding Medicaid and Medicare managed care activities, including the review, evaluation, and monitoring of sections 1115 and 1915(b) Medicaid waiver proposals and other State and Federal health care reform activities

7. Assures training on negotiation of provider agreements for Medicaid and private insurance network provider participation

5.4 Division of Community and Environmental Health

The Division of Community and Environmental Health is responsible for providing leadership and technical and policy advice on preventive, community, and environmental health programs and health data issues.  The business processes of the Division of Community and Environmental Health are as follows:

1. Serves as the primary source of technical and policy advice for IHS Headquarters and Area Offices on the full scope of preventive, community, and environmental health programs and health data issues

2. Provides leadership in identifying and articulating preventive, community, and environmental health needs of AI/AN populations and supports efforts to build tribal capacity

3. Advocates for preventive, community, and environmental health care providers

4. Provides and directs public health surveillance, intervention and evaluation programs and the information systems to support them

5. Maintains, analyzes, makes accessible, and publishes results from national program databases

6. Performs statistical and epidemiological consultation for the IHS in response to special conditions and communicable disease outbreaks of public health significance

7. Performs functions related to public health programs such as environmental health, injury prevention, institutional environmental health, chronic disease prevention, infectious disease control, public health nursing, public health education, HeadStart, dental public health, community health representatives, and nutrition

5.5 Division of Facilities and Environmental Engineering

The Division of Facilities and Environmental Engineering is responsible for providing leadership and technical and policy advice on health care and sanitation facilities construction and management, environmental engineering, and realty services management, to assure functional and well maintained health care facilities and the availability of water, sewer, and solid waste facilities.  The business processes of the Division of Facilities and Environmental Engineering are as follows:

1. Serves as the primary source of technical and policy advice for IHS Headquarters and Area Offices, and IHS direct, tribal, and urban public health programs on the full scope of health care and sanitation facilities construction and management, environmental engineering, and realty services management

2. Develops objectives, priorities, standards, and methodologies for the conduct and evaluation of environmental and facilities engineering activities

3. Maintains needs based workload methodology for equitable resource distribution

4. Provides leadership, consultation, and staff development to assure functional and well maintained health care facilities, and the availability of water, sewer, and solid waste facilities

5. Interact with other agencies to coordinate funding and other joint ventures

6. Project management and funding for new construction, maintenance and improvements (M&I), and sanitation facilities projects

7. Training and technical support for Facilities and Environmental Engineering

SECTION 6

SUMMARY OF CRITICAL DEPENDENCIES

One result of the business impact analysis for each of the identified core business processes has been the identification of critical dependencies on business-essential systems or other resources (desktop automation, telecommunications capability, power, etc.) which have a potential for experiencing a Y2K-induced failure.  In Table 6-1, these dependencies have been displayed across all of the core processes to provide an organization-wide view of process vulnerabilities.  Given that a Business Continuity Plan  is available for each process (row) in the table, and a contingency plan is available, under development, or being reviewed for each system/resource (column), this table serves as a summary of resources used across the IHS Headquarters and the specific Contingency and Continuity Plans associated with each process.

Table 6-1

SECTION 7

CONTINGENCY PLANS FOR SYSTEMS AND SUPPORTING RESOURCES

This section provides an index to contingency plans for the systems and other resources on which the IHS Headquarters is dependent. Table 7-1 lists each business-essential system and other resource that has been identified as requiring a Contingency Plan, the location of the plan (document section) if it exists (or the schedule and status of its development), and the Headquarters organization and individual responsible for the plan.  If the Headquarters is the “owner” of the system or resource, the identified Headquarters organization and individual is responsible for the development and maintenance of the plan.  IHS Headquarters may also have developed a Contingency Plan for a resource “owned” by a vendor or other third party.  In these cases, the Headquarters organization will have defined additional contingency measures for dealing with the failure of the resource, as well as relying on the vendor’s Contingency Plan.  A large part of the infrastructure on which the Headquarters business processes depend fall into this category.  The rows in Table 7-1 containing the Headquarters-developed plans are shaded.

If the system or resource is truly external to IHS Headquarters, the identified Headquarters organization and individual will be responsible for coordinating with the external owner to review the owner’s Contingency Plan.  If the external owner’s Contingency Plan is not satisfactory for the Headquarters processes, the IHS Headquarters Business Continuity Plan for each process dependent on the resource should be enhanced to cover failure of the resource.

If acceptable work-arounds have been identified by the process owners for the resource, then the Contingency Plan only addresses the remedial actions that will be performed to bring the resource back up.

[Table 7-1 to be completed]
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